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Evasion of Taint Analysis for Spyware Detection

AtsusHr OcHIAL ! MAKOTO SHIMAMURAT!
and KENJI Konotl:12

Taint analysis is a promising approach to detecting malicious behavior of a
leaking users’ sensitive data. In taint analysis, we label data as tainted such
as password. When a program processes tainted data, we propagate taint at-
tribute in the program, based on a given taint propagation rule. If tainted data
is output to untrusted sources, we can recognize that the computer system is
compromised. Evasion techniques to taint analysis have not been explored ad-
equately. This means that taint propagation rules are not studied as well. To
make taint analysis more powerful, we study current tainting rules and point
out the weakness of the rules by using our evasion techniques. We implemented
a taint tracker with the well-used propagation rule. Our experimental results
demonstrate that the well-used taint propagation rule does not detect the data
leak of test programs including our evasion techniques.
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1: xtainted, // 0, 1 1: xteinted, // 0, 1, ..., 255
2: if (xfeinted == ) yuntainted - g, 2: array[256]“"teinted = [0 1, ..., 255};
3: else guntainted _ g 3: yuntainted o gupooytaintedjuntainted
4: send(y*mteinted); /7 y(=x) OOD 4: send(y*mteinted); /7 y(=x) OOD
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Fig.2 Copying a value via a conditional branch Fig.3 Copying a value via a translation table
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Fig.4 Countermeasure against an evasion technique that uses conditional branches
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Fig.5 Countermeasure against an evasion technique that uses a translation table
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Fig.6 Evasion techniques to prevent propagation of taint-tags

: for (i = 0; i < 266; i++)
buf[i] = C;

1: unsigned char strlen(const char *buf) {
2

: buf[x] = ’\0’; 3:
4
5:

int i;
for (i = 0; buf[il; i++) ;

return ij;

BwWw N -

y = strlen(buf);

}
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Fig.7 Evasion code — using a tainted value in Fig.8 Simple implementation of strlen function
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Fig.9 Taint-tag doesn’t propagate because the initial state is unconsidered
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1: for (i = 0; i < 256 + 1; i++)
2: buf[i] = *\0’;
3: buf[x +1]1 =S; // 00 buf0d x+x1 000000 taint OO0 ODO00O0O0OO0O0O0O0DOOOOO
4: for (i = 0; i < 256; i++)
5: if (buf[il == buf[i + 11)
6: buf[i] = C;
7: y = strlen(buf);
010 0OOOO0OO0 —-0OO0OOODOOOODOOO
Fig. 10 Evasion code — based on dependency of the initial state
01 01000000000
Table 1 Proccess of the code shown in Fig.10
buf

iood ooo 0 1 2 3 4 - 255 256

0 O 5\05_> C a\Oa 7\07 Stainted a\Oa a\Oa 7\07

1 O C 7\07*> C 7\07 Stainted 7\07 7\07 7\07

2 O C C 7\07 Stainted a\Oa a\Oa 7\07

3 O C C 7\07 Stainted a\Oa a\Oa 7\07

4 O C C 7\07 Stainted 7\074) C 7\07 7\07
255 O C C 7\07 Stainted C 7\074) C 7\07
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O00Obuf[1]1 D00 COODDOO0OO00DI000 2000 buf[2] 00 0°\00 buf[3]
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4 N

01: #define SP(ESP, N) ((ESP) - 0x10 * (N) - (sizeof(long) * 1))

02: ...

03: asm volatile("movl %%esp, %0" : "=r" (esp));

04: recursivel(255 + 1); // recursivel DI 0O0O0ODO 266 D0 O0OOOOOOO
05: for (i = 0; i < 266; i++)

06: stack_before[i] = *((unsigned long *) SP(esp, i)); // 0000000 O0OOOOO
07: recursive2(x); // recursive2 000000 xO0O0OO0OOOO0OOO
08: for (i = 0; i < 266; i++)

09: stack_after[i] = *((unsigned long *) SP(esp, i)); // 0000 OODOOODOOODO
10: for (i = 0; i < 256; i++)
11: if (stack_before[i] == stack_after[i])
12: break;
13:y=1-1;
. J

011 0DO000OD0O -0O000O00OO0O0O00o0oo
Fig.11 Evasion code — based on behavior of calling function
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Fig.12 Process of rewritting the stack by recursive function
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02 0000

1: while ((ch_in = getchar()) != EOF) { Table 2 Result of analysis

2: ch_out = launder(ch_in);
3: putchar(ch_out); launder 00 oo
4} 00000000000 | 00
Oor7o0000000 oo
013 0000 cat O0O0OO0O 0100000000 oo
Fig.13 Snippet of test cat program 010000000 oo
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