Computer Security Symposium 2021
26 - 29 October 2021

3572 R Feistel BSICX T3 Grover D7 )LV X L% F
Wi A RO {E N E

BB B Kl —fg2

BLE : Feistel- KF #i& 1% Feistel G DRHRRFEO—>TH D, i ZFHDO TV > FEKIE Fi(i HFEH O
@x) DB TRENS. BB F, GAHNIEN n/2 by PORBHINLT VA LBEBTHS. 377K
O Feistel- KF 1375 HILBICH L, online 7 TV D+offline 7 TV T <« 24 I2BWTHETH 5 2
&3 Lampe & Seurin IZ X > T/REINTWS. F7z, 2012 FIZ Isobe & Shibutani 2% meet-in-the-middle
attack I & D (D, T) = (O(1),0(2"/?)) OEMBEZ R L. LiL, 5 0KETIX 2 OB % R
WHEHLTWS7%28, Grover DET 7LV ALZ2ZDEEHTIED, 2 HDOEHED Grover %K %Z1T5
TRV BFREBICHIRL IS 55y, O@QV?) OEEAKEL 2. AT, BFEFILCS
W Grover D7 A3 R aZHV, Btz 1 EF 8 T2 224D (D,T) = (0(1),002™*) o0&
FHREZRT. RNBIEIEEA FINANDOET 7Y 27D WD, Ql model IZHYT 5.

F—U— R HEREES, SERVECONEE, Grover D73V X4, Q1 model

Quantum Key Recovery Attack with Grover Search on 3-Round
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Abstract: Feistel-2 (Feistel-KF) structure is a variant of Feistel structure such that the é-th round function
is given by F;(k; @ ), where F; is a public random function and its input/output length is n/2 bits. Lampe
and Seurin showed that 3-round Feistel-KF cipher is secure in the classical setting if D + 7T < 2"/4. In
2012, Tsobe and Shibutani showed a meet-in-the-middle attack which works for (D,T) = (O(1),0(2™/?))
on 3-round Feistel-KF. In their attack, two round keys are recovered simulataneously. Hence, a naive appli-
cation of Grover’s algorithm needs the Grover search for two values in 7" = 0(2"/ 2). In this paper, in the
quantum setting, we introduce a known plaintext attack and chosen plaintext attack on 3-round Feistel-KF
using Grover’s algorithm by recovering the round key one by one in (D,T) = (O(1), 0(2"/*)). Our attack
does not need any quantum query to the encryption oracle and works in the Q1 model.

Keywords: symmetric cipher, chosen plaintext attack, Grover’s Algorithm, Q1 model
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Fig. 1 Feistel/Feistel-KF structure
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Fig. 2 3-round Feistel/Feitel-KF structure
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R 1 Feistel-KF NO#EELE
Table 1 Related Key Recovery Attacks on Feistel-KF
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5 Isobe & Shibutani ® MITM K% [3]
Fig. 5 MITM Attack on 3-round by Isobe and Shibutani[3]
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Fig. 7 Input/Output difference in 5-round distinguisher
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B2 = ki1 ®Fo(ko @ azp)

35,
(2) Grover D73V X LI K-> T

Fi(B1 @bio) =ai,0®bis

%ﬁfi?cﬁ 5 7255%& F1 “\O)j\jj 61 (&) bl,O %%% L,
B DIEZEIET 2.
(3) [AERIZ, Grover D7 VTV X LXK 5T

F1(B2 @ b2o) = az,0 ® bas

;f’l‘f?ﬁﬁ:j—i 5 7&55%& F1 “\O)j\jj 61 (&) bQ,Q %%% L,
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B8 REAEOFMH (1)
Fig. 8 Step (1) of our attack in 4.1

B DiEZFHET 5.
(4) Grover D7 VTV XLIZE-T

Fo(ky @ a1,0) ® Fo(kl @ az,0) = 51 @ B2

BT & 57 k) € {0,1}"? OEEHERT 5.
(5) Ky %, ki :=B1@Fo(kl ®aro) &5 5.
(6) (P1,C) LT, t1,t2 &

t1 = Fi(k] ® Fo(k{ @ a1,0) ® b1o) ®aip
to = Fo(k(l) S¥ ll1,0) Db

95,
(7) Grover D7 V3V X LIZE 5T

Fo(kh, ®t1) Dt = a3

BT X5 K € {01} OEEHET 5.
(8) (Kb, k), kb) 7% (Py, C3) I LTHR (1)(2) 0%E%
BEFTHE S HEMHENID, KT,

(k07k1ak2) = (k(l)vkiaké)
ELTHNT 5.

ZOWETIZ D = 3DV /MEEXRT 23T,
D=0(01)T»3%. FlE(2),3),(4),(7) TEn/2EY +OD
D Grover R %Z{T->TEY, ZhehalERIZ 0(2"/4)
ThHb. Fo,F1,Fo A7 7NAADEHMI T ) iXFE4 O(1) [
TH?3. £oT, ARBICBI BRI T =002 ¢
5. ki, HHTIETFEY M Q =0(n), AT
ZEBMXEVIIM =0(1) TH5.

4.2 KE 2(qCPA)

RER TR ONE (CPA) T, 1 HHOESLY
TV ZITIC ky & Fo(ko) 2R, Thz 2 BIHOES{LA
FIONNDANE LTI T Y ZITS Z8I2&D bk ZFRE
T35, UTIZzoFIEERT.

(1) E3Z% (ag,bo) = (07/2,0M/2) ¥ LTHEE{LA 5 7N
DEZ LY 21TV, BES X (a3,b3) 2155, TOL
%, b3 =F (k1 ®Fo(ko)) TH5.

(2) Grover D7 VTV XLIZE->T

F1(81) = bs

Ziil 5 & 5% 6, € {0,1}"? DEEHRRT 5.
ANDOEHIT TV 2TV, BE53 (a3, b3) 2185, 2O
-
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TH2. ZIT, fr=k &Folko) DHEIR
bs ®ag=F1(Fo(ko®0---01) & Fy(ko))

5.
(4) Grover D7 VTV XLIZE->T

Fi(B2) = bz @ ao

BT X 5% By € {0,1}? DIEEHRRT 5.
(5) Grover D7 NIV X LIZE->T

Fo(k'(l) ®0- "01) @Fo(k‘é) = [y
il X 57 k) € {0,1}? OEEHRT 5.

(6) K Z, kKl :=01®Fo(k)) &35 5.

(7) FEX%Z (ag,bo) = (F1(k}), Fo(ki®F1(ky))) & LTHES
b4 Z 2 AANDOEHHBEWEDEZITV, BE53 (a3, bs)
285 ZOrE,

az = Fo(ko ® F1(k])) & Fo(ky & F1(k)))
& Fo(ks ® Fi(k}) @ F1(k1 @ Fol(ko ® F1(k}))
© Fo(ky @ Fi(ky))))

THsb. 22T, (kb,K) = (ko, k1) DBEI
agng(k‘g)

&5,
(8) Grover D7 NIV X LIZE->T

Fg(ké) = ag

Rl X5k k) € {0,112 OERERT 3.

(9) 7 ¥R LI (ag, bo) € ({0,1}7/2)2 %, FXHEEL
I INADEHBT T BTV, BIHEX (as, bs3) 21595.
ZLT, ZOFL/MEELRTITHLTH (k) ki, k)
DR (1)(2) DFEBEALZTHE S pEME,D, KDL
Tk,

(ko, k1, k2) = (ko K1, k3)

LLTHAT 5.

C OB RRE TR SO (4.1 ) & Wi
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F%D (D, T,Q, M) 285 5. La»L, FE(2),4),(5),8)
T®D Grover HERIZBWT, Fo,F,Fo &7 7 ADAHD
B2 XOR OB EIZ 2 A C1Thi Wiz, faBEI
#DIRX N3 Grover iteration D7 — MDDV WS
HEnd 5.
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