Computer Security Symposium 2021
26 - 29 October 2021

RAMBIleed IC & % OpenSSL O#MERIFERD[0l1E

EH FaUY M E RBNE MEEE A 29 & B!

¥IZE : DRAM (Dynamic Random Access Memory) O—20D7 FLRIZT7 7L A &E#EDIRL T, ZDiEkE
TYy MNREEEFEHRT 5 Z &% Rowhammer £\ 5. RAMBIleed (& Rowhammer ZF|fH L7294 FF ¥+
NBETHY, —BL—F D7 7t AR OBEER T FAID AIRETH 5. KiHX T, OpenSSL
12 & D TLS #EH5EEE X7z Apache Web 3 — N2xf LT, RAMBIleed % W TH— NOMEEHRD[A]
HTEBZEHLMTTS. 3, OpenSSL B XU Apache DEE R EITL, TLS NV K>z 7%
FEATTBHUC, RSA OMERERICAVSNS 2 DDORFH XY LOREOMBEICEMINS Z b
Hofz. ZhoOWEKRO RAMBleed 12 & 2HAM D AERITIE—HRICERD &G EN 553, RSABESOD
R FEZ AV S 2 & TR D O WEIRIRZEEATEETH 5. AL, OpenSSL THWSHM S RSA H
EHPOET 5 ETO RAMBleed 2 80— HOWBEFEL, HOEETHEBREIETESZ 2L 2R
L7.

F—7—F ! rowhammer, rambleed, openssl, %, ¥4 FF ¥ x L HE
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Abstract: There exists an attack called Rowhammer, in which repeated accesses to rows of DRAM induce
bit flipping within its neighboring rows. A side-channel attack called RAMBleed, which is based on the
Rowhammer attack, can extract secrets that the attacker cannot access, and has been reported to be appli-
cable to OpenSSH. In this paper, we apply RAMBleed to the Apache Web server, which implements TLS
using OpenSSL. As a result of analyzing the behavior of OpenSSL and Apache, we found that when a newly
created child process executes the TLS handshake, the two prime numbers used to generate the RSA secret
key are placed in memory and are located at the same offset in the memory page. Using this behavior, we
show that an attacker can force the server to spawn a child process to induce the secrets in an arbitrary
memory location and recover the secrets with high probability.
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