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Neural Network based cryptanalysis
of Lightweight block cipher PRESENT

Kosaku Katsuda™  Yasutaka Igarashi'!
Toshinobu Kaneko'!

Abstract. PRESENT is a lightweight block cipher proposed by Bogdanov in 2007. A neural network can create a function that
outputs an ideal value for a certain input value by training a large amount of input / output data. In cryptanalysis, even if the
internal structure of the attack target cipher is unknown, it is possible to predict the relationship between known input and
unknown output by using the input / output data as learning data. In this paper, we applied the analysis using a neural network to
PRESENT. We implement plaintext prediction attacks and key schedule analysis. The plaintext prediction attack shows that
non-random prediction of plaintext derived from ciphertext can be realized for up to 4-round PRESENT by using 1,200,000 sets
of (ciphertext, plaintext) datasets for training. Key schedule analysis can be performed with the final state key data by using at
most 1,000 sets of (final round key, master key) data or (final key register, master key) data as training data. We show that
non-random prediction of the master key can be realized in the 31-round PRESENT key schedule function.
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