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A Method to Realize a Rapid Development Cycle of IoT Applications
by Dynamically Applying Local Code Changes to the Devices
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Abstract: Software development efficiency should be improved to meet the ever-increasing demand for IoT
devices, which is expected to reach 125 billion by 2030. Application of the code changes to the target devices
and running the code on the devices are necessary to check whether the behavioral changes caused by the
code changes by the software developers in IoT applications are as intended. The existing method takes time
to generate and apply the updated contents and restart the device, making it difficult to realize a rapid de-
velopment cycle. In this study, we have classified the methods of the code changes application to the devices
into three categories based on the previous research: (1) rewriting the entire firmware image; (2) updating
by applying the differences in the firmware image; and (3) applying the application code dynamically. To
improve the development efficiency, we proposed and implemented the third method as it can be implemented
by a language with dynamic characteristics, and compared the time required to update each method. Our
research results show that the proposed method reduces the required time for updating by 95% compared to
the existing method.
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Table 1 Organization of the hardware and software that make

up IoT devices and the platforms that support them.

Components Platforms

Sensors
Actuators
Hardware  Microprocessors [2-6]
Network Interfaces
Power Supply
IoT Applications [7-9]
Network Protocol Stack

Software )
Operating System —

Hardware Drivers
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| |
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\ command to upload .
—_————>
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| uploads the firmware image
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l< notifies uploading finished |

(3) Device Rehoot Phase /
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)

loo, [until the device finishes rebooting]
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! connects to the device

>
>

| boots the application
T

I |
'« sends a response after it finishes rebooting

| verifies if the changes work fihe

1 BEHROY =T VAN

Fig. 1 Sequence diagram of the existing methods
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Fig. 2 Sequnce diagram of the proposed method
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FOBESHMEIPEZ 5728, dHnwa—FiZidold, #HL W
I— N2l current & W5 I NURFEINXF I NG, %
DIRWT, HEI-FOESHMAVEILSL, oldDI—
NIZBEE S N current D 3 — RA¥old &b & & 1T, i
FINZI—NE2ZRLU TS 7B A TEHIR LT
TENDB [25). AFEETIE, BXKHFICLEZI-FOLEEN
MERIER I NS LS, d@kL T2 HOEHZ2T>TW\W5.
F7z, RBEHEOPERTIIBVWTIE, 771 I)VOBEHFKEL
PHEEZRBURVWEELR-TWE, BFREN K
DORHEET BT 74T T (BERIZIE, BIFE N ER
DFIFHRE T 5 1ib/T 1 L2 MY AT ICE» N5 Elixir
DA-—FZ2FLT7 7)) ZEFRNRETLEERIIG->T
Wb, FD7, RFEREIZEBI—- NOBEHBZIZIE, B
Mo Linda—RNiz&k > TEKI N Erlang VM LD
O ADFEFFET S.

BE, FEEIZODWTIE GitHub EQVKRIY M U*3, Bk
O, Elixir 7477V VRY M) TH?B Hex™*TH—F
YV—=AV7bvx7 (0SS) LULTARELTWAS.

4. REREFHM

AETIE, BEARCODVTERIZESEBFETRN K
BT 52 & THAMT 5. ZUDIZ, 4.1 HiTEBROXS
REFHFEIZDVWTHRRS, Iz, 42 HiCHA AR IR
FRIEODWTERLUMEZRT. BB, 4.3 TG
RIZDOWTOREA LR FEiRZLRRS.

4.1 HMREAH/E

AEIZB T DHERIT, 2BETHRHE LAZBEFEGTRE 3ET
MEt U7 AN 20 RIZITS. TNENUTOM@D T
Ho, 3) PWREAFXNTHS.

(1) 77—=L0zT7AA—=VO2KEHEHTSHN
(2) 77—LUxTAA=YDENSEHEHTZHN
(3) 77V r—yarya—REERERTSHR

(1) BET (2) 1Z20WTE, T 77V r—Ya v D
AZFH W7z Nerves DM T 2fE 2 W T — ROZAEH
ZWMMAT S, (1) IZ22WTlEmix firmware I ¥ Y K%,

*3 https://github.com/kentaro/mix_tasks_upload_hotswap
*4 https://hex.pm/packages/mix_tasks_upload_hotswap
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Table 2 Update phases of the method (1) and (2) and the

measurement methods.

Phase Measurement Methods
1. Firmware Build (full/patch)
2. Firmware Deployment

3. Device Reboot

4. Application Reboot

time command
time command
ping command

ncat command

(2) IZ2WTlE mix firmware.patch I ¥ ¥ NZHAWT
T7—LUzTAA—V%ERKL, nix update I ¥ K
EHOWTTNA ANOREEZETTS. (3) 1ZD2WTIE, 3.2
THBRFEHEEZHNS.

ZTNFNOHREZLRT 5200 EE LT, BFEIC
B3 —-RNDEFEEZFNA AEHLZET, IoT 77V
=2 a v REEERDIAAIRETEET 2 X TIcET
L EAWS. EHHARO 0T 77V r—avelL
T, TCP V7 v MEHTIZ 747 ¥ MNP oZIFBl- 72 X F
Yl D F £RHTHHF—N (WbWp B Echo ¥—2N) %
FEL, IoT 71 A LTEESES. I—NZ2EH LA
B, (1) B (2) 1IZ220WTIKT /N1 ADHENIIMZ T
IoT 7 7V —Y a v Olt#8infEL, ZOMIXIoT 77
Vr—2aviddb e kD TANA ANDBELERINS.,
— 57T, 3) X2V Tl, FROEY IoT 77 r— =
VHDEIMET B Erlang VM ED 70 2O FREHBFHEAET
L0, FNA AOHRENIFHEE LR WT2d TN AANDIH
ZIZE LU TIIHED W™, L2 LZEDEETH, IoT 77
Vr—>a VIS TCP #fi 2 BT 2FEETHI5E, HH
ORIEHRT TV r—v a v DREDEKRINS., 20
728, I—RFOELHEEZBEHALUZBIZEO T 7 7)) 7r—
vave TCPBEVIHLTEZILE2H-5T, WTHhDS
RICBWVWTHEMENEHR Lz Ad Z &A%, FHil o 5ff:
EEAZDEVOIBUSTHEYTHD. TDD, IoT 77
Vr—2a vV RVTHETBEA ==~y FODZWN
BéHEX U T Echo ¥ — N%REE L, EHEERIZHWS.

AR Y U7z, BIRBEIC LD I —FOEEE T /NA A
WEA LU BT, IoT 77 75— a YR EFEEZIDIAA
IREETEET 2 £CiIcEd 2L, AR (1) BXO
(2) T2V TiEFK 20@EDH, /A (3) TO2VWTIEFR 3D
WMONRENRTES, 72, TNEFND T = —RXZhH
LI EEHT 2 AIEIC OWTH kL. F/-, FEC
FAWZEBIE, BIRHADOERA NB LV IoT T/31 ZZ2W
T, TNENKADBEVTH 5.

4.2 ERER

A1 TN R e [EICEDE, BEFREEES
KIZDONWT, BB LA I— ROLEENTNA RAIZHEH
XN, 0T 77V 7r— 3 UHBEEEZI D IAAIREETEH)
fEd 5 ETICET M ZFHIL7Z. ZDRRIE, R5D
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Table 3 Update phases of the method (2) and the measure-

ment methods.

Phase Measurement Methods

1. Code Deployment time command

2. Application Reboot ncat command

x4 FERERE

Table 4 Experiment Environment

Item Specification
Model MacBook Pro 13-inch, 2018
Dev Host CPU 2.7 GHz Quad-Core Intel Core i7

Memory 16 GB 2133 MHz LPDDR3

Model Raspberry Pi 3 Model B
IoT Device Network  Wired LAN

Platform  Nerves 1.7.2

WBOTHD., T2, BHANCBIAEFNRL 77 7
ANY A X%R 6 IZRL.

FHREIZL A3 — RDEFER [oT 7851 ZIZ@EA L, IoT
TV =2 a v REEEAIDAAIIRETEET 2 £ T
B L HERE, AR (1) TIRAFHT66.88%, KR (2)
T 7063 TH-7-DIZHL, BEARTHE (3) T
12330 MTHY, BEHAVPEFARLVEL -2, HR
(1) BLV (2) BT77—LT7zTAA=YDERK, TN
A ANDHEA, IoT FAA1 ZADBELEHDZNFNIZBWT
RZELTH Y, REHRNFZTNS O E T T 2 08
ERBEL LIRW-DENTH DI LDHEND SN, R
(2) EEHHRDOT 7 A NYA XN (1) DTHD1THS
CEEDHLST, 77—z TAA-VDESOERP &
CEAIZAN (D) Kbz ELTVS. (1) 2EST
ENEERTEIE, BLY, EQCHESKERAE2ESTT
5Z8ILF—=N=~y RDFHTEINLTHDILEZLN
5. £72, AN (3) 1ZB$ 5 Application Reboot {22\
Tk, FHlcERr o7z, BEHNRD Echo ¥ — N IZHEH
DOFETRHZH LW I — K2 FHAAA THELET 20, AE
BRIz & o T E b O@EEANER S oREBE R 2 S v
WEETCREINZE T L2720 TH 5.

7B, EFBRO 7o b alLs X O RICET S EMI
GitHub EDV EY MU TALTWA.

4.3 Eim

4.2 HiTHET LU 72 EBEERIC & 0, BEHFADSHAEEICX
53— RNOEFEZHHAT2EEZM EXESH LT, [T
TV =2 a2 VORBIRDH ENRAD S Z & EHERR
T&7. — AT, BEARDFERIZ DV TITEROKRMD
BEINTwd, ERIZHWZRESNOEER, B4R

*5 https://github.com/kentaro/
ipsj-sigse207-paper-experiments
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Da— NOKFHEBREERT S Z 22 < a— RO 4E
EWMZEFTO 280, FHWHRO 3 — NRENZEHE A RIEBI (R
Nh5GEIE, FEERZEITARE DL 2EZ SN,
E7z, KREECTIXIOT 7 7)) 7r— a U DBMKIFT B 40M0E
T a—)VOEM - BHE - HIBRICIERE L TWiRWED, #K
GFEYVa— VZETE2a-FOEHEIEH I haW, 727
U, PEAWEEZVKEEY 2 —VIZET2EELRD -
720 U756 TE, 77 =L TARA=VEREHRT S
CTCRBIZHIETE S, /2, 70 bX Ay THRRHFE
RFOD & 5 I /NI 7 28 B % BHE I 3 2 RIS B W T,
BEAANCL > CHFNRE2M ETE 5 Z & I3 H»
SN TH D720, REAFROAEMEELR S METIER
WeEZ5.
BEHROBEICOVWTHERT 5. BEHNK, Kt
BTHWZEDLITRREEEITL - THEEMRETH S
EEZLND. RIERIZ 0T 77V 75— 3 v ORFEY
KO E2EHKMNELTWSSD, 7O b&x1 Y 7R
FKRFZB T 2FFED-DHIZ, HRIZ Ay 7 DEWEFE
T NI A—LEFAWRRTHZZ VAR THE. %
D7D, 24T +4 73— NEEBEETTHE1< 5
SENZ VY — 2% % < ERKT 5 Erlang VM D & 5 {48
BB X 2 ETBREAFIHTEETH S, Ko T, [FBRICH
DA A ATt & U7 TR 2 /ROSEL2HVTH,
REARCOVWTEEDNTETHILEAOND. Tz,
Erlang VM % I\ 3 SFEEAERD 10T 731 2281 5 H]
FAFEEMEIZDWTH, 78 XA Y TRz &
FORWEMANARETH S RIAANDH 5. Nerves DEIFEIT
TIFFEAZ AR UK ZT->TE Y, ERCHASE
HlbMEINTVWD [26]. £7z, [27] & AtomVM &\ 5
IoT 781 A ECEfEd 5 Z & IRt U 7z Erlang VM %
FIFLTE D, [23] 5 Middle-end & 43589 % ESP8266 D
#“ikTH S5 ESP32 LTHIET 5. koT, 5%, BEAH
ADBHEEDO TN A L THEHTE 5 HEEEE H S
L TE B,

5 &BHYIC

AgEl, IoT 77V — a v ORFENROM L&
SBENS, FAREIZEDI-FOEHEE TN ANEHA
TEANEREUEEL 72, LATHRIc o & A% B
U7z BT, BEARNEBEFAAL 2 FEBIC & 0 MG L
7. ZTOMERELT, FAXKEICLEI—FDEFE%Z IoT
FNA ZIZEHL, IoT 77V —2a VB EHEEZR DA
ATIREETENMET 2 ETIZE LRIz OWT, #EARX
X B%DWNEEEHTE 2., T 7V r—rarorno
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WCHEHT 22 eh 5, BEARNPERL ZUCEERRI ToT
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Table 5 Time comparison of code application between the existing methods and the
proposed methods (in sec.).
Method Firmware Firmware Code Device  Application Total | Ratio®
Build Deployment  Deployment Reboot Reboot
(1) Firmware Update (full) 29.45 14.49 — 22.51 0.63 66.88 100
(2) Firmware Update (patch) 30.09 17.46 — 22.54 0.54 70.63 105
(3) Proposed Method — — 3.30 — N/A  3.30 5

* Ratio column shows the ratios when the total time of the method (1) is set to 100.

R 6 BANBIBEHNRT 7 A VOYA X
Table 6 Size of the target files to deploy.
Method Size
(1) Firmware Update (full) 42MB
(2) Firmware Update (patch) 6MB
(3) Proposed Method 12KB

TA—=bZe>T, BEAAPNRULZ T 77V r—> 3
VEMBETAI-NOBNLEESRIEY K- T LI L
X, BSENEE RV B EEZIONE. TORIRIIBW
ThH, AROEELZFMTEL2LER 5.
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