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Abstract: As the increase of large and complex systems, many ways to describe states of servers as code are
supplied. As an effective process to handle these ways, Provisioning Testing is proposed. It is the application
of Test-Driven Development to the server configuration. Several test frameworks that support this process
are appearing, but they have difficulty in versatility because some frameworks depend on specific configu-
ration management tools, and others need the consideration of differences between OSes to write test code.
Also, others need to write shell commands directly, which is difficult to read.

In this paper, we propose a test framework that doesn’t depend on specific configuration management tools
or OSes for testing states of servers by versatile and readable code for productivity and maintainability.
In our proposal, we arrange and generalize the behavior of OSes and configuration management tools and
define the versatile command execution framework to increase versatility. Next, we define the test framework
that controls the command execution framework by declarative and natural language to increase the level of
abstraction and readability. By this test framework, system administrators can test states of servers easily
without considering the differences between OSes or configuration management tools and can decrease the
costs of server operations. Also, by defining the frameworks separated into purposes, we can replace the
control test framework with another one that has original notation easily. We named the proposed test
framework Serverspec. We evaluated this proposed method on four perspectives, productivity, maintainabil-
ity, extendability, and impact after the publication of the implementation.
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framework and control test framework.

describe file("/etc/profile") do
it should be_file
end

describe file("/tmp") do
it should be_directory
end

describe file("/var/run/unicorn.sock") do
it should be_socket
end

describe file("/etc/httpd/conf/httpd.conf") do
its(:content) do
should match /ServerName www.example.jp/
end
end

IV T77A4NVETAMNT SOOI F
Fig. 2 Code to test files by Serverspec.

2 Serverspec |2

describe user("root") do
it { should exist }
it { should have_uid 0 }
it { should belong_to_group "root" }

it { should have_home_directory "/root" }

it { should have_login_shell "/bin/bash" }

end

describe group("root") do
it { should exist }
it { should have_gid 0 }
end

K 3 Serverspec 2L V) VAT AL/ TN—T % TANT L7280
Da—F

Fig. 3 Code to test a user and a group by Serverspec.
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Qtest "The package nginx is installed" {
dpkg-query -f ’${Status}’ -W nginx \
| grep ’"install ok installed$’
}

Qtest "The apache service is running" {
service nginx status

Y

Qtest "Port 80 is listening" {
netstat -tunl | grep ":80 "

}

M 4 bats {2&% Ubuntu ETOF A Fa—F
Fig. 4 Test code for Ubuntu by bats.

Qtest "The package nginx is installed" {
rpm -q nginx

}

Qtest "The apache service is running" {
service nginx status

}

Qtest "Port 80 is listening" {
netstat -tunl | grep ":80 "
}

5 bats [2&£ 5% CentOS ETHOTF A ha—F
Fig. 5 Test code for CentOS by bats.

Qtest "The package nginx is installed" {
pkg list -H nginx
}

Q@test "The nginx service is running" {
sves -1 nginx | egrep ’“status *online$’

}

Qtest "Port 80 is listening" {
netstat -an | grep LISTEN | grep ".80 "
}

6 bats |2X 5 Solaris L THOF A ba—F
Fig. 6 Test code for Solaris by bats.

describe package("nginx") do
it { should be_installed }
end

describe service("nginx") do
it { should be_running }
end

describe port(80) do
it { should be_listning }
end

7 Serverspec (X AT A MI—F
Fig. 7 Test code by Serverspec.
4.3 REFEXREOIRMEFHME
RERTHEEM 31 (2), (5) 2242 L12X 240
PEDFHM Z 777
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Otest "/etc/sudoers is not readable by others" {
1s -1 /etc/sudoers | egrep ’~...... -0

}

8 bats 12 & % /etc/sudoers BMEADPSFHDHENZ EZ2T A MY
Ha—F
Fig. 8 Test code by bats to confirm that /etc/sudoers is not
readable by others.

describe file("/etc/sudoers") do
it { should_not be_readable.by("others") }
end

9 Serverspec |2 & % /etc/sudoers DMUANSFHDO RN &% T
AbgHa—F
Fig. 9 Test code by Serverspec to confirm that /etc/sudoers is
not readable by others.
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