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Detection of Linux Malware Using Dynamic Symbol Information

IBOT ARIJANY®  YOSHIHIRO OYAMAL

Abstract: Recently, with the popularization of IoT and embedded devices, the number of ELF formatted
malware targeting Unix-like operating systems is increasing. On the other hand, ELF files are difficult to
analyze because of the high target diversity such as the large number of target architectures. In this paper, we
attempt to detect Linux malware using information on dynamic linking, particularly the names of relocated
symbols, as an architecture-independent analysis method. We focus on classification methods of Windows
malware in previous studies in which import APIs are used as inputs of fuzzy hashing, and applies fuzzy hash
functions to symbol names obtained from ELF files. In addition, we propose a malware detection method
using machine learning by vectorization of obtained hash values.
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