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A New Approach to Preventing Spread of Social Engineering Attacks
by Presenting New Information at The Application Level

Yuki Kano"®  Tatsuo Nakajima'

Abstract: The emergence of Social Networking Services (SNS), such as Twitter and Facebook, has created a new social
engineering threat that emphasizes user communication. In this research, in order to take measures to social engineering in SNS,
we take an approach to prevent the spread of posts that lead to attacks. Specifically, we proposed a method to force users to be
shown positive and negative responses to social engineering posts when sharing them. In order to evaluate our approach, we created
a virtual SNS and conducted experiments on 35 users. From the experimental results, we found that the positive reaction does not
become a factor of the share but changes the impression on the posts, and the negative reaction is closely linked to the factor of the
share and can prevent the spread of posts that lead to social engineering attacks.
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Figure 3 Answers obtained for each situation.
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Table 2 Situation Number according to proposed method.
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Figure 4 Screenshot showing attack post and their responses.
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Figure 5 Number of responses and comparison of whether to share in the same attack situation.
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