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Abstract: The advancement of malware development has raised difficulty of anomaly detection in various
ways. Some malware avoids detection of anti-virus software called fileless malware. Hence, it is essential to
obtain and analyze programs loaded on memory for accurate introspection of running programs. However,
no method for generating memory dumps safely has been established. In this paper, we leverage TrustZone,
a security extension of ARM, that allows software executed to be split in two environments: normal world
and secure world. Since the secure world has higher level of privilege than the normal world, processes in
the normal world cannot interfere with the secure world. We implemented a method in the secure world
for introspection of process memory loaded in the normal world. We evaluated that our method is works
properly, and the results show that it can verify whether a process is running normally.
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H7 NVAZEEAEV L UTHRETE S, TOXIT
phys_to_virt() TYIHET RV AL AEY XA T2 EET
% Z & T Secure World DRAR7 R L AIZEMTE 5. 2D
H 13 Normal World DRAET KL AZYELT L 2122841
L7=® & T, TN% Secure World DT N L A& #H1d
5. £7, proc 7 71NV AT LD /proc/PID/pagemap
%2835 Z 2T Normal World IZH 5 T Ot AD1—
ZERNZRT 2T NLAZ YT NLU RIZEBMTE 5.
%7z Linux O A —F VB ZE M 5 Z & TH— 3 I)VEF DK
M7 RUAIYHET RLUAICEABRTE S, YT KL AR
5 Secure World DA 7 K L AADE L, §iko 1 2H
DML ERRIZ L TEHT 5. 3 DHIX Normal World T
HHEAEYEZHET DHIETHS., ZOHIEILCA L X—
Ty N7 TV —=2avdEA—ThiruERLHL. HE
AEYORIBT RV AL A X%&58 & LT TEE Client
API O TEEC_SharedMemoryRegister ) IZ & DEED T R
VAZBNZIAEAEY L UTHETES. ZOLETI
WIBLT RV ANDEMEZFHOBRER 20, i e LT,
%9 Normal World THA AT Z{ELL, TDHEET K
LA &Y A X% Secure World N3% 5. Secure World Tl
TEE_MemMove () 12 & o Tt A €Y @ Secure World
WZHBITLEET FLAZEIETES. LE3 DOHEDOWN
TNhrEITH>ZLT, TARZ—T Y T TV r—vay
DAEYVEEERITD ZEDAEEIC RS,

5.2 introspection Fi&

AEHICTEH 3BT 74T T TV r—va v
(CA) & 2—H%E— R TA, Pseudo TA DEEIX M DFE
MUZDNWTIRR B,

CA IREFEOE N2 O ATH Y, introspec-
tion 1ZZ D CA DERIZEDWTHETFENS. CAIXTA
ZIEOHE S HTIZ, /proc/PID/maps & O introspection %
TR AT7T LV ADHIFZRET SH. ZHITHLT5.1.3
i (1) 2 (2) DAETT RVAEWEITS. 22T, K
B FUATIREGETEYEY F L AT & 13RS 7
WIEIZHERLUT, TRV AZ#ER-VRATITS. ¥
BY NVAZEF 2T OS D VA-PA v v FTENT 572
HIZ1E Optee OS D 77— I)VEHEZ T 5728, Pseudo
TA #f\W5%. Pseudo TA &2 —H¥E— N TA 2S5 FEUOH
TN T Secure World DIRAET RV A%KT., 2—HFE—
R TA TIX CA DERIZEDE, A€V DigAEHE, £R,
Ny Y a QFHRRPRIENIRED AT, AE Y XY TDFETERIT
WZ DR E CAITET. Ny Y aflizitEdT 271075
V%, MU 7z OP-TEE ODN—Y 3 VIZIXFEL W
®, SHA256 7). T X & BASE64 T> a— F&FEHL
TEMUZZ. &b, AEVXVYTOEGFERX VT T7 7100
Ri&E4 57212, Secure World IZH 5# T 5/b L7z £ T
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Normal World D7 7 1 IV AT LTEL 720 DHEAMTTH
% Secure Storage ZF|HAL, EXDEE T 7 ANV AT A
IZEPRNE ST L7z,

6. T

AETIHRETFEOLEMIZOWTHERT S, £z, A
EVIZHTIHREHEZEN UL, TNUNRETFHEIZEK
DIREITIRETH B Z & 2 RT.

6.1 REMTE

AETIEINV Y 2T IZ & o TREFEFER LI N5 H]
BEMEIZ DO WTCHEmT 5.
6.1.1 Normal World IZ$% % CA D&%k

—fZ, TA FEBO CA RSIFUHEND Z & A
DHARIZIR>TWBD, X2V T4V —ILELTTA %
FHT 258X Z0O/HRIZIEY A2 03B 5. TA BIFOH
TNBHZCADIA—REI7Yavony v afizihi
U, Secure World iZE»P NNy v aTF—T LV %EHHT 5
ZETHRIA M)A NERORIEZIT D W [15] b 5.
IhERHATHILTCA L TA 2 —DRRIZT S Z
EWRHRETHD. Tk >T CA DBEEEEGL.
6.1.2 TA ~DEE

Secure World (Z Normal World 2* 5{25E 45 Z 21X T
ERWNWZ &H 5, Normal World D<)V w =75 TA OF)
EIZTHTEILETERY. TORD, FEFFONTF
V7 7 ANVDLEeZRFT S, OP-TEE Tl, TA DN
A FV T 7 A NDRIFEARIC & > TIRD 3 FEIFIHT
& 5. Normal World D 7 7 4 )V AT LZEDNZ TA,
Secure World 7* 5 UM ES T EZ W\ K 5 Secure Storage
ZRALTHESILL 72 TA, Secure OS DI TIZH B AN
VAYNT =R I a il v INTWE TATHS.
ZNSDHNT, Secure Storage (2 TA % & HikzEHHT
5 Z LT E b TA DFET 7 7 A VIS L TEEE
IZEOPNBZ e <MILzd2Z LIEHEIZLRS.
6.1.3 introspection Ot

F a7 OS CUEITHONTVWE L EIZIZCPUDIT
NEEEINSD Z L &, Secure Configuration Register @ NS
bit LIFIENDE=X—E— FTUNLHEALARERL VA
RIZEoTAEYDES 5D World Db D% H5IT 5 Z
& 73 TrustZone DL EVEDLRRIZ4 5. &5 T, TEE D%
B HagePED AW R © Normal World Tl root HEFR % #F -
TWT%H Secure World (28 % TA #* 5 D introspection 12
MUTHFETER.

6.2 Process Hollowing

AHCTIHERK R ATV IZHT EHETH 5 Process
Hollowing IZ DWW T L7zd &, TOWBEZRBEFIET
MEIEETH B Z L 2R T 5.

6.2.1 ERAE

Process Hollowing ¥ 1<V = 7 AAEMD 70w 2 %
BEILZDL, AEY EOa— RNz2EEOI— RIZES#H
ABIZELTTVFUANVAY 7 MIRAIE N WZ &2 H
e UBEFIETH D, REFIEDFHIE U T, Process
Hollowing ~ DM =R d 5. X—7 vy N7 7V 7 —
S 32 LT “Hello, World!” ® i) % ## 0 38§ I fE 7
TILEAVDE. 20707 LKL T ptrace Y AT A
a—LEZMHHL, Tu75LD0—8TH 5N T E X
TV ECTEETIHEEITS. ptrace VAT LI —)LD#E
EEH—2VHNTITDbNE 72D, N1FV T 740D IT—
RERTH 5 text £ 27 ¥ a VRHAH D HHOMHEIETH
brodata /v a v aEBEEIMAI LI LNTES.

BEDOT RLUAZHEAEVIZHEL, TA ZUHL
WZEoTEDNY Va2 ZIISI—-N2H 5I1ZmRT.
ZDIA—RTIFATEHIOHRTHHET S 2 DDIHHFE A
T 28§k L72H L, TEEC_InvokeCommand() T TA IO}
HUEITS. ZORCHLIZE->T, AEVD EEEICE
ENY Y AEOEBENIR DR TE 5. £/, HEA
EYNSMEERAID, FTONY v afi%ET TA Da—
FEE 6I12m7T. TITRHIEAEAEY DY A X4, malloc
TAEYRMRELT, HEAEVDT—REMELIZAE
Jizav—U7zd &, SHA256 £ BASE64 T > a— R
ZITWEDOMEZ B IHICHR U B AEVICEZRAAT
W3, return B PEFTINS LXK 5 D 11 7THICBED
R5.

FEOFIHIZDOWTIBENRS., WEHPHKINT 56 L IREF
EEMEATZHDO2 D%, £FTRX—T v T TV —
YarvielEELZHE, ps ¥R, objdump I¥ >V K
ZHWT PID &N XFH PN SN TNEEHRDT R
VAZFARD. TNERITICHER 707 T L TXEHDOHE
SWZEITD. MITXXFHINEAINEHBIZK 5D LD
WAy Y afiRFHEL, TOMIZHELZN Ny Y afie R
785 TW72 5 “Detect: hash is different” & i U T T ¢
LR= NT TV Ir—varvEERLEZH L, RROK
BE21TD.

6.2.2 R

BWRIZE > THIXFHBRERINDETEZR 7 125
. WEBH L rodata EEE WA TAEOXFH 2 EH S A
HZENTESL., ZZTREEIZELD “Hello, World!” 2%
“hacked” IZEEWZ SNT=D, =Ty N T TV r—a
VOFEITIIMRE I ND . PITIREFIHEIC LD AT Y FHEH
ZAEMHIL T T u e AEM T T ELDICEHT LEZZ—T Y
7TV —2a VI U CHEROBE %2 54T L7 fk T %
B 8IZRT. ZDLIIT, WBIZEBZAEVDEFEIZL S
TAY YV aAfliPEHINLZZ L Z2RATRETH 5 Z 230
5.
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shm_in.buffer = target_addr;

shm_in.size = target_addr_len;

shm_out.buffer = hash;

// register shared memory
TEEC_RegisterSharedMemory (&ctx, &shm_in);
TEEC_RegisterSharedMemory (&ctx, &shm_out);

// invoke ta to get hash

TEEC_InvokeCommand (&sess,TA_CMD_HASH, &op,&err) ;
// output hash

printf("s\n", hash);

12 ...

Fig.
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13

5 LEAEVEZREL, TA 2FU0HT CADa—FK
5 CA code that allocates a specific address as shared

memory and calls TA.

// shared memory size

sm_len = params[0] .memref.size;

// allocate memory with mem_len

mem = TEE_Malloc(sm_len,TEE_MALLOC_FILL_ZERO);

// copy data of shared memory to mem

TEE_MemMove (mem, params[0].memref.buffer,sm_len);
// encode memory value with sha256 and base64
sha256encode (hash,mem,sm_len) ;

base64_enc (hash,SHA256_BLOCK_SIZE,b64,&b64_len) ;
// translate address

TEE_MemMove (params [1] .memref .buffer,b64,b64_len) ;
return TEE_SUCCESS;

14 ...
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Fig.
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Fig. 7 A state of being attacked. Fig

7.
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6 TA code that reads a value from shared memory and

returns its hash value.
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