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An Introspection Method of Process Memory
with Trusted Opetation

Kazuya Aoki1,a) Shohei Kakei1 Eiji Takimoto2 Koichi Mouri2 Shoichi Saito1

Abstract: The advancement of malware development has raised difficulty of anomaly detection in various
ways. Some malware avoids detection of anti-virus software called fileless malware. Hence, it is essential to
obtain and analyze programs loaded on memory for accurate introspection of running programs. However,
no method for generating memory dumps safely has been established. In this paper, we leverage TrustZone,
a security extension of ARM, that allows software executed to be split in two environments: normal world
and secure world. Since the secure world has higher level of privilege than the normal world, processes in
the normal world cannot interfere with the secure world. We implemented a method in the secure world
for introspection of process memory loaded in the normal world. We evaluated that our method is works
properly, and the results show that it can verify whether a process is running normally.
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ີ৘ใ͚ͩ͸औΒΕͨΓഁյ͞Εͳ͍͜ͱ͕ॏཁͰ͋Δɽ

ϞόΠϧثػ΍ IoTثػͷଟ͘ʹ͸ARMࣾ੡ͷ System

on ChipʢSoCʣ͕࢖ΘΕ͍ͯΔɽ͜ΕΒʹ͸ෆਖ਼ΞΫη

ε͔Βൿີ৘ใ΍ೝূॲཧɼ҉߸ॲཧΛอ͢ޢΔͨΊͷ

ͱͯ͠ߏػ ARM ϓϩηοαͰར༻Մೳͳ TrustZone Λ

ఏ͍ͯ͠ڙΔɽTrustZone͸ Trusted Execution Environ-

ment(TEE)Λ࣮͢ݱΔͨΊͷ ARMΞʔΩςΫνϟͷη

ΩϡϦςΟ֦ுػೳͰ͋Δɽ·ͨɼTEEͱ͸ιϑτ΢Σ

Ξ͚ͩͰͳ͘ϋʔυ΢ΣΞʹΑΔαϙʔτʹΑΓɼΞϓϦ

έʔγϣϯͷ҆શͳ࣮ڥ؀ߦΛ࣮͢ݱΔͨΊͷٕज़༷࢓

Ͱ͋ΔɽGlobalPlatform[3]ͱ͍͏ ICΧʔυʹؔ࿈͢Δۀ

քඪ४ԽஂମʹΑΓɼTEEʹఏ͞ڙΕΔ֤छ Application

Programing Interface(API)ͷࡦ༷࢓ఆ͕ߦΘΕ͍ͯΔɽ

TrustZone ͸ϝϞϦΛ Normal World ͱ Secure World

ͱݺ͹ΕΔྖҬʹ෼཭͠ɼൿີ৘ใΛ Secure Worldʹִ

཭͢Δ͜ͱͰ҆શͳ࣮ڥ؀ߦΛఏ͢ڙΔɽͦΕͧΕͷྖҬ

Ͱ͸ผʑͷ OS͕ಈ͓ͯ͠࡞ΓɼNormal WorldͰ͸Ұൠ

తͳϓϩηεͱ൚༻ OS(Linux,Android) ͕ಈ͢࡞ΔɽҰ

ํɼSecure WorldͰ͸͍ߴηΩϡϦςΟ͕ٻΊΒΕΔϓϩ

ηε΍ɼ൚༻ OSͱൺֱͯ͠খ͞ͳηΩϡΞ OSͱݺ͹Ε

Δ OS͕ಈ͢࡞Δɽྫ͑͹ɼ҉߸ॲཧʹ͍ͭͯड़΂Δͱɼ

Normal World͔Β Secure World΁ͷϦιʔεΞΫηε͸

ಛఆͷ APIΛ௨ͯ͠ͷΈߦΘΕɼ҉߸ॲཧͷ݁ՌͷΈΛฦ

͢ɽٯʹ Secure World͔Β Normal World΁ͷΞΫηε

͸੍͞ݶΕͳ͍ɽۙ೥ͷ൚༻ OS͸๛෋ͳػೳ΍Ϟμϯͳ

ΠϯλʔϑΣʔεΛఏ͢ڙΔͨΊʹ๲େͳαΠζʹͳͬͯ

͓Γɼ༷ʑͳϓϩηε͕ಈ͢࡞Δ͜ͱ͔Β੬ऑੑ͕ଘ͢ࡏ

ΔՄೳੑ͕͍ߴɽ੬ऑੑʹΑͬͯ Normal Worldʹଘ͢ࡏ

Δ൚༻ OS͕৐ͬऔΒΕͨͱͯ͠΋ Secure World΁ͷΞ

Ϋηε͸ݶΒΕ͍ͯΔͨΊൿີݤ΍҉߸ॲཧͷ్த݁Ռͱ

͍ͬͨൿີ৘ใ͸อޢͰ͖Δɽͭ·ΓɼTEE্Ͱ࣮͞ߦΕ

͍ͯΔϓϩηεͱσʔλʹ͸ TrustZoneͷ࣮૷ʹ੬ऑੑ͕

ແ͍ݶΓɼ൚༻OS͔Βෆਖ਼ΞΫηε͢Δ͜ͱ͸ग़དྷͳ͍ɽ

ຊ࿦จͰ͸ओʹϓϩηεϝϞϦΛର৅ͱͯ͠ɼϞόΠϧ

σόΠε΍ IoTثػͷ Normal WorldͰಈ͢࡞Δෆ৹ͳಈ

΍ࠟ੻Λ࡞ Secure World͔Β͢ࢹ؂ΔͨΊʹ TrustZone

Λ׆༻͢Δɽࢹ؂ର৅ͷ OSʹରͯ͠ผͷ OS͔ΒࠪݕΛ

ʹ๏ͷҰͭํ͏ߦ Virtual Machine Introspection(VMI)[4]

͕͋Δɽ͜ΕΛར༻͢Δ͜ͱͰ VMͷϞχλϦϯάΛ͏ߦ

؅ཧऀ͸ϗετ OS͔Β࣮ߦதͰ͋Δήετ OSͷϝϞϦ

಺σʔλ΍Χʔωϧͷσʔλߏ଄ΛࢀরͰ͖ΔɽͦͷͨΊɼ

ήετ OSʹΞϯνϚϧ΢ΣΞͷͨΊͷΞϓϦέʔγϣϯ

Λ௚઀Πϯετʔϧ͢Δඞཁ͕ͳ͘ͳΔɽ͞ΒʹɼVMIʹ

ΑΓϋΠύʔόΠβΛ௨ͯ͠Ծ૝Ϛγϯͷঢ়ଶͷऔಘ΍੍

ͱ͜͏ߦΛޚ (introspection)͕Ͱ͖ΔɽTrustZone͕ར༻

Ͱ͖Δڥ؀Ͱ͸ɼηΩϡΞOS಺ʹVMIπʔϧʹ૬౰͢Δ

Ͱ͖Δɽ͜ͷΑ͏ݱೳΛ௥Ճ͢Δ͜ͱͰಉ༷ͷ͜ͱΛ࣮ػ

ʹɼηΩϡΞ OS͔Βϓϩηε৘ใͷऔಘɼಛఆͷΞυϨ

εͷσʔλʹର͢Δ introspectionΛ͏ߦख๏ΛఏҊ͢Δɽ

Normal World͔Β͸ Secure WorldͷॲཧʹׯবͰ͖ͳ͍

͜ͱɼSecure Worldͷॲཧ͸ CPUͷίΞΛ઎༗͢Δ͜ͱ

ͰϚϧ΢ΣΞ͸ղੳ͞Ε͍ͯΔ͜ͱʹ͔ͮؾͳ͍ಛੑʹΑ

ΓɼఏҊख๏ͷ҆શੑΛอূ͢Δɽ·ͨఏҊख๏͸ ARM

ࣾ੡ͷ SoCΛ౥ثػͨ͠ࡌͷΈͰར༻Ͱ͖ɼଟ͘ͷϚϧ

΢ΣΞղੳͷΑ͏ʹղੳ༻ͷϚγϯΛ༻ҙ͢Δඞཁ͸ͳ͍

ͱ͍͏ར఺͕͋Δɽ

ຊ࿦จͷߏ੒͸࣍ͷ௨ΓͰ͋Δɽ·ͣɼୈ 2ষͰ͸Trust-

ZoneͷϝϞϦ෼ׂػೳΛར༻ͨ͠ઌڀݚߦʹ͍ͭͯड़΂

Δɽ࣍ʹୈ 3ষͰ TEEͷΦʔϓϯιʔε࣮૷Ͱ͋Δ OP-

TEEͷߏ੒ʹ͍ͭͯड़΂Δɽୈ 4ষͰ͸൚༻OSͰಈ͢࡞

ΔϓϩηεͷϝϞϦΛ introspection͢ΔͨΊͷఏҊख๏

ͷ֓ཁͱͦͷϢʔεέʔεɼΞʔΩςΫνϟʹ͍ͭͯड़΂

ͨ͋ͱɼୈ 5ষͰఏҊख๏ͷ࣮૷ʹ͍ͭͯड़΂Δɽͦͷ͋

ͱɼୈ 6ষͰఏҊख๏ͷ҆શੑʹ͍ͭͯٞ࿦Λ͍ߦɼޙ࠷

ʹୈ 7ষͰຊ࿦จͷ·ͱΊΛड़΂Δɽ

2. ؔ࿈ڀݚ

ຊষͰ͸ TrustZoneΛ׆༻ͯ͠ Normal WorldͷηΩϡ

ϦςΟΛ্ͤ͞޲ΔͨΊͷϝϞϦ෼ׂʹؔڀݚͨ͠܎ʹ

͍ͭͯड़΂ΔɽTrustZoneͷຊདྷͷ׆༻ྫ͸ൿີݤͱ͍ͬ

ͨൿີ৘ใΛ Secure Worldʹ഑ஔͯ͠อ͢ޢΔɼೝূॲ

ཧΛ Secure World಺Ͱ͜͏ߦͱͰ҆શΛอূ͢Δ͜ͱͩ

͕ɼͦͷ΄͔ʹ΋Ԡ༻తʹ༷ʑͳ׆༻ํ๏͕ఏҊ͞Ε͍ͯ

Δɽ·ͣɼTrustZoneͱൺֱ͞ΕΔ Intel Software Guard

eXtensions(SGX)[5]ͷར఺ΛऔΓࠐΜͩڀݚʹ͍ͭͯड़΂

Δɽ࣍ʹ CPU͔ΒΈͯΑΓݶݖͷྖ͍ߴҬΛ༻ҙ͢Δߟ

͑Ͱ͸ͳ͘ɼΠϯτϥϨϕϧͰݶݖ෼཭Λ͜͏ߦͱͰ֤ྖ

ҬͰอྖޢҬΛ࡞Δ͜ͱΛ࣮ڀݚͨ͠ݱʹ͍ͭͯड़΂Δɽ

ɼSecureʹޙ࠷ World ͔Β Normal World ͷϦιʔε΁

ҰํతʹΞΫηεͰ͖Δͱ͍͏ಛੑΛར༻ͯ͠ΞϓϦέʔ

γϣϯ͕Ϛϧ΢ΣΞ͔Ͳ͏͔Λ APIݺͼग़͠৘ใͱγε

ςϜίʔϧΛೖྗͱͯ͠ػցֶशʹΑΓ൑ผͨ͠ڀݚͱ

Normal WorldͷϝϞϦΛ Secure World͔Βऔಘ͢ΔͨΊ

ͷ VMIϥΠϒϥϦͷڀݚʹ͍ͭͯड़΂Δɽ

2.1 Enclaveͷ֓೦Λ TEEڥ؀Ͱ࣮ݱ

Trusted Application(TA)ͱݺ͹ΕΔɼSecure WorldͰ

ಈ͢࡞ΔΞϓϦέʔγϣϯʹ੬ऑੑ͕ଘ͢ࡏΔͱηΩϡΞ

OSશମͷ҆શੑ͕৵͞֐ΕΔɽͦΕʹΑͬͯɼTAʹ͸

σόΠεϕ͏ߦ՝ͤΒΕ͓ͯΓɼOS։ൃΛ͕ݶ੍͍͠ݫ

ϯμʔͱΞϓϦέʔγϣϯ։ൃऀʹ͸૬ޓͷ৴པ͕ඞཁʹ

ͳΔɽSANCTUARY[6]Ͱ͸σόΠεϕϯμʔͷ৴པ͕ແ

ͯ͘΋ TAͷอߏػޢͷಛੑΛ͔ͨ͢׆Ίʹ Intel SGXͷ

Enclaveͱ͍͏֓೦Λಋೖ͢ΔɽIntel SGX͸ϝϞϦ಺ʹଘ

ΔಛఆΞϓϦέʔγϣϯͷίʔυͱσʔλΛִ཭͢Δ͢ࡏ

ͨΊͷϋʔυ΢ΣΞࢧԉʹΑΔϝϞϦ҉߸ԽػೳΛඋ͑ͯ

－598－



͍ΔɽϢʔβϨϕϧͷίʔυΛ Enclaveͱݺ͹ΕΔϓϥΠ

ϕʔτྖҬͷϝϞϦʹׂΓ౰ͯΔ͜ͱͰɼཻ͍͔ࡉ౓Ͱ੍ޚ

ͱอޢΛ࣮͢ݱΔɽTrustZone͸ Normal Worldͱ Secure

WorldΛ੾Γସ͑ΔͨΊͷίϯςΩετεΠον͕ඞཁʹ

ͳΔ͕ɼSGX͸ Normal World಺ͷϝϞϦͷҰ෦Λ҉߸

Խ͢ΔͨΊɼϝϞϦ੾Γସ͑ͷͨΊͷίϯςΩετεΠο

νʹΑΔΦʔόʔϔουΛඞཁͱ͠ͳ͍ɽSANCTUARY

Ͱ͸ ARMΞʔΩςΫνϟͰ EnclaveΛ࣮͢ݱΔͨΊʹɼ

CPUόεΛղऍͯ͠ॲཧΛ͏ߦ CPUͷίΞΛ෼͚ΔϞ

δϡʔϧ (TrustZone Address Space Controller)Λվม͠ɼ

EnclaveΛ࡞੒͢ΔͨΊͷϝϞϦྖҬͱઐ༻ίΞΛ༻ҙ͢

ΔɽEnclave಺ʹ͸ͦͷ֎͔ΒΞΫηε͢Δ͜ͱ͸Ͱ͖ͳ

͍ͷͰ TrustZoneʹ͓͚Δ TAͷ҆શੑͱಉ͡ݪཧͰ҆શ

ʹNormal World಺ʹ͓͚Δϓϩηε࣮ߦΛ࣮͍ͯ͠ݱΔɽ

2.2 ΠϯτϥϨϕϧݶݖ෼཭

ϞδϡʔϧΛ௥Ճ͠ɼͦ͜Ͱ͍ߴͷݶݖଘͷ΋ͷΑΓط

ϞχλϦϯάπʔϧΛಈͤ͞࡞Δ͜ͱͰηΩϡϦςΟΛ

Ξ͏ߦ෼཭Λݶݖͱ͸ผʹɼΠϯτϥϨϕϧͰ͑ߟΊΔߴ

ϓϩʔν͕͋ΔɽΠϯτϥϨϕϧͷݶݖ෼཭ͱ͸ CPU͔

ΒΈΔͱಉ͡ݶݖͰ࣮͞ߦΕΔϝϞϦྖҬ͕ͩɼϓϩηε

͔Β͸ΞΫηεग़དྷΔൣғ੍͕͞ݶΕ͍ͯΔ͜ͱͰ͋Δɽ

Hilps[7]͸ 64bitͷARMΞʔΩςΫνϟʹొ৔ͨ͠ TxSZ

ͱ͍͏ϋʔυ΢ΣΞػೳΛ׆༻͢Δ͜ͱͰɼॳΊͯΠϯτ

ϥϨϕϧͷ׬શͳݶݖ෼཭Λ࣮ͨ͠ݱɽ൚༻ OS΍ηΩϡ

Ξ OS͚ͩͰͳ͘ɼϋΠύʔόΠβʔ΋ؚΊͯͦΕͧΕͷ

ϝϞϦྖҬΛΠϯφʔυϝΠϯͱΞ΢λʔυϝΠϯͷೋͭ

ʹ෼཭͢ΔɽΞ΢λʔυϝΠϯ͔ΒΠϯφʔυϝΠϯ΁ͷ

ΞΫηε͸੍͞ݶΕɼͦͷٯ͸੍͞ݶΕͳ͍ڥ؀Λ࣮͢ݱ

ΔɽηΩϡϦςΟ͕ٻΊΒΕΔϞχλϦϯάπʔϧΛΠϯ

φʔυϝΠϯ಺Ͱಈͤ͞࡞Δ͜ͱͰΞ΢λʔυϝΠϯΛϞ

χλϦϯάͰ͖Δɽ·ͨηΩϡΞ OS಺΋ 2ͭͷυϝΠϯ

ʹ෼ׂ͢Δ͜ͱͰɼTAͷ੬ऑੑ͕Ξ΢λʔυϝΠϯʹଘ

ব͢Δ͜ͱ͕೉͘͠ͳׯ΋ΠϯφʔυϝΠϯʹ͸ͯ͠ࡏ

ΓશମͷηΩϡϦςΟظ্͕޲଴Ͱ͖Δɽ͔͠͠ɼࡏݱͷ

HilpsͰ͸ϖʔδϑΥϧτ౳ͷҙਤ͠ͳ͍ΤϥʔʹΑͬͯ

ηΩϡϦςΟπʔϧ͕Ϋϥογϡ͢ΔՄೳੑ͕͋Δɽ

2.3 Ϛϧ΢ΣΞͷಈతղੳͷڀݚ

AndroidΞϓϦέʔγϣϯͷෆ৹ͳৼΔ෣͍Λݕ஌͢Δ

ͨΊͷ༷ʑͳڀݚ [8][9]͕ଘ͢ࡏΔ͕ɼ೉ಡԽ΍Ξϯν΢

ΠϧειϑτͷແޮԽΛඋ͑ͨϚϧ΢ΣΞ͕ଟ͘ݟΒΕΔɽ

ϋΠύʔόΠβ΍ Virtual MachineʹΑͬͯอߏػޢΛ෼

཭࣮ͯ͢͠ߦΔΞϓϩʔν͸ΦʔόʔϔουΛྀ͢ߟΔͱ

తͰ͸ͳ͍ɽT2Droid[10]Ͱ͸࣮ݱ TrustZoneΛར༻ͯ͠

Secure WorldͰϚϧ΢ΣΞΛ൑ผ͢ΔɽAndroid APIݺ

ͼग़͠ͱΧʔωϧͷγεςϜίʔϧΛಈతղੳʹΑͬͯऔ

ಘͨ͋͠ͱɼػցֶशʹΑΓΞϓϦέʔγϣϯ͕ෆ৹͔Ͳ

͏͔Λ൑ผ͢Δɽ͜ͷڀݚͰ͸ίϯςΩετεΠονʹΑ

ΔΦʔόʔϔουͷ૿ՃΛ཈੍͢ΔͨΊʹAndroid APIͱ

γεςϜίʔϧΛ௥੻͢Δॲཧ͸ Normal Worldʹ͋Δɽ

͜ͷͨΊɼ͜ͷ௥੻ΛϚϧ΢ΣΞʹݕ஌͞ΕΔՄೳੑ͕

͋Δɽ

2.4 Introspection

ITZ Library[11] Ͱ͸ TrustZone Λར༻ͯ͠ Secure

World ͔Β Normal World ͷϝϞϦঢ়ଶΛղੳ͢ΔͨΊ

ͷϥΠϒϥϦΛఏ͢ڙΔɽNormal World্ʹະ஌ͷϓϩ

άϥϜ͕ಈ͍ͨͯ͠࡞Γɼ൚༻ OSࣗମ͕৴པͰ͖ͳ͍؀

Δɽ͍ͯ͜͠ࢦͰ΋҆શʹϞχλϦϯάͰ͖Δ͜ͱΛ໨ڥ

ͷγεςϜͰ͸ɼLibVMI[12]ͱ͍͏VMIͷͨΊͷPython

ͰόΠϯσΟϯά͞Εͨ CϥΠϒϥϦͰఏ͞ڙΕΔػೳΛ

TrustZoneͷڥ؀Ͱར༻Մೳʹ͍ͯ͠ΔɽNormal World

ͷԾ૝ΞυϨε΍෺ཧΞυϨεΛࢦఆ͢Δͱ Secure World

͔ΒͦͷϝϞϦͷಡΈॻ͖ɼ஋ͷදࣔΛ͏ߦɽ·ͨɼITZ

LibraryΛͨͬ࢖ introspectionͷπʔϧʹ͸Χʔωϧͷਖ਼

౰ੑνΣοΫ΍ϋογϡ஋ͷࢉܭΛ͢Δ΋ͷ͕͋Δɽ͜ͷ

஌ݕͱͰ͖Δ͕ɼҟৗ͜͏ߦΛ࡞Ͱ͸Ұ෦ͷϝϞϦૢڀݚ

ͱ͍͏఺Ͱ͸ར༻ൣғ͕ΧʔωϧͷΈʹݶΒΕΔɽຊఏҊ

Ͱ͸͜ΕΒͷػೳͱ߹Θͤͯϓϩηεঢ়ଶͷ֬ೝΛ͏ߦɽ

3. OP-TEE

ຊষͰ͸ɼఏҊख๏ͷ࣮૷ʹ༻͍ͨ OP-TEE[13]ͱ͍͏

TEE࣮૷ͷσβΠϯͱ൚༻ OSɼηΩϡΞ OSؒʹ͓͚Δ

௨৴ʹ͍ͭͯड़΂Δɽ

3.1 σβΠϯ

OP-TEE ͱ͸ GlobalPlatform ͷ API ɼ͖ͮجʹ༷࢓

TrustZoneΛ༻͍ͯίʔυͱσʔλͷ׬શੑͱੑີػΛ֬

อ͢ΔͨΊͷಠཱڥ؀ (TEE)Λఏ͢ڙΔΦʔϓϯιʔε࣮

૷Ͱ͋ΔɽOP-TEE͸Normal WorldͷϢʔβۭؒʹଘࡏ

͢Δ TEE Client APIɼLinuxΧʔωϧ಺ͷ TEEσόΠε

υϥΠόɼηΩϡΞOSͰ͋ΔOptee OSͷ 3ͭͰߏ੒͞Ε

Δɽਤ ੒Λࣔ͢ɽOP-TEE͸ߏʹ1 GlobalPlatformͷఆ

ٛ͢Δ APIΛ 2छྨར༻͍ͯͯ͠ɼͦΕͧΕ TEE Client

APIͱ TEE Internal APIͱݺ͹ΕΔɽSecure WorldͰಈ

Διϑτ΢ΣΞͷ͜ͱΛ͢࡞ Trusted Application(TA)ͱ

͍͏ɽTAͰ͸ೝূॲཧ΍҉߸ॲཧͱ͍ͬͨηΩϡϦςΟ

ɽOptee͏ߦΊΒΕΔॲཧΛٻ͕ OS͸ৗʹ͸ಈ͓ͯ͠࡞

ΒͣɼΫϥΠΞϯτΞϓϦέʔγϣϯ (CA)͔Βͷґཔʹ

Αͬͯಈ࡞Λ։࢝͠ͳ͍ݶΓ CPUϦιʔεΛফඅ͢Δ͜

ͱ͸ͳ͍ɽOptee OS͸ಛఆͷϋʔυ΢ΣΞγάφϧʹର

ͯ͠ΠϕϯτϋϯυϥΛొ࿥͓ͯ͠ΓɼSMCʢηΩϡΞ

Ϟχλίʔϧʣ໋ྩ΍ IRQɼFIQɼ֎෦ΞϘʔτʹΑΔΠ

ϕϯτ͕ൃՐ͢Δͱొ࿥͞Εͨಈ࡞Λ͏ߦɽWorldͷ੾Γ

ସ͑Λͨ͏ߦΊͷϨδελͷॻ͖͑׵͸ηΩϡΞϞχλ
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Fig. 1 Components of OP-TEE.

ϞʔυͰߦΘΕΔɽTAʹ͸ϢʔβϞʔυͰಈ͢࡞ΔϢʔ

βϞʔυ TAͱΧʔωϧϞʔυͰಈ͢࡞Δ Pseudo TA͕

ଘ͢ࡏΔɽϢʔβϞʔυ TA͸ TEE Internal API΍ TEE

ͷϥΠϒϥϦΛར༻ͯ͠ॲཧΛ͏ߦɽPseudo TA͸ηΩϡ

Ξ OSͱಉ౳ͷݶݖΛ͍ͯͬ࣋Δɽ͜Ε͸ CA͔Β௚઀ݺ

ͼग़͠ΛߦΘͳ͍Α͏ʹ͠ɼϢʔβϞʔυ TA͔Βݺͼग़

͢Α͏ʹ TA։ൃऀ͕ઃ͢ܭΔ͜ͱͰɼΫϦςΟΧϧͳॲ

ཧΛ CAʹཔΒͳ͍Α͏ʹ͢Δ͜ͱ͕Ͱ͖Δɽ

3.2 GlobalPlatform APIʹΑΔWorldؒͷ௨৴

TEE Client API͸ TEEͱ௨৴͢ΔͨΊʹ൚༻OSͰͲ

ͷΑ͏ʹૢ࡞Λ͏ߦ΂͖͔Λఆ͍ٛͯ͠ΔɽNormal World

͔Β Secure WorldʹσʔλΛૹ৴ͨ͠Γɼͦͷ݁ՌΛड

͚औΔͱ͖ʹར༻͢Δ͜ͱ͕Ͱ͖Δɽ32bitͷ੔਺Λ 2ͭ

͔·ͨ͸ɼunsigned charܕͷϙΠϯλΛ Secure Worldʹ

ૹ৴͢Δ 1ͭͷσʔλͱͯ͠࢖༻͢Δ͜ͱ͕Ͱ͖ΔɽҰ౓

ʹૹΔ͜ͱ͕Ͱ͖Δσʔλͷ਺͸࣮૷ʹґଘ͢Δɽ௨৴͢

Δ TAͷࢦఆʹ͸ TA։ൃऀ͕ TAຖʹఆٛͨ͠ UUIDΛ

ఆʹ͸ؔ਺୯Ґͷॲࢦॲཧͷ͏ߦΔɽ·ͨɼTAͰ͢༺࢖

ཧΛද͢ commandIDΛࢦఆ͢Δɽ

4. ఏҊख๏

ຊ࿦จͰ͸ TrustZoneΛར༻ͯ͠ɼARMσόΠεͰಈ

ख๏ΛఏҊ͢Δɽ2.4ࢹΔ൚༻OSͷϓϩηεϝϞϦ؂͢࡞

અͷڀݚͰ͸ಛఆͷΞυϨεͷϝϞϦ஋ʹରͯ͠ಡΈॻ͖

΍දࣔΛ͍ͯͬߦΔ͕ɼͦΕ͚ͩͰ͸Ϛϧ΢ΣΞͷݕ஌΍

ϓϩηεͷ introspectionͱ͍͏໨తʹରͯ͠͸࣮༻తͰ

͸ͳ͍ɽ·ͨɼݶΒΕͨ։ൃϘʔυͰ͔͠ಈ͠࡞ͳ͍ͨΊɼ

ར༻ൣғ΋੍͞ݶΕΔɽຊষͰ͸ఏҊख๏ͷ֓ཁʹ͍ͭͯ

ड़΂ͨ͋ͱɼͦͷ׆༻৔໘ͱશମͷߏ੒ʹ͍ͭͯड़΂Δɽ

4.1 ֓ཁ

ଘख๏Ͱ͸ط Secure World͔Β Normal WorldͷϝϞ

Ϧʹରͯ͠ಡΈॻ͖౳ɼ୯७ͳૢ͜͏ߦ͔͠࡞ͱ͕Ͱ͖ͳ

͍ɽຊఏҊͰ͸ϓϩηεϝϞϦʹয఺Λ౰ͯͯɼϓϩηε

ͱͰϓϩηεϝϞϦͷਖ਼౰ੑͷอূΛ͜͏ߦΛࢹͷ؂ߦ࣮

ΔɽNormal͢ݱ࣮ WorldͷϓϩηεϝϞϦͷऔಘɼ֬ೝɼ

Λ࡞ૢ Secure World͔Β͜͏ߦͱͰΞϯν΢Πϧειϑ

τͷແޮԽػೳΛඋ͑ͨϚϧ΢ΣΞʹ΋ରԠͰ͖Δɽ҆શ

ʹϓϩηεϝϞϦΛऔಘ͢Δ͜ͱ͕ՄೳͳͷͰɼܸ߈΁ͷ

ରԠ΋ؚΊͨҟৗݕ஌ͷͨΊͷࢹ؂ͱ͍͏ࢹ఺Ͱར༻Ͱ͖

Δɽ·ͨɼ̓ શʹ Secure World͔ΒNormal WorldͷϝϞ

Ϧૢ࡞Λ͑ߦΔͱ͍͏ಛ௃Λੜ͔͢͜ͱͰɼ৴པͰ͖ͳ͍

൚༻ OS΍ଞʹෆ৹ͳϓϩηε͕ಈ͍ͯ͠࡞Δڥ؀ʹ͓͍

ͯ΋ɼϓϩηεঢ়ଶͷਖ਼౰ੑΛอূ͢Δ͜ͱΛՄೳʹ͢Δɽ

4.2 Ϣʔεέʔε

Ϣʔεέʔεʹ͸ϓϩάϥϚ͕ࣗ਎ͷ؅ཧ͢Δϓϩά

ϥϜ಺ͰࣗݾϓϩηεͷϝϞϦΛ֬ೝͰ͖Δ͜ͱͱɼະ

஌ͷϓϩηεʹରͯ͠ϝϞϦμϯϓΛ͍ߦɼͦΕͷৄࡉ

ͳղੳΛ͜͏ߦͱ͕͛ڍΒΕΔɽલऀ͸ Bring Your Own

Device(BYOD)Λ࠾༻͍ͯ͠ΔձࣾͰࣾһ͕ࣗ਎ͷσόΠ

εΛࠐͪ࣋Έɼۀ຿Λ͏ߦঢ়گΛ૝ఆ͢ΔɽNormal World

಺ͰͲΜͳϓϩηε͕ಈ͍ͯ͠࡞Δ͔෼͔Βͳ͍ڥ؀Ͱ

΋ɼൿີ৘ใ΁ͷΞΫηεͱ͍ͬͨΫϦςΟΧϧͳૢ࡞

Λ҆શʹͨ͏ߦΊʹར༻͢Δɽਤ 2ʹঢ়گΛࣔ͢ɽۀا

ͷσʔλϕʔε΍Ϋϥ΢υʹΞΫηε͢ΔͨΊͷ͕ۀا

੒ͨ͠࡞ CAʹରͯ͠ɼSecure Worldʹ͋ΔఏҊख๏ͷ

TA͕ introspectionΛ͏ߦɽTA͕ਖ਼ৗͳ CAͩͱ൑அ͠

ͨ৔߹ͷΈɼSecure World಺ͷൿີݤͰ࡞੒͞Εͨূ໌

ॻΛ CAʹฦ͢͜ͱͰਖ਼౰ੑΛ֬ೝͨ͠ CAͷΈ͕ൿີ৘

ใʹΞΫηε͢Δɽ·ͨɼҟৗͩͱ൑அͰ͖Δ৔߹ʹσό

ΠεΛࣗಈతʹϩοΫ͢ΔͳͲͷηΩϡϦςΟ্޲ରࡦΛ

ͱ͜͏ߦ͸ϝϞϦμϯϓΛෳ਺ճऀޙͱ΋Ͱ͖Δɽ͜͏ߦ

Ͱϓϩηεͷঢ়ଶભҠΛ֬ೝ͢Δ͜ͱͱɼμϯϓϑΝΠϧ

Ϛϧ΢ΣΞͷࠟ੻Λ୳͢͜ͱ͕ͯ͠ࢪͳղੳΛ࣮ࡉৄʹ

Ͱ͖ΔɽμϯϓϑΝΠϧʹ͸μϯϓղੳʹΑ͘࢖ΘΕ͍ͯ

Δ volatility[14]ͷػೳΛߟࢀʹ࣮ͯ͠૷ͨ͠μϯϓղੳΛ

ɽ͏ߦ

4.3 ΞʔΩςΫνϟ

ఏҊख๏ͷશମਤΛਤ 3ʹࣔ͢ɽຊ࿦จͰ͸ introspec-

tion Λ͏ߦର৅ͷϓϩηεΛλʔήοτΞϓϦέʔγϣ

ϯͱݺͿɽ·ͣɼΫϥΠΞϯτΞϓϦέʔγϣϯ͕λʔ

ήοτΞϓϦέʔγϣϯͷ PIDΛݩʹ procϑΝΠϧγε

ςϜ͔ΒϓϩηεͷϝϞϦϚοϓΛऔಘ͢ΔɽͦΕΛݩʹ

introspectionΛ͏ߦ։࢝ΞυϨεͰ͋ΔԾ૝ΞυϨεͱϝ

ϞϦαΠζΛܾఆ͢ΔɽintrospectionΛൣ͏ߦғ͸໨తʹ

ΑͬͯҟͳΓɼϓϩηεϝϞϦͷίʔυ෦ɼ੩తσʔλ΍

ಈతʹऔಘ͢ΔϝϞϦɼϓϩηεϝϞϦશମ͕͋Δɽϓϩ

ηεϝϞϦ͸ϢʔβۭؒͱΧʔωϧۭؒʹ෼͚ΒΕΔɽԾ

૝ΞυϨε͕ϢʔβۭؒͳΒ procϑΝΠϧγεςϜΛར༻

－600－



Secure World

TEE Core

TEE Internal API

TA

Normal World

CA

Linux Kernel
Driver

TEE Client API

ਤ 2 BYOD ͔Βۀاͷൿີ৘ใʹΞΫηε͢ΔϢʔεέʔε

Fig. 2 A use case for accessing confidential company informa-

tion from BYOD.

͢Δ͜ͱͰԾ૝ΞυϨε͔Β෺ཧΞυϨε΁ͷม׵ՄೳͰ

͋Δɽ͜͜Ͱ͸λʔήοτΞϓϦέʔγϣϯ͸࣮ߦঢ়ଶͰ

͋Γɼ෺ཧϝϞϦ͸े෼ʹ͋ΔͱԾఆͯ͠ɼϖʔδϯάͷ

Өڹ͸ड͚ͳ͍΋ͷͱ͢Δɽ·ͨԾ૝ΞυϨε͕Χʔωϧ

ۭؒͷ৔߹͸Χʔωϧؔ਺Ͱ͋Δ virt_to_phys()ΛΧʔ

ωϧϞδϡʔϧ͔Βݺͼग़͢͜ͱͰରԠ͢Δɽޙ࠷ʹ෺

ཧΞυϨεΛ TEE Client APIͷύϥϝʔλͱͯ͠Ϣʔβ

Ϟʔυ TAʹૹ৴͠ɼPseudo TAͰηΩϡΞ OSͷϚοϐ

ϯάʹ௥Ճ͢Δ͜ͱͰηΩϡΞ OSͷԾ૝ΞυϨεʹม׵

Ͱ͖Δɽ͜ΕΒͷૢ࡞ʹΑͬͯ Secure World͔Β Normal

WorldͷϝϞϦʹରͯ͠ΞΫηεՄೳʹͳΔɽ

ҰํͰɼOP-TEEͰ͸ Normal Worldʹ͓͍ͯԾ૝ϝϞ

ϦΛڞ༗ϝϞϦͱͯ͠ࢦఆ͢Δ͜ͱͰɼNormal Worldͱ

Secure Worldͷ૒ํ͔ΒΞΫηεͰ͖ΔϝϞϦྖҬΛ࡞੒

͢Δ͜ͱ͕ՄೳͰ͋Δɽ͜ͷํ๏ͷར఺͸෺ཧΞυϨε΁

ͷม͕׵ෆཁͰϝϞϦεϫοϓʹରԠͰ͖Δ͜ͱͱɼTEE

Client APIʹΑͬͯ CAͱ TAͰޮ཰Α͘σʔλڞ༗͕Ͱ

͖Δ͜ͱͰ͋Δɽ͔͠͠ɼλʔήοτΞϓϦέʔγϣϯ಺

Ͱڞ༗ϝϞϦʹؔ͢Δ APIΛར༻͠ͳ͚Ε͹ͳΒͣɼCA

੒͢Δ͜ͱ͸Ͱ͖ͳ͍ɽ෺ཧΞυϨεΛύϥϝʔλͱ࡞͕

ͯ͠౉͢ํ๏Ͱ͸͜ͷ੍໿͸ड͚ͳ͍ɽ

ຊఏҊͷఏ͢ڙΔϝϞϦૢ࡞ʹؔ͢Δػೳʹ͍ͭͯड़΂

ΔɽϢʔβϞʔυ TAͰ͸ϝϞϦͷ஋ͷಡΈॻ͖ɼ஋ͷද

ࣔɼϋογϡ஋ͷࢉܭɼϝϞϦμϯϓͷऔಘΛ࣮͢ݱΔɽ

ϋογϡ஋ΛٻΊΔ͜ͱͰൿີ৘ใʹม͕ߋͳ͍͔ɼϑ

ϩʔͷ৚͕݅ਖ਼ৗ͔Ͳ͏͔͕֬ೝͰ͖ΔɽPseudo TAͰ

͸ηΩϡΞ OSͷϝϞϦϚοϓʹؔ͢܎Δૢ࡞ͱηΩϡΞ

OSʹ͓͚Δ෺ཧΞυϨεɼԾ૝ΞυϨεͷม׵Λ͏ߦɽ

Normal World Secure World

TEE Driver

GlobalPlatform
 TEE Client API

TA

GlobalPlatform
 TEE Internal API

TA

SMC
TEE Core

Pseudo TAs

ਤ 3 ఏҊख๏

Fig. 3 Proposal.

ද 1 ࣮૷ڥ؀

Table 1 An implimentation environment.

Board Raspberry Pi 3 ModelB

OS Linux/OP-TEE(3.4.0)

CPU Broadcom BCM2837

Memory 1GB

5. ࣮૷

OP-TEEʹ͸ ARMࣾ੡ͷ Cortex-AܥϓϩηοαΛ౥

ͷϏϧυ༻ͷεΫϦϓτ͕༻ҙ͞Ε͍͚ͯ޲Ϙʔυͨ͠ࡌ

ΔͷͰར༻Մೳͳൣғ͕͍޿ɽAndroid୺຤΍ଟ͘ͷ IoT

ճ͸͜ΕΛվม͢Δ͜ࠓ։ൃϘʔυʹରԠ͍ͯ͠Δɽ͚޲

ͱͰ࣮૷ίετΛݮΒ͢ͱͱ΋ʹ͘޿ར༻Մೳʹ͢Δ͜ͱ

Λ࣮ͨ͠ݱɽ࣮૷ڥ؀Λද 1ʹࣔ͢ɽ

ຊষͰ͸ఏҊख๏Λ࣮͢ݱΔͨΊʹ OP-TEEʹ͓͚Δ

World ؒͷΞυϨεม׵ʹ͍ͭͯड़΂ͨ͋ͱɼఏҊख๏

ͷ֤ཁૉʹ͓͚Δॲཧͱ introspectionͷྲྀΕʹ͍ͭͯड़

΂Δɽ

5.1 OP-TEEʹ͓͚ΔWorldؒͷΞυϨεม׵ख๏

ຊઅͰ͸γεςϜઃఆɼϝϞϦϚοϓʹ͍ͭͯड़΂ͨ͋

ͱɼΞυϨεม׵ख๏ʹ͍ͭͯड़΂Δɽ

5.1.1 γεςϜઃఆ

TEEڥ؀Ͱ͸ηΩϡΞϒʔτͱݺ͹ΕΔɼىಈ࣌ͷΧʔ

ωϧ΍ϑΝʔϜ΢ΣΞͷਖ਼౰ੑΛ୲อ͢Δٕज़͕͋Δɽ෺

ཧతʹվ͟Μ͕೉͍͠ϋʔυ΢ΣΞΛ৴པͷج఺ͱͯ࣍͠

ಈ͢Διϑτ΢ΣΞͷਖ਼౰ੑΛ֬ೝ͢Δ΋ͷͰ͋Δɽىʹ

OP-TEEͰ͸ηΩϡΞϒʔτʹΑͬͯඇ TEEڥ؀ͱ͸

ҟͳΔOSͷىಈಈ࡞Λ͏ߦɽىಈͷྲྀΕʹ͍ͭͯड़΂Δɽ

·ͣɼϒʔτϩʔμ͕ Optee OSΛىಈͨ͋͠ͱɼOptee

OS͸ࣗ਎ͷॳظԽΛ͏ߦɽͦͷ࣍ʹ Normal Worldʹί

ϯςΩετεΠονΛ͍ߦɼ൚༻ OS͕ىಈ͞ΕΔɽΑͬ

ͯɼOP-TEEڥ؀Ͱ͸Optee OS͕γεςϜઃఆ͔Β෺ཧ

ϝϞϦΛ֬อͨ͋͠ͱʹ൚༻ OS͕෺ཧϝϞϦΛ֬อ͢Δ
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Fig. 4 Memory map changes.

͜ͱʹͳΔɽ͢Ͱʹ Optee OS͕֬อͨ͠෺ཧϝϞϦ͸൚

༻ OS͔ΒݟΔͱ༧໿ࡁΈͱͳΓɼಉ͡෺ཧϝϞϦΛ֬อ

͢Δ͜ͱ͸Ͱ͖ͳ͍ɽΑͬͯඞཁʹԠͯ͡ڞ༗ϝϞϦͷα

ΠζΛม͠ߋɼintrospectionΛ͏ߦͷʹे෼ͳྖҬΛ֬อ

͢Δඞཁ͕͋Δɽ·ͨ Optee OSͷઃఆͰ 1ͭͷ TA֬อ

͢ΔϝϞϦྖҬ͕ఆΊΒΕ͍ͯΔͨΊɼ͜Ε΋ม͢ߋΔඞ

ཁ͕͋Δɽ

5.1.2 ϝϞϦϚοϓ

൚༻ OSͷϝϞϦ؅ཧ͸ηΩϡΞ OSʹͱͬͯະ஌Ͱ͋

ΔͨΊɼ൚༻OSͰѻ͏Ծ૝ΞυϨεͰ͸TA͔ΒΞΫηε

͢Δ͜ͱ͸Ͱ͖ͳ͍ɽ൚༻ OSͷ؅ཧ͢ΔϝϞϦʹηΩϡ

Ξ OSͷ TA͔ΒΞΫηε͢ΔͨΊʹ͸Ծ૝ΞυϨεͷม

ʹඞཁʹͳΔɽ͜͜Ͱ͸Ծ૝ΞυϨεΛ෺ཧΞυϨε͕׵

ରԠ͚ͮΔ͜ͱΛϚοϐϯάɼͦΕͧΕͷΞυϨεΛରԠ

͚ͮͷؔ܎Λ VA-PAϚοϓͱ͍͏ɽVA-PAϚοϓͷมߋ

ʹ͸γεςϜʹΑΓىಈ࣌ʹܾఆ͢Δํ๏ͱ TEE Client

API΍Χʔωϧؔ਺ʹΑΓಈతʹม͢ߋΔํ๏͕͋Δɽࣄ

લʹશͯͷ෺ཧϝϞϦΛ Secure WorldʹϚοϐϯά͢Δ

͜ͱ͸࣮૷্ࠔ೉Ͱ͋ΔͷͰɼλʔήοτΞϓϦέʔγϣ

ϯʹؔ͢܎ΔϓϩηεϝϞϦʹରͯ͠ͷΈಈతʹࢦఆ͢Δɽ

VA-PAϚοϓͷมߋʹ͍ͭͯਤ 4ʹࣔ͢ɽ͜ͷΑ͏ʹ

λʔήοτΞϓϦέʔγϣϯͷԾ૝ΞυϨεʹରԠ͢Δ

෺ཧΞυϨεΛڞ༗ϝϞϦͱͯ͠ Secure Worldͷ VA-PA

Ϛοϓʹ௥Ճ͢Δɽ͜ΕʹΑͬͯؒ઀తʹ Normal World

ͷ؅ཧ͢ΔϝϞϦΛ Secure World͔Βૢ࡞ՄೳʹͳΔɽ

5.1.3 ΞυϨεม׵

Normal World ͱ Secure World ͷԾ૝ΞυϨε͸ಉ͡

෺ཧΞυϨεʹରͯ͠ҰൠʹҟͳΓɼSecure World͔Β

Normal WorldͷϝϞϦૢ࡞Λ͏ߦʹ͸໨తͷ෺ཧΞυϨ

εʹରԠͨ͠ Secure WorldͷԾ૝ΞυϨεΛऔಘ͢ΔͨΊ

ͷΞυϨεม͕׵ඞཁʹͳΔɽΞυϨεม׵ʹ͸ (1)෺ཧΞ

υϨεΛ Secure WorldͷԾ૝ΞυϨεʹม׵ɼ(2)Normal

WorldͷԾ૝ΞυϨεΛ Secure WorldͷԾ૝ΞυϨεʹ

ม׵ɼ(3)ڞ༗ϝϞϦͷΞυϨεΛ Secure WorldͷԾ૝Ξ

υϨεʹม׵ͷ 3௨Γ͕͋Δɽ

1 ͭ໨͸ Normal World ͔Βૹ৴͞Εͨ෺ཧΞ

υϨεͷ஋Λ Secure World ʹ͓͍ͯ VA-PA Ϛο

ϓʹ௥Ճ͢ΔɽOP-TEE ͷΧʔωϧؔ਺Ͱ͋Δ

tee_core_mmu_add_mapping() Λར༻͢Δͱɼର৅ͷ෺

ཧΞυϨεΛڞ༗ϝϞϦͱͯ͠ࢦఆͰ͖Δɽͦͷ࣍ʹ

phys_to_virt()Ͱ෺ཧΞυϨεͱϝϞϦλΠϓΛࢦఆ͢

Δ͜ͱͰ Secure WorldͷԾ૝ΞυϨεʹม׵Ͱ͖Δɽ2ͭ

໨͸ Normal WorldͷԾ૝ΞυϨεΛ෺ཧΞυϨεʹม׵

ͨ͋͠ͱͰɼͦ ΕΛ Secure WorldͷԾ૝ΞυϨεʹม͢׵

Δɽ·ͣɼprocϑΝΠϧγεςϜͷ/proc/PID/pagemap

Λࢀর͢Δ͜ͱͰ Normal Worldʹ͋ΔϓϩηεͷϢʔβ

ۭؒʹଐ͢ΔԾ૝ΞυϨεΛ෺ཧΞυϨεʹม׵Ͱ͖Δɽ

·ͨ LinuxͷΧʔωϧؔ਺Λ͜͏࢖ͱͰΧʔωϧۭؒͷԾ

૝ΞυϨε͸෺ཧΞυϨεʹม׵Ͱ͖Δɽ෺ཧΞυϨε͔

Β Secure WorldͷԾ૝ΞυϨε΁ͷม׵͸ɼલड़ͷ 1ͭ໨

ͷม׵ͱಉ༷ʹͯ͠ม͢׵Δɽ3ͭ໨͸ Normal WorldͰ

༗ϝϞϦΛઃఆ͢Δํ๏Ͱ͋Δɽ͜ͷํ๏͸ڞ CAͱλʔ

ήοτΞϓϦέʔγϣϯ͕ಉҰͰ͋Δඞཁ͕͋Δɽڞ༗

ϝϞϦͷ։࢝ΞυϨεͱαΠζΛҾ਺ͱͯ͠ TEE Client

APIͷ TEEC_SharedMemoryRegister()ʹΑΓ೚ҙͷΞυ

ϨεΛಈతʹڞ༗ϝϞϦͱͯ͠ࢦఆͰ͖Δɽ͜ͷํ๏Ͱ͸

෺ཧΞυϨε΁ͷม׵ΛڬΉඞཁ͕ͳ͍ɽྲྀΕͱͯ͠͸ɼ

·ͣ Normal WorldͰڞ༗ϝϞϦΛ࡞੒͠ɼͦͷઌ಄Ξυ

ϨεͱαΠζΛ Secure World΁ૹΔɽSecure WorldͰ͸

TEE_MemMove()ʹΑͬͯ౰֘ڞ༗ϝϞϦͷ Secure World

ʹ͓͚ΔԾ૝ΞυϨεΛऔಘͰ͖ΔɽҎ্ 3ͭͷํ๏ͷ͍

ͣΕ͔Λ͜͏ߦͱͰɼTA͸λʔήοτΞϓϦέʔγϣϯ

ͷϝϞϦૢ࡞Λ͜͏ߦͱ͕ՄೳʹͳΔɽ

5.2 introspectionख๏

ຊઅͰ͸ਤ 3ʹ͓͚ΔΫϥΠΞϯτΞϓϦέʔγϣϯ

(CA)ͱϢʔβϞʔυ TAɼPseudo TAͷ໾ׂ΍ॲཧͷྲྀ

Εʹ͍ͭͯड़΂Δɽ

CA͸ఏҊख๏ͷى఺ͱͳΔϓϩηεͰ͋Γɼintrospec-

tion͸͜ͷ CAͷཁ͞ߦ࣮͍ͯͮجʹٻΕΔɽCA͸ TA

Λݺͼग़͢લʹɼ/proc/PID/maps ΑΓ introspection Λ

Ծ૝ΞυϨεͷൣғΛܾఆ͢Δɽ͜Εʹରͯ͠͏ߦ 5.1.3

અͷ (1)͔ (2)ͷํ๏ͰΞυϨεม׵Λ͏ߦɽ͜͜ͰɼԾ

૝ΞυϨεͰ͸࿈ଓͰ΋෺ཧΞυϨεͰ͸࿈ଓͱ͸ݶΒͳ

͍͜ͱʹ஫ҙͯ͠ɼΞυϨεม׵Λϖʔδ୯ҐͰ͏ߦɽ෺

ཧΞυϨεΛηΩϡΞ OSͷ VA-PAϚοϓʹ௥Ճ͢Δͨ

Ίʹ͸ Optee OSͷΧʔωϧؔ਺Λ࢖༻͢ΔͨΊɼPseudo

TAΛ༻͍ΔɽPseudo TA͸ϢʔβϞʔυ TA͔Βݺͼग़

͞Εͯ Secure WorldͷԾ૝ΞυϨεΛฦ͢ɽϢʔβϞʔ

υ TAͰ͸ CAͷཁ͖ͮجʹٻɼϝϞϦͷಡΈॻ͖ɼදࣔɼ

ϋογϡͷࢉܭ΍ূ໌ূͷൃߦɼϝϞϦμϯϓͷ࣮ߦΛߦ

͍ͦͷ݁ՌΛ CAʹฦ͢ɽϋογϡ஋Λ͢ࢉܭΔϥΠϒϥ

Ϧ͸ɼར༻ͨ͠ OP-TEEͷόʔδϣϯʹ͸ଘ͠ࡏͳ͍ͨ

ΊɼSHA256ΞϧΰϦζϜͱ BASE64ΤϯίʔυΛ࣮૷͠

ͯ௥Ճͨ͠ɽͳ͓ɼϝϞϦμϯϓͷ࣮ߦ͸μϯϓϑΝΠϧ

อ͢ޢΔͨΊʹɼSecure Worldʹ͋ΔݤͰ҉߸Խ্ͨ͠Ͱ
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Normal WorldͷϑΝΠϧγεςϜʹஔͨ͘Ίͷٕज़Ͱ͋

Δ Secure StorageΛར༻͠ɼฏจͷ··ϑΝΠϧγεςϜ

ʹஔ͔ͳ͍Α͏ʹͨ͠ɽ

6. ධՁ

ຊষͰ͸ఏҊख๏ͷ҆શੑʹ͍ͭͯٞ࿦͢Δɽ·ͨɼϝ

ϞϦʹର͢Δྫܸ߈Λ঺հͨ͋͠ͱɼͦΕ͕ఏҊख๏ʹΑ

Γݕ஌ՄೳͰ͋Δ͜ͱΛࣔ͢ɽ

6.1 ҆શੑධՁ

ຊઅͰ͸Ϛϧ΢ΣΞʹΑͬͯఏҊख๏͕ແޮԽ͞ΕΔՄ

ೳੑʹ͍ͭͯٞ࿦͢Δɽ

6.1.1 Normal Worldʹ͋Δ CAͷِ૷

ҰൠʹɼTA͸ෳ਺ͷ CA͔Βݺͼग़͞ΕΔ͜ͱ͕લఏ

ͷ༷࢓ʹͳ͍ͬͯΔ͕ɼηΩϡϦςΟπʔϧͱͯ͠ TAΛ

ར༻͢Δ৔߹͸͜ͷલఏʹ͸ϦεΫ͕͋ΔɽTA͕ݺͼग़

͞ΕΔલʹ CA ͷίʔυηΫγϣϯͷϋογϡ஋Λࢉܭ

͠ɼSecure Worldʹஔ͔ΕͨϋογϡςʔϒϧΛࢀর͢Δ

͜ͱͰϗϫΠτϦετࣜܗͷೝূΛڀݚ͏ߦ [15]͕͋Δɽ

͜ΕΛར༻͢Δ͜ͱͰ CAͱ TAΛҰରҰͷؔ܎ʹ͢Δ͜

ͱ͕ՄೳͰ͋Δɽ͜ΕʹΑͬͯ CAͷِ૷Λ๷͙ɽ

6.1.2 TA΁ͷ৵֐

Secure World ʹ Normal World ͔Β৵͢֐Δ͜ͱ͸Ͱ

͖ͳ͍͜ͱ͔ΒɼNormal WorldͷϚϧ΢ΣΞ͕ TAͷಈ

ব͢Δ͜ͱ͸Ͱ͖ͳ͍ɽͦͷͨΊɼอଘதͷόΠφׯʹ࡞

ϦϑΝΠϧͷ҆શੑΛݕ౼͢ΔɽOP-TEEͰ͸ɼTAͷό

ΠφϦϑΝΠϧͷอଘ৔ॴʹΑͬͯ࣍ͷ 3 छྨ͕ར༻Ͱ

͖ΔɽNormal WorldͷϑΝΠϧγεςϜʹஔ͔Εͨ TAɼ

Secure World ͔Β͔͠෮߸Ͱ͖ͳ͍Α͏ Secure Storage

Λར༻ͯ͠҉߸Խͨ͠ TAɼSecure OSͷίΞʹ͋Δεϖ

γϟϧσʔληΫγϣϯʹϦϯΫ͞Ε͍ͯΔ TAͰ͋Δɽ

͜ΕΒͷ಺ͰɼSecure Storageʹ TAΛஔ͘ํ๏Λ࠾༻͢

Δ͜ͱͰ҉߸Խ͞Εͨ TAͷ࣮ߦϑΝΠϧʹରͯ͠؅ཧऀ

೉ʹͳΔɽࠔΛ͢Δ͜ͱ͸޻ࡉΕΔ͜ͱͳ͔ͮ͘ؾʹ

6.1.3 introspectionͷແޮԽ

ηΩϡΞOSͰॲཧ͕ߦΘΕ͍ͯΔͱ͖ʹ͸CPUͷίΞ

͕઎༗͞ΕΔ͜ͱͱɼSecure Configuration RegisterͷNS

bitͱݺ͹ΕΔϞχλʔϞʔυͰ͔͠มߋෆՄೳͳϨδε

λʹΑͬͯϝϞϦ͕ͲͪΒͷWorldͷ΋ͷ͔Λ൑ผ͢Δ͜

ͱ͕TrustZoneͷ҆શੑͷอোʹͳΔɽΑͬͯɼTEEͷ࣮

૷ʹ੬ऑੑ͕ͳ͍ݶΓNormal WorldͰ͸ rootݶݖΛͬ࣋

͍ͯͯ΋ Secure Worldʹ͋Δ TA͔Βͷ introspectionʹ

ରͯ͠ׯবͰ͖ͳ͍ɽ

6.2 Process Hollowing

ຊઅͰ͸۩ମతͳϝϞϦʹର͢Δܸ߈Ͱ͋Δ Process

Hollowingʹ͍ͭͯઆ໌ͨ͋͠ͱɼͦͷܸ߈ΛఏҊख๏Ͱ

஌ՄೳͰ͋Δ͜ͱΛ֬ೝ͢Δɽݕ

6.2.1 ಺༰ݧ࣮

Process Hollowingͱ͸Ϛϧ΢ΣΞ͕ਖ਼نͷϓϩηεΛ

׵ಈͨ͠ͷͪɼϝϞϦ্ͷίʔυΛѱੑͷίʔυʹஔ͖ى

͑Δ͜ͱͰΞϯν΢Πϧειϑτʹݕ஌͞Εͳ͍͜ͱΛ໨

తͱܸͨ͠߈ख๏Ͱ͋ΔɽఏҊख๏ͷධՁͱͯ͠ɼProcess

Hollowing ΁ͷ଱ੑΛ֬ೝ͢ΔɽλʔήοτΞϓϦέʔ

γϣϯͱͯ͠ “Hello, World!”ͷग़ྗΛ܁Γฦࣗ͢࡞ϓϩ

άϥϜΛ༻͍Δɽ͜ͷϓϩάϥϜʹରͯ͠ ptraceγεςϜ

ίʔϧΛ࢖༻͠ɼϓϩάϥϜͷҰ෦Ͱ͋Δग़ྗจྻࣈΛϝ

ϞϦ্Ͱม͢ߋΔܸ߈Λ͏ߦɽptraceγεςϜίʔϧͷૢ

ΘΕΔͨΊɼόΠφϦϑΝΠϧͷίʔߦ͸Χʔωϧ಺Ͱ࡞

υ෦෼Ͱ͋Δ.textηΫγϣϯ΍ಡΈऔΓઐ༻ͷྖҬͰ͋

Δ.rodataηΫγϣϯΛॻ͖͑׵Δ͜ͱ͕Ͱ͖Δɽ

ಛఆͷΞυϨεΛڞ༗ϝϞϦʹࢦఆ͠ɼTAΛݺͼग़͠

ʹΑͬͯͦͷϋογϡ஋Λड͚औΔίʔυΛਤ 5ʹࣔ͢ɽ

͜ͷίʔυͰ͸ೖྗͱग़ྗͷ༻్Ͱ࢖༻͢Δ 2ͭͷڞ༗ϝ

ϞϦΛొ࿥ͨ͋͠ͱɼTEEC_InvokeCommand()Ͱ TAݺͼ

ग़͠Λ͏ߦɽ͜ͷݺͼग़͠ʹΑͬͯɼϝϞϦͷ্ॻ͖ʹΑ

Δϋογϡ஋ͷม͕ߋͳ͍͔Λ֬ೝͰ͖Δɽ·ͨɼڞ༗ϝ

ϞϦ͔Β஋ΛಡΈऔΓɼͦͷϋογϡ஋Λฦ͢ TAͷίʔ

υΛਤ 6ʹࣔ͢ɽ͜͜Ͱ͸ڞ༗ϝϞϦͷαΠζ෼ɼmalloc

ͰϝϞϦΛ֬อͯ͠ɼڞ༗ϝϞϦͷσʔλΛ֬อͨ͠ϝϞ

Ϧʹίϐʔͨ͋͠ͱɼSHA256 ͱ BASE64 ͰΤϯίʔυ

Λ͍ͦߦͷ஋Λग़ྗ༻ʹ֬อͨ͠ڞ༗ϝϞϦʹॻ͖ࠐΜͰ

͍Δɽreturn໋ྩ͕࣮͞ߦΕΔͱਤ 5ͷ ໨ʹॲཧ͕ߦ11

໭Δɽ

੒ޭ͢ΔྫͱఏҊख͕ܸ߈ͷखॱʹ͍ͭͯड़΂Δɽݧ࣮

๏Λར༻͢Δྫͷ 2ͭΛ͏ߦɽ·ͣλʔήοτΞϓϦέʔ

γϣϯΛىಈͨ͋͠ͱɼpsίϚϯυɼobjdumpίϚϯυ

Λ༻͍ͯ PIDͱग़ྗจ͕֨ྻࣈೲ͞Ε͍ͯΔม਺ͷΞυ

ϨεΛௐ΂ΔɽͦΕΛܸ߈ʹݩ༻ϓϩάϥϜͰจྻࣈͷॻ

ग़ྗ͞ΕΔຖʹਤ͕ྻࣈจʹ࣍ɽ͏ߦΛ͑׵͖ 5ͷΑ͏

ʹϋογϡ஋Λ͠ࢉܭɼͦͷલʹͨ͠ࢉܭϋογϡ஋ͱҟ

ͳ͍ͬͯͨΒ “Detect: hash is different”ͱग़ྗͯ͠ऴྃ͢

ΔλʔήοτΞϓϦέʔγϣϯΛ࡞੒ͨ͋͠ͱɼಉ༷ͷ߈

ܸΛ͏ߦɽ

6.2.2 ݁Ռ

ΛਤࢠΕΔ༷͞ߋม͕ྻࣈΑͬͯग़ྗจʹܸ߈ 7ʹࣔ

͢ɽऀܸ߈͸.rodataΛॻ͖ͯ͑׵೚ҙͷจྻࣈΛॻ͖ࠐ

Ή͜ͱ͕Ͱ͖Δɽ͜͜Ͱ͸ܸ߈ʹΑΓ “Hello, World!”͕

“hacked”ʹॻ͖͑׵ΒΕ͕ͨɼλʔήοτΞϓϦέʔγϣ

ϯͷ࣮ߦ͸ܧଓ͞ΕΔɽ࣍ʹఏҊख๏ʹΑΓϝϞϦॻ͖׵

͑Λݕ஌ͯ͠ϓϩηεΛऴྃ͢ΔΑ͏ʹมͨ͠ߋλʔήο

τΞϓϦέʔγϣϯʹରͯ͠ಉ༷ͷܸ߈Λ࣮ࢠ༷ͨ͠ߦΛ

ਤ 8ʹࣔ͢ɽ͜ͷΑ͏ʹɼܸ߈ʹΑΔϝϞϦͷมߋʹΑͬ

ͯϋογϡ஋͕ม͞ߋΕͨ͜ͱΛݕ஌ՄೳͰ͋Δ͜ͱ͕෼

͔Δɽ
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1 ...

2 shm_in.buffer = target_addr;

3 shm_in.size = target_addr_len;

4 shm_out.buffer = hash;

5 // register shared memory

6 TEEC_RegisterSharedMemory(&ctx, &shm_in);

7 TEEC_RegisterSharedMemory(&ctx, &shm_out);

8 // invoke ta to get hash

9 TEEC_InvokeCommand(&sess,TA_CMD_HASH,&op,&err);

10 // output hash

11 printf("s\n", hash);

12 ...

ਤ 5 ༗ϝϞϦΛઃఆ͠ɼTAڞ Λݺͼग़͢ CA ͷίʔυ

Fig. 5 CA code that allocates a specific address as shared

memory and calls TA.

1 ...

2 // shared memory size

3 sm_len = params[0].memref.size;

4 // allocate memory with mem_len

5 mem = TEE_Malloc(sm_len,TEE_MALLOC_FILL_ZERO);

6 // copy data of shared memory to mem

7 TEE_MemMove(mem, params[0].memref.buffer,sm_len);

8 // encode memory value with sha256 and base64

9 sha256encode(hash,mem,sm_len);

10 base64_enc(hash,SHA256_BLOCK_SIZE,b64,&b64_len);

11 // translate address

12 TEE_MemMove(params[1].memref.buffer,b64,b64_len);

13 return TEE_SUCCESS;

14 ...

ਤ 6 Δ͢ࢉܭ༗ϝϞϦ͔Β஋Λ͔Βϋογϡ஋Λڞ TA ͷίʔυ

Fig. 6 TA code that reads a value from shared memory and

returns its hash value.

ਤ 7 ࢠΛड͚༷ܸͨ߈

Fig. 7 A state of being attacked.

ਤ 8 ࢠ஌͢Δ༷ݕΛܸ߈

Fig. 8 Detecting an attack.

7. ͓ΘΓʹ

ຊ࿦จͰ͸ϓϩηεϝϞϦʹண໨ͨ͠ introspectionख

๏ʹ͍ͭͯఏҊ͠ɼ࣮૷Λߦͳͬͨɽ͜ͷ࣮૷͸Φʔϓϯ
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