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sshr: An SSH Proxy Server
for Responding to System Changes without Forcing Users to Change

HiroruMI TsurRUTATH®  Ryosuke MarsumoTof!:P)

Abstract: The infrastructure of Web services is required to change the system configuration quickly and
flexibly without making the user aware of the system configuration in order to respond to various requests
from users. On the other hand, since SSH used as a secure remote connection service to a server needs to
send a connection request by specifying the IP address or host name of the server, the user needs to know the
changed information when the IP address or host name is changed. In order to solve this problem, there is a
method in which a client tool such as gcloud command obtains the IP address or host name of the destination
based on the unique label information of each server. However, this method requires restrictions and changes
to the tools used by client-side. Another method is to use a proxy server, such as SSH Piper, to obtains the
IP address or host name of the connection destination based on the user name. However, in the existing
SSH proxy server, the source code must be changed directly to change the behavior of a proxy server. In
this paper, we propose an SSH proxy server that can respond to system changes using hook functions that
can be incorporated by system administrators without requiring restrictions or changes to the clients. The
proposed method has high extensibility for system changes because the behavior of proxy server can be easily
changed by only modifying the hook function to be incorporated. Furthermore, when using the proposed
method, it was confirmed that the overhead of establishing an SSH session is about 20 milliseconds which is
a short time that the user does not feel a delay when logging into the server with SSH.
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import (
"github.com/tsurubee/sshr/sshr"
“10g"

)

func main() {

confFile := "/etc/sshr/example.toml"

_ := sshr.NewSSHServer(confFile)
//ﬂﬁ’i%bt%%%ﬂ INPED 72 8D DB % I
s.ProxyConfig.FindUpstreamHook = findUpstreamHook
if err := s.Run(); err != nil {

log.Fatal(err)
}
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type Response struct {

Username string ‘json:"username"‘

Hostname string ‘json:"hostname"*®
PublicKey string ‘json:"publickey"‘

}

func findUpstreamHook(username string) (string, error) {
requestURL := "http://sshr.jp/upstream/username"
resp, _ := http.Get(requestURL)
defer resp.Body.Close()
b, _ := ioutil.ReadAll(resp.Body)
var decoded = new(Response)
if err := json.Unmarshal(b, &decoded); err != nil {
return "", err
}

return decodedBody.Hostname, nil

Client Server
Web APl || DB
® 3: ¥ A7 LREROH
username hostname publickey
userA serverO1.sshr.sample.jp ssh-rsa XxXxxxxx
userB server02.sshr.sample.jp ssh-rsa yyyyyyy

4: T—TINVAF—I O

I Y RPEFINDGEIMAT, sshr 77— Vid root
MERZE 22V —YPTERITLTHL. ZONKEIL, FR
DAY Y RWEFINAIGEIT sshr F—/ NI T S /E%
BT S Z L ITIFENTH S, I¥ Y Rdisshr 7—E
CRIUMRTETINT NS 20, SSH Y —/NIHT 5
EEARE L 2%

Iz, SSHY —=NZHB T 52 F2) 713K OWTiR
N3, £9, SSHY—/ Tl root TVE—bOT A V%
FALURVEREEZTDIIEVBETHD. HlZIE, sshd T
I3 sshd_config @ PermitRootLogin[17] % f#> T root T
VE—RMEZA VERIRT S ZEAAEETH L. JuUl &
D, SSH ¥ —/ N3 2 #AEDOHERZHIRT 5 Z &8 T
5. F7z, sshr = \DVE T BRI E U 72
BB AT, Bt IP ORIRETS ZeWENTHD.
Bl 21X, sshd @ authorized keys 7 7 - )V TIE NI &
ATV avEIRTDIENTED. ZOATVavo
r DG TP O FIBREERE [16] % F\W T, sshr Y —/ D 1P
T RUADS DR DA Z A D Z & T, MBEHIINGG
I U 2B HE RIS Z LN TE D,

4. REFZEOERH

JIMBETEEZBEHLUZV AT AEROHITHS. T
NThOT—)VIZDWTHMAT L. Client 0 —)bik,
WY —)VDHIRA R W28, OpenSSH (2> T3
ssh(l) 2 ¥ > K [9] %, Tera Term[18] & & GUI XR—ZA D
SSHZ 74 7Y "MWEIND. Server 1—ILIZDNTE
FAWS Y — )V DHIRA BN 28, KRR SSH 3 —/NTdh

(© 2019 Information Processing Society of Japan

X 5: Web API #2H CTOEGEIGOY Y T a—R

% sshd[12] ZEVEEINS. DB B—IVIX, sshr = F]H
G2V —N\PERTI LGS, TNODERELT
3T —HAR=AY—=NTHd. M4lE, T—TNVAF—¥
DOHITH B, REFEE, 2 —VFLITHDOONZY =Nt
UTCSSHERTESHEMATH D720, T—ARX—A Tl
A—HHEHF—NDRANLOMMNITEERT L. £z,
sshr IZCA—YFDORFARZIZ 1T /20DIT, 2—HZE &
OFRA MO TRBRE T -4 RXR—ATEHRT LI L
MENTHS. ZOT—TINDEHRE sshr »> 5 EESET
Z2ZEEABETHDP, Web APIZH L TT—AR—A
ICHAI N TV O EHREZSHRTLIILEARTHD. 20D
FOIT—ADOMEikE HHIENTE S Z L1, sshr
MWETTD 7Y I E 0053 TIVIZHERET S 244
AEREALTWEZLDANY ND—DTHhD.

%I, sshr O— )V CIEFETARER 7w V%% 3 D
EZATVWB 70, TRNTNIZDOWTHREI ND WU % 7
MTB. £, ESLOPEIZHV D FindUpstreamHook
&, HTTP 7 5147 >~ b & LT Web API 2 5 1% #H % HY
B0 EITS. X 51%, Web API #H T O HE LEL
BOREOOY Y TINVIA—RTHD. Web API D5 HIE L
72 JSON JERD 7 — & 2 fEkIiZTI—RU, FA N
EWMOHLTWS. IZ, =Y ORHBEREIZHNS
FetchAuthorizedKeysHook &, BRI Y 1—H D/
2T —AR—ATEMT S /2D, FindUpstreamHook & [A]
BIZHTTP 274 7~ b & LT Web API 2 5 1 #i % HY
B9 20 %175, BRI sshr 2 S BRIy — /T L
TEEEZAT D 72 DIZH T DA% MR % FetchPri-
vateKeyHook (%, ME#E 7 — A N—ZATEHEHEL T Y
N —REHTIETDI LI, REDV AV 2E5DZ 7=
®, sshr b —NNDOO—HIVANL—VIZHEEINTNH S5
B E ST M EITS Z e R EMEEINDS.

ZDEDIBRVATLREELGR, YATLADEHIZ
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(1) 23472k - B—/\HEDSSHiER

Client Server
(2) REFE
sshr
Client Hook Server
Function
DB

6: SEERERBIOME X

WUTED LD BAETERARETH 2 0 & il % 2 1 T3
B9 2. MEINDVATLDEHELLT, AFRD3 D%
HlZZEF 5.

(1) Z—=FPHNB Y —NEEHL 2\

(2) DB O—)IDF— T IR EEFEL 72\

(3) Web API DfLkk%EZFE L 2\

(1) OEE, T—EAR—ADEREEHITLHEITTR
W, sshr XV 72 A NDZNIZA—F L ZDOa—FHHWN
Y —NOMF T ERE T —AR—ANEBHRT D720,
T—RR—ADEHREEHT D72 T, I—FOERLE
PYOEBEZDZERTRETHD. (2) DA, Web API DAL
HEZHEITZZTTRY. 2058y 20Yv 7%
Web API filiZHi/- 2 Z & T, sshr OB FH 217D BEHA
{7%35. (3) OFE, sshr D7V VEBICEEZ IR 54
ENhd., VAT LEMEN Go SFETHEELAZT7VIHE
¥ % Web API OHBEZHIZEDLETEEL, FHELILR
FTREZLTHRONEY VY IMWNNLF I 2T Tu1445. 5
TOAIE CIY =V TIEFH>R Y, B ot ZIAAL
L THAEEDFENITHITHIO LA THD.
72, Server::Starter[19] % W5 Z & T, EfFho 7 OF
Y= NEEEITEIERL, T UAEHEZON
A FVEHEHATEIENTES.

T 75 TIAHIAGAATATRER 7 v 7 B % FIWTHR
7o —NOBEEFIFAREICLZZ LT, YA
TLEBREN I —NDOEREZHHET 4R T
BHTE22L%, TOTF—2EGHIEEZ HHIGERT S
5. £, BEFHEIBEEINDIREL BV AT LDEFHIZ
HUT, 7OFVH—N"EERICEFEZELLY, UL
BB DEBIEDOATIMEIETHEZYIVBERZONE 72DV A
TLADEFIZH U TEWLREEZFT 5.
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* 1. EERERE

HH ik

Client | CPU Intel Xeon CPU E5-2650 v3 2.30GHz 1core
Memory 1 GBytes
SSH Client  OpenSSH 7.9

Server | CPU Intel Xeon CPU E5-2650 v3 2.30GHz 1core
Memory 1 GBytes
SSH Server  OpenSSH 7.9

sshr CPU Intel Xeon CPU E5-2650 v3 2.30GHz 1core
Memory 1 GBytes
sshr sshr v0.1.6

DB CPU Intel Xeon CPU E5-2650 v3 2.30GHz 1core
Memory 1 GBytes
Database MySQL 5.7.27

# V74TV B —=NDADEE
time ssh <username>@<SSH server IP> uname

# RETFIE (sshr) DEE
time ssh <username>@<sshr server IP> uname

7 EARERIZEDZOD Y Y M)

5. MEREFTE

INFEFTRUAEEDIZ, 27472 - 3=\ SSH
B 128 U T sshr D3 A S 2 2 & THER I D HE LI X
PR R T T TIVIHEIRT &, ZOMR, Y A7
LADEFIZH LT, 2—PIIEFLERT S Z &2 <EBHR
TEEE 8D, —H, vv Y a VESIRIZEGTINE T Y
BBz &Y, BEDOH—N—~AY RBFEETD. 2D —
N—=~w REHIET DI LT, ##ET S sshr DEAH SSH
Pl DALPRIRRTIC G- R 2 B % i U, sshr AMEE I NS
SFEAMBEREICMZ S 20 iEmd 2.

6 IZHAWZ EBREIROMEM 2 md . EERIE, sshr %
NIRRT IAT Y MY —"DEFED SSH Hfki L, RE
FIETH B sshr 2/ U 72 SSH #f TR Z /TS, K11,
FEO—IVOWRELHWAZY 7 R 27 DN=Y 3 V&R
LTWa. £0—)b® 0S &£ T CentOS 7.6.1810 Kernel
3.10.0 TH 5. FHliIZH T, ARBEREZELTY
A7V Y=oty aEHIL, uname I
¥ R [20] DFEFTHERINE S TL B £ TORM% time 27
VR [21] THIET S. TIZETRMZMET 27200
av Yy Rl%RT. 2NN 100 [EHEIE 27V, EEZ
BH U7, sshr DETT 2 7y Z7ERIE, BERlokel
# (FindUpstreamHook) ¥ & ' —H DN FHRED ML
B (FetchAuthorizedKeysHook) DWW FHIZEWTE, Hl
Y—NEDT—EAR=ANOZMTL2LDLTDH. T—4
N=AZFHBDOL I— RS2 EERVED LTS,

#2101, EBHEEERLTWS., 7947V - P—N
D SSH ##e 2 U T sshr 2/t U2 BE DA —/ A R
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*® 2: EERER
BibT FE4 7§ /msec (100 [B135)
II3A4T YN B —=1DH 448
FEFIE (sshr) 470

122 IVRTHE e ph-o7z. Zhidk, SSHEe Y Y=
VHESIIRFIZ L — Y NBIE %2 & U D E EREV R [22] TH
5. FDO, BEOI—YFIREEOY —NEEDO hh 5
EOP =N LU TSSHB Y1 v L, —1DEEET
DEDRBRYVATLAEREE L 25E, sshr DA —/"~Y
RIZEMIZFDICH 2 S 21FE/NX V. —7F5, SSHRHT
RKEDT 7AINVEERETDIHAERY, Y—/NIHUTKE
vy avEBLTIBHENHD T —ATIE, 203
DRPD A —N—~w RPEAER>T, FETIRVEL
BRI R 2 W BEMENH B, F /2, sshr b— N TF—ZRX—
AP =N UT 2RI T 2FEFLTWD 20D, 7TV
DINVERFMEIDS sshr 2 U72GE DA — 3Ny RIZKELE
HrE525. TOd, 3BT T—7)IVOL 31— REM
BRBGEZEE, T—2R=AM{Iz7 T OIGERR %
F<TONRETODENRDS.

6. F&H

AR TIE, 2—PIZHNE T4 T MY —ILDHIR
PEHEEZERET, VAT LABEHENHHITHAAATEE
BV IEBEROCTY AT LAZBLITERTE S sshr &
WS SSH 7O F U H—NERELUZ. VAT LAEHEE,
sshr i U Ta—YEh o — N2 E€d 5200
7w 7B EEHICER BAMETHS. ZHITLY,
A—H4 % HOTEBNIZHROY —/N SSH #4i T X
57280, BT —NDIP T R ARKA NGITETEN
HoGETEH, EHHFIZEI—PALEHEHEOEHRZH S
TORBENRL, —FEEHIERT D HENLN, I
512, sshrif, ABHFZGLOBIZI—YF DA ERET
572D 7 vy AR EMAAD DAY, SSHRAEDI—Y
ALY T 0T T~ TIVHE T X AR R LTS
720, VATAEEEN IV ONHE T A R—2AR
EOHHART—AHATEHT LI NAHRTHD. X5
WZEEBRNS, 79147V N - Y — N8I sshr 2= AU 7235
ADSSH Y ¥ a VLD A —/ =~y RiZ 20 I VB
ETHY, 2—V»REDOY—/NMZSSH O 71 v § 51
VZHBIE 2 U R E ERIOIR] [22) THD I L &R UK.

SHBOBELEL LT, 9 sshr il &) FHABNRIEED
AEEETLIZZLE2EZ TS, BHIED sshr TlE, VA
T LEBEIS Go SRETER U BB EMAIAA, EIVR
952 LT, sshr DEEEZILIRTE 5. 2z kY, KR
dA—REGOTYYINNAFUIRMERTED A Y "A
HEMN, Go SFETCOEELEGIT LI &%, FERUALHL
Ea— R2EAG - HAATEROWREYDOHENHD. 20D
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MEE MR T B 2 DIZ, sshr il 7T 71 VOB A % iR
FUTWSFETHD. T/, 5% sshr #FH LU ~-5EH
Y AT LOWEGZ @ U T, sshr OF M % L T
F 2\, sshr DEEFIARED 7Y JEKE AT, 21—
MR BE R DY — BN S, A ORI U T
LAY —NEERNL, BT Z XA TIER N
LEZRD. BIZIE, BT EZE2HCTYH =D AR
WEREEICHEL, BEAMIMENY —/N% 21— T4
TR VORI EEHBETHS.
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