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Transtracer: Automatically Tracing for Processes Dependencies
in Distributed Systems by Monitoring Endpoints of TCP/UDP

Yuuki TsuBoucHI!®  MasaHIRO FURUKAWAT2Z  Ryosuke MaTtsumoTot!

Abstract: Distributed systems in Web services are becoming more complex to respond to various demands
by the Web services users. As a result, it becomes difficult for system administrators to understand the pro-
cesses dependencies in a distributed system. In such a situation, when system administrators add changes to
parts of the system, the area of influence by the change cannot be identified, which may lead to a more signif-
icant outage than expected. Therefore, system administrators need to trace dependencies between unknown
processes automatically. The previous method discovers the dependency by detecting the transport connec-
tion using the Linux packet filter on the hosts at ends of the network connection. However, since the method
adds the additional processing to the packet processing in the Linux kernel, it gives extra latency to the
application traffic. In this paper, we propose an architecture that traces the dependency between unknown
processes by monitoring network sockets, which are endpoints of TCP/UDP connection. Our proposed ar-
chitecture enables tracing without missing unknown processes as long as they use the TCP/UDP protocol
stack in the Linux kernel. The architecture makes the monitoring processing only reading the connection
information from sockets. Since the processing is independent of the application communication, it does not
affect the network latency of the application. Finally, as a result of the evaluation of latency overhead and
additional resource load compared with the previous method, we confirmed that our architecture reduces the
latency overhead by 13-20 % and reduces the resource load by 43.5 %.
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DEDIT 7 ANNEORNIIAE L7280, L) EHIZT
2 & AW g% Netlink 2 FH$ 5.

inet_diag €YV a—NHHIETEL Y 7y MEHRIZIE,
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Dinode HHEMWAL, —HITNEYHEY Yy b0
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*1 https://github.com/yuuki/transtracer v0.1.0
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4. FH

IRZE Y % Transtracer 7 —F 77 F ¥y DENMEZHERT
57017, WEBBROBHLENY TV r—v 3 vithx
BRIEA —I)N— A~y R Y —NIZE251) Y — A A% 3.3

*2 https://nginx.org/
*3 https://fluentd.org
*4  https://github.com/wg/wrk
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*5  https://cloud.sakura.ad.jp
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