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Systematic Evaluation of Machine Learning Systems by Fault Tree and

Testing based on Stochastic and Statistic Method

ToSHIAKI AOKI® DAISUKE KawakAMI?'?) NoBuo CHIDAZ®) Takasai Tomital:d

Abstract: Recently, machine learning, especially, deep learning, accumulates interests and applying it to
various kinds of systems is being studied. The targets of applications include not only entertainment sys-
tems but also safety critical systems such as autonomous driving of car. In a safety critical system, it is
indispensable to ensure the safety of the system before using and deploying it in our society. However, how
we ensure the safety of systems which use machine learning has not been established yet. In this paper, we
propose a method to systematically evaluate the safety of such systems. The proposed method consists of
the safety analysis based on datasets and the statistical evaluation of testing results. In the safety analysis,
widely known and used FTA (Fault Tree Analysis) is extended to deal with the datasets and it allows us to
obtain expected recognition rates of the systems. Then, we conduct the testing of systems in order to check
whether it is met or not. The satisfaction of the expected recognition rates is ensured by statistic evaluation
of the testing result. We also conducted experiments using a handwritten character recognition system which
is realized by CNN (Convolutional Neural Network) to show the feasibility and effectiveness of our method.
We focus on supervised classifiers realized by machine learning in this paper but we believe that it can be
extended to the other kinds of machine learning applications.
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MialICRHGd 5. #aHIZRHETl&, SMC(Statistical
Model Checking)[17], [18] 72 E THWHEN TS, NV X —

A ITICEE D W KA E O A Z [ H 9 5. KR
ETIE, ERAREL -6 IR LT, KRHIOHE 6 OfED

Pr(L<0<U)=1-6 x5 EHXE [L U] Z¥ET
%. IFTR, BART—2ty bOi#Ezse DEAIE
THHUIAERZ CF (v) TRBT 5. BEAT—21y
D ERHWETARTE, TNENOEE 2, € DICHL
T, OF(z;) =r CHB 2R d 5. DED, FBHEHR
PHIFHEIC D> TWE D, Ho TWEVADRITTH D,
NIWVA—=AFHTTHB. NIVX—AHTOXEHEE T,
Chernoff-Hoeffding bound[19] 705, DUFMDEZT 5.
% 1 Chernoff-Hoeffding bound
T ARZAA =N (D,r,p.) DMART =2y " %2D LT 5.
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ZCT, TAMAA—FOREFAMEE D(r,p) TH 5.
z; € DICHLT, ¢ ZLAFTERT 5.

1 CF(zy)=r

0 otherwise
AT =2ty "7 ART 5T LICKD, BEAGEHEp
LR CEIET A ENTES.
P= 2 i
%bf,mﬁ%ﬁl—a,ﬁ%e®%,uTﬁﬁjﬁé.
n< o in (3)
Pr(p—pl<e =13

M Eo#ERICKD, TANAAL—b (D,r, p.) DFEAT—
2w b DZRCTET AMILLFOL S ICHMETE 5.
(1) SHIXH e LAEHREL — 0 ZIRET 5.

(2) UFCE#HENS 0 HMOEEGBHAT— 2Ly R D
ZYENHS 5.
n=lzn (3)]
(3) D DTNENOBERCH LTF X M EEIT 5. i
FRELLTTHIES 5.
o |{z € D|CF(d) =r}| > n(pe +¢€) DHBaE, /3.
o TN, KRIK
DED, (1-0)x 100%DHER TRRFFED p. L EORE,
ISATHY, ZThLHNOKRIKMTH 5.

e LT, TARAA—F (D,r,80%) ZEAZ5B. § =
0.1, = 0.05 DKf, n =600 THb. &->7T, 600 EH 510
EILEEBTHUX, 90%DHERTEDZHE p M 80%LL
LTHATENRRETE 5.

6. S2ER

6.1 SEERNIR

FENSZRE LT, MNIST ZHWeBHRARZ 2 —F )b
Fw R T7—7 (CNN) IZ K3 FHERT LT O HRR 23R
L7z. MNIST T, ity 1 Xid 784 €7 1)L (28 X 28)
THO, ¥R E LT 60,000/, #HfiH & LT 10,000 KD
HEGNREEIN TS, £z, Za—I)VRxv NI—U 7T
L—L"TU—7% Caffe Z 1\ T CNN ZFH L7z, CNN O
BRlE, AJIE 784(28-28), BAHIAAE 11520(24-24-20), T—
U > 7T 2880(12-12-20), EFHIAFE 800(4-4-50), EEA
J& 500(500-1), 71 10(10-1) THS. Z LT, MNIST
DO FE G2 W TEEBR RO ISR E LT, 12
RPFEEROTZY MG ZIT> 72, T A MTHBN TR,
Python 3 & U OpenCV ZHWVWTHEAT -2ty b2 H
FER LTz, FT4D TT A T 2KNDAEZ5NBDT
F U 2 F )LD MNIST DA g2z, 2 OIRi 7z &8
IT5E9C, LBz TIMLILU]. HLE YOy
1%, CPU (& Intel Core i5-7400, RAM & 8.0GB, OS &
Ubuntu 14.04 LTS TH 5.

C; =
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6.2 EERFER

¥9, /AR TFHZHFORMZ R RNz
W= ARY FE LT, CFRFBRORE L 75 5RO 57T
Z1T\, FT4D ZE Uz, TER L7z FT4D i, RED 3,
HARAANY M 21 EH, HFEAXRY D 14 lTH-Tz. Z
D—fhZ2 K 4 1R . ANV MIHIENTYS pr, pe, po
&, FNEN, MR, FRESRE, AR RBIL T
W5, Jb— b AR MTHEWTHIRT 23 %1Z 0.5%
THO, BERI 10% THS. T&5bb, 10%DHERT
BALHODEENREL, ZORENMRELZELTS,
99.5% DIERTIEL L L TMLY, WS ETHS.

EpEIRIC/ A XA NS [pr0.01
pe:0.005

p:0.01/14
p.:0.005/14

Pe:0.005/14 LI L&

EpR<hoE
{753

‘ \ \
Egky b Ry ki
B - RIVRIE

p0.01/42 p0.01/42 p;:0.01/42 p::0.01/42
p,:0.005/42 p.:0.005/42 p:0.005/42 p.:0.005/42
p,:0.05 p,:0.05 p,:0.05 pp:0.05

4 FHEELFEMD FT4D

RS, HAASARY MCBELT, TANEEM L. (S8
HE1-5130.01, % eld, ZNFN, 0.05 £ 0.025D 2
DOWETHE LTz, AT —Zty M, pidD & B0,
OpenCV & Python I X O HLEZFHWTHEIER L. 6
E5ICRY. A VIV THDINMLIEOERTH 5.

R hEi Ko MBI - RRAE

ar e
nEn

4§

5 ApEiBROB]

X 4R UTEE T DT A MERZEER LIORT. EMSIE
12, MRERARV L, EfRLIEATIOR, 7 A FOHE,
T AN BT H 5. € =0.025 DFEER, ZTNT
NOEARARY MBI UT, 4240 [Bl57 A M Z2EfE L, 4134
EINLEIEU LSBT, 7 A MISRT B, LHLED
5, IRNTORAARY MBI LUTRA LG o7, Th
X, e DIENKREVTD, ZOHITIELFE#LZTNEE
SVWHhSTHB. ZT T, e D% 0.005 ICRREL. T
DFEE, 105967 A7 A M2 EL, 100672 I EIEL
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T NE, TARMINRT S, #ERIE, Ey Es, 3%
ALD, E¢, E; 3NALZah oz, 2hickD, Eg E;
KB LTI, WIRFT 2 a8 2 TS AREE T 2 T & 1E
FFCERVT EHMAZS.

Ee ICBIL T, FT4D ZHETHELNH S, HlZIX, Fy
WRET ZHEZIRL T2EZEALD, 2RO
RERORERH L TERENEZILND. Es DEET S
FAEMEEX, 0.1/42 THBH, 0.006/42 ICEFTMAZ T
EMTENR, AR Z 0.0041CT 5 ENTE
TANEIRZXT R LICxD. B ICBLTE, FERIC, xf
WS B EWAETHD. TDXIIT, B“RAFTET AR
FEEDFENTED, 7R MERICHEDINT, “ekit
BT BIEED N L—RFTEITHITENTES.

e =0.025, 7 A M 4240, 4134 <

ARV | IFfRE e | R ()
E,4 4101 PP | 47.59
Es 4050 G | 46.83
Es 3889 S | 48.00
E; 4015 P | 44.76

€ =0.005, 7 A M 105967, 100672 <
Ey4 101846 | /A | 1190.79
Es 101744 | /XA | 1167.75
Es 97350 P | 1209.88
E; 100607 | g | 1113.84

£ 1 TAMER

7. Him

6 HiDFETRLIELIIC, ETIETIE, HARIRN
BRELIT—2Yy b ERWT, DS OREINCZY
PEPCE . FT4D ZHWT, EEIC K D ASEGD
SR BB ON L, T A NHEin et DRk
RAXRYNETHRT S, ZLT, HROEARALNY M
HLUT, =2ty bEEKL, HRFT 2 /KEOFSR (G4
R ERTEZDT AT S, e 5T A+
EFTCHRMMICHMETETNE T LAbh 5.

AFHETE, R0, TANDOHHFIZBWNT, E8EN
IERHEDATRE T H B, RN T, FHEDFA T 25
(b)), FRANENER, FAREERRZ AV TERMNIC T
5. WA, T—2y MCEDWZERDMETEL,
ARV MEICBOTHEER, FHEEHROFHELRETH 5.
TARMIBNTE, HEHHEZHWT, @ENREEEK
WRRILT BT ENTED. £z, Zeoitl T A NI
HOF5NTED, 7AMERICHEDINT, ZR/kHEZH
BELBEDNL—RLTEFTHTENTES.

BT — 2y MK 08 EiHERTTS . T—
ZYzy FOWRIC K > T, KELSBEBHHEL D> TL B,
EoT, 7=ty rONYIT—varEHES T LR, B
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HTARENTHBLEZTWAS. £z, YATLHMIELL
BT BKHEE, ANTBT—Rty FOWNKICKE K
FLTW3. fEROTEDX I, KHHECRMRE T7—
Zlzy b EEZZDTIERL, ThHDOETIULHRRBET
H3. A TRELZ FT4D 1, ZE&0HOBlE» 5

F—=Ztw hON)IT—37 /%%7‘11/1[3@“%%0)“6‘36%.

AFEZ, T2ty bVEHBERT AT EEZRELT
RELTWED, 295 THWESEEHTE%. FT4D I3,
TAMFRELIMTTHY, FEDKNZXRET 57—
ty bOoHTE, FNHICKBFHEICEHAWVWSZ ENTE
%. TAMFRECBONTE, REDRHTINE LT —4
ty MIEATHZERETTENTESDT, [BETE
Eho kT — 2R EDT—2tw M2tk (REM) ICB1) %
AR DI Z1T5 T LM TES.

—F, RBETETE, WBRT—20K 5%, Ry
BT —2%y MCDWTHIOD > TWVa. filicE, B
REFRINT — 2 EZWOTS> L DL H%. BHED FT4D
Tl¥, AND/OR”7— M XB7—2ty FOBEMET 7
THHH, TNOTF—2ty NERS oicid, #ilzk
77— FOBETFENREIC IR S E LR,

8. &8

KL TlE, B E e HWTEHEI N2V AT LD
W RRNCRT 2 FiEziRR Uz, IREFHR, %
EHNET A RDBHRENT WS, ZeNHiTlE, T—
2tz MCHEDWTHIEAZ ERZ LTS8, Kizs
MLAaENS, F—2ty FORHE, T 2 HER O
BEITHTENTES. £z, BELUEEARAIXRY MO
POHCR EBERITIEONT, T AN T/RRIANEHAE (L
AR o ROB T ENTED. TORUEITHEDNT,
TANEFEIET 2 FHEERE U, B E Y A7 LI,
R PRI RS D T e T . &
7z, METZANOHEWKTHS. T T, MatWFik
EHOTT A MEREMME L, W59 2 /KHER IS
eI ESIMHET 3 FEziRE L.

KT, Bliid 0B DO I X B
HEEROFM 21T > T2, 5181, Hhliz LEEICEDVWE

SHEMELANDOE D, FEIS, ERFERICHEREIAFT
RRFEZNRT 2 TETH 5. it,%%?&wﬁ%f
B2 > 2T WO 2 FH 9 2 BICiE, IR T 538
R EET BREND D, BEAEICBNT, }:_h<B
WOEEREIREFT 200, A D hHOREHEDFIHE S P
Ths. BT ELRHEBILENTERVTHAI L, KT
TR Fa— VT OBRERS T LITInD. YRR
ROPEEIC DOV TERGFT LTS
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