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Collection and analysis for password list attacks to the IoT devices
using honeypot system

TENKI KIYOMATSU"!  MINORU IKEBE 2
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Abstract: Malware aiming at IoT devices including Mirai has been appearing one after another. Such malware aims at insufficient
management of IoT devices and vulnerability of IoT devices, and infected [oT devices becomes a stepping stone, which is a big
threat to system administrator of IoT devices. We are collect the connection status of the Telnet server (TCP /23, TCP/2323) using
the honeypot built on the campus LAN.The honeypot for the Telnet service has disconnected after establishing a TCP connection.
we develop an emulation program for Telnet service and implement function login ID and password. Mirai is published with source
code in github, and the password list which Mirai uses is known.

In this paper, we describe the password lists and attacks collected for about 3 months, and their analysis.The number of
combinations of login IDs and passwords was 522, and the number of password lists appeared most was 965.password lists included
all Mirai's password lists, and there were also several pairs of login IDs and passwords that Mirai did not use.
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2 TryingA ...
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Trying B ...

Connected to B.

Escape character is "*]".

Red Hat Enverprise Linux Server release 5.4 (Tikanga)
Kernel 2.6.18-164.¢15 on an x86_64

Username: test

Password:
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% Access denied
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Username: testl
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Password:
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% Access denied
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Username: test2
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Password:
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% Access denied
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Connection closed by foreign host.
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1 7549 (0x0603) (0x0E09)
2 7121 root aquario
3 7116 admin 1234

4 3608 root xc3511
5 3597 admin 123456
6 3591 root Sup

7 3586 root GM8182
8 3585 root juantech
9 3584 support support
10 3582 root 123123
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#2 NAU—FRUZRFA
074 ID IRAT— R v 741D INAYT — | a7 4 ID INAT — K

666666 666666 guest guest root ikwb
888888 888888 mother fucker root ivdev
Admin Sup root 0 root juantech

Administrator admin root 1001chin root jvbzd
admin 1111 root 1111 root klv123
admin 1111111 root 123123 root kiv1234
admin 1234 root 1234 root oelinux123
admin 12345 root 12345 root oelinux1234
admin 123456 root 123456 root pass
admin 1234567890 root 1234567890 root password
admin 1988 root 1234qwer root qazxsw
admin 54321 root 54321 root realtek
admin 7TujMkoOadmin root Sup root root
admin WinldoW$ root 666666 root system
admin admin root 7TujMkoOadmin root ttnet
admin adminl234 root TujMkoOvizxv root user
admin cat1029 root 888888 root VIZXV
admin ipcam_rt5350 root GMS8182 root xc3511
admin meinsm root WinldoW$ root xmhdipc
admin pass root Zte521 root zIXx.
admin password root admin root zsun1188
admin smcadmin root alpine service service
admin vertex25ektks123 root anko supervisor supervisor
admin zhongxing root aquario supervisor zyad1234
adminl password root default support support

administrator 1234 root dreambox tech tech
default antslq root founder88 ubnt ubnt

guest 12345 root hi3518 user user
guest friend root hunt5759
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