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An Attempt to Detect DGA
by the Malicious Botnet Capturing Network

TAKASHI YAMANOUE™

Abstract: A malicious botnet capturing network (beneficial botnet), which tries to cope with malicious botnets with Domain
Generation Algorithm(DGA), is discussed. In order to cope with such botnets’ technology, we are developing a beneficial botnet
as an anti-bot measure, using our previous beneficial bot. The beneficial botnet is a group of beneficial bots which are Agent bots
and an Analyzing bot. A malicious botnet with DGA is hard to detect by a single Intrusion Detection System (IDS). Our
beneficial botnet has the ability to detect DGA, using collaboration of our beneficial bots. The beneficial bot could detect
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communication of the pseudo botnet which mimics malicious botnet communication.
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Figure 1  Outline of the beneficial botnet

Wb Pager e

2. Ef Botnet G EH f— vl v EI

MO R v b7 —27 DAY HIZ IDS R IPS Z 5 E L T %
T 5 = LB AT TG, C2 S =T _ s oo
bot D RIDIEIE 21T o THRAITTETH B DT, Mk . " T
DAY DIZRE S 4172 IDS X IPS (F s rhiyr C2 4 '
— /3% Ff O Botnet ICIZFXNTH S. [ sersors ) Resutsto -

L L7edi b, DGA 0 P2P 44 7= i fifty 7 C2 4 ke -t
B FET- 72 M EE Botnet 0 Bot A BFET S = & 1 g1
£ 9572 IDS R IPS TIEWEETH 5. T4 1X, Gameover ZeuS 2 Bot DIES L
DL 57 P2P %> DGA HEfE %5 botnet (kP 7 ik Figure 2 Behavior of a bot
botnet G} 8 (beneficial botnet) &% &+ L T\ %
2.1 Et& botnet SEAHFEDHEE 1) R T S

Z DTk~ % HEE botnet &1 8 (beneficial botnet) 1, ) mwL  REFRSTATHRSNEAZ Y 7 b %,
PR 1DS % IPS ORREFML LS LTLHOTHS. PEHIIC bot IZHER SR T wiki ~— 2 (main wiki)
1 (TR botnet CLPHAE OB 2 % 7R 9. Agent bot (% I AT,

Sub-LAN & NAT & 7= Router DFIZF%E &5 . Agent bot 3)
1% Sub-LAN & Sub-LAN DA L D5 T —# ZINET 5.

awly NeTul I 8%EKTT5H. 7TursTAF
main wiki Oz, D wiki ~=X— < web RX— T & FiE

Analyzing bot IJ Agent bot 23REE L7=T — & 2458 CTHENT BSATrZ LM TE D, % L, bot 78 agent bot T 5 73
L, sub-LAN PNIZ#Ede bot &4 2. 97T Agent bot B, ay FIZ ko T, bot EIA TN D T o o
L Analyzing bot XA > &% —=x > b E® Wiki DX— & DRy T BT 2 — A DEET — 2 %
PRV saript (2 & o THIES LS. ST % = L ATE %, Agent bot E, A2 ¥ —7 =
2 Bt botnet AEAMD bot —AMOBEE vy Rk THIET 2L 6T
Beneficial botnet "CFI|f9" % beneficial bot % wiki /7 b X %. b L, bot 2% analyzing bot T&H 5725, R #al
=T D wiki X—Y LIZEINLAT VT NOA o F— HE AT LBl EAWT, INE ST — & 2T
7Y X THB.IK 2 1T beneficial bot DIRAFENEI/RT. = FEHLRTXD.
TRETERD &Y 4)  Bot DEATHERILEE Sy 7 7 I BE D END. Rl

Ny 7 7IlEBEZENTZT XX, A7 VT RE
Mz wiki R—=TICEE I FEND.

(© 2018 Information Processing Society of Japan 2



TR 2T IR E
IPSJ SIG Technical Report

312 script & E V72 wiki ~X— U O f & 7R T, result: DT
L VRTOES A seript DA~ RETR T T ALATHY,
result: KV HZOEHOBREITHRTH .

o< KX command: THEE 21TICENPNTNT, v
Z AE program: M HIGE AITICENL TV A, Z @ Script
3,1 225 10 ETOMEFEL, ZORPRELED T,
result: KO RIZEEZZATWS.

objectPage http: //waw
device yamaRasPiDp9 1 or yamaRasPiDp9 2 start after no w
command: set readInterval=60000

command: set execInterval=0

command: clear sendBuffer;

command: program exl

program: s=0;

program: for i=0 to 10

program: s=s+1

program: ex ("service", "putSendBuffer "+s)

program: next 1

command: end exl

command: run exl

command: ex("service","sendResults.")

result:
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currentDevice="yamaRasPiDp9 1",Date=2018/5/15/ 12:54:17

3 Bot 235479 % Script D
Figure 3 Example of the Script which is interpreted by a Bot

NAT or Router
BEEErrE § .

Bridge-W
' y Wiki Access Engine

DAQ(Pcap4))
Script Interpreter

Filter/Controller

Traffic Controller !
(tcom) /' AgentBot H
- I

i

DAQ(Pcaap4l)

Bridge-L Windows Virtual Machine

4  Agent Bot DOFER%
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iATe main wiki <X— %, JELO main wiki X—Y L FE L
wiki @, <page-name>T/R I NN —T THEHEHZ 5.
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Figure 7 Experimental network consists of the beneficial botnet and the Pseudo Gameover ZeuS

set readInterval=180000

set sendInterval=180000

set execlnterval=0

tcon clear all.

command: set reportlLength=600

command: clear sendBuffer.

flcommand: tcon zet repeating unicast over 300000.

command:
command:
command:
command:

command: program ex]

program: ex("tcon”, "set repeating number=20.")
program: output10=ex(“tcon”, “get repeat ing unicast over 60000.")
program: output11=grep(output10, "pricl=ude”)
program: output11=grepNot (output11, “de=123, ")
program: output11=grepNot (output11, "sp=123,")
program: output]1=grepNot (output11, “dp=53,")
program: output11=grepNot (output 11, “sp=53, ")
program: ex("service”, "print In "+output 11)
program: ex(“service”, “putSendBuffer "+output11)
program: output20=ex(“tcon”, “get hosts.”)
program: ex("service”, "print In "+output20)
program: ex("service”, “putSendBuf fer "+output20)
program: output30=ex("tcon”, “zet domain-list.”)
program: ex(“service”, "print In "+output 30)
program: ex(“service”, "putSendBuffer “+output30)

f#icommand: tcon get dhep-|ist.
ficommand: tcon get arp-list.
command: end ex]

command: clear sendBuffer
command: run ex]

command: sendResults.

8 JTdD Agentbot IZx9 5457~ %1T 5 Class page
@ Script
Figure 8  Script of the Class page to direct all of agent bots
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%4 Gameover Zeus @ DGA 7'v 2 J A1 57 Z &2 100
BD R AL %% BEAER L, AR LIZ DNS IZBWE b
HIZ4TE,C2 Proxy @ IP 7 KL AZEZEE L TV (X 6).
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Beneficial botnet %% DGA % ffi > T\ % bot DA Z4T 5
ZENTEDLINENEHDT-DIZ, 7 CRTERDRD
@ bot H &A% 2% Gameover ZeuS ZRLE L% v h U —
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3.3 Agent Bots @ script & E{THER
8 (T agent bot @ script Z/RJ. Z @ script DT,

program: output30=ex("tcon",
domain-list % Object X—TIZEEIATZ & &2HKT.

Agent Bot 2MERET S domain-list 510> DNS ~D v
GHhEIE, DNS HERIETERVE X, flnagbiEs R’

A A D% AT no_such_name N O LN TERIN

get domain-list.") 7% tcon @

192.168.13.2
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cmd=get domain-list,
cmd=get domain-list,
cmd=get domain-list,
cmd=get domain-list,
cmd=get domain-list,
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cmd=get domain-list,
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cmd=get domain-list,
cmd=get domain-list,
cmd=get domain-list,
cmd=get domain-list,
cmd=get domain-list,
cmd=get domain-list,
cmd=get domain-list,

X 9

domain-list, 1012,

date="2018/06/01 17:29:42 +0900",
date="2018/06/01 17:20:05 +0900",
date="2018/06/01 17:23:26 +0900",
date="2018/06/01 17:28:45 +0900",
date="2018/06/01 17:06:28 +0900",
date="2018/06/01 17:15:09 +0900",
date="2018/06/01 17:42:07 +0900",
date="2018/06,/01 17:24:13 +0900",
date="2018/06,/01 17:09:23 +0900",
date="2018/06/01 17:27:26 +0900",
date="2018/06,/01 17:21:06 +0900",
date="2018/06/01 17:28:41 +0900",
date="2018/06/01 17:20:01 +0900",
date="2018/06/01 17:17:54 +0900",
date="2018/06/01 17:37:59 +0900",
date="2018/06/01 17:12:17 +0900",
date="2018/06/01 17:19:36 +0900",

9
Figure 9

date="2018/06/01 17:30:22 +0900",
date="2018/06/01 17:34:09 +0900",

date="2018/06/01 17:36:28 +0900",
date="2018/06/01 17:37:28 +0900",
date="2018/06/01 17:39:32 +0900",
date="2018/06/01 17:34:35 +0900",
date="2018/06/01 17:41:26 +0900",
date="2018/06/01 17:38:30 +0900",
date="2018/06/01 17:42:24 +0900",
date="2018/06/01 17:02:27 +0900",
date="2018/06/01 17:39:55 +0900",
date="2018/06/01 17:35:10 +0900",
date="2018/06/01 17:34:50 +0900",
date="2018/06/01 17:00:53 +0900",
date="2018/06/01 17:03:28 +0900",
date="2018/06/01 17:34:09 +0900",
date="2018/06/01 17:43:39 +0900",

ghost="192.168.2.100",
ghost="192.168.2.100",
ghost="192.168.2.102",
ghost="192.168.2.100",
ghost="192.168.2.100",
ghost="192.168.2.102",
ghost="192.168.2.100",
ghost="192.168.2.102",
ghost="192.168.2.102",
ghost="192.168.2.100",
ghost="192.168.2.101",
ghost="192.168.2.100",
ghost="192.168.2.100",
ghost="192.168.2.100",
ghost="192.168.2.101",
ghost="192.168.2.102",
ghost="192.168.2.100",

ghost="192.168.2.100",
ghost="192.168.2.103",
ghost="192.168.2.103",
ghost="192.168.2.103",
ghost="192.168.2.103",
ghost="192.168.2.101",
ghost="192.168.2.103",
ghost="192.168.2.103",
ghost="192.168.2.101",
ghost="192.168.2.101",
ghost="192.168.2.103",
ghost="192.168.2.103",
ghost="192.168.2.103",
ghost="192.168.2.100",
ghost="192.168.2.103",
ghost="192.168.2.103",
ghost="192.168.2.103",
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name=cs9.wac.phicdn.net, ip="117.18.237.29", server="192.168.2.1".
name=googleapis..google.com, ip="216.58.197.10", server="192.168.2.1".
name=0.debian.pool.ntp.org, ip="36.3.117.150", server="192.168.2.1".
name=a-0019.a-msedge.net, ip="204.79.197.222", server="192.168.2.1".
name=hk2-eap.settings.data.microsoft.com.akadns.net, ip="52.175.39.99", server="192.168.2.1".
name=mirrorl.malwaredomains.com, ip="74.63.222.170", server="192.168.2.1".
name=array06-prod.do.dsp.mp.microsoft.com, ip="52.229.170.171", server="192.168.2.1".
name=1.debian.pool.ntp.org, ip="160.16.75.242", server="192.168.2.1".

name=www.google.com, ip="216.58.221.164", server="192.168.2.1".
name=utlreputation-sg2p.smartscreen.microsoft.com, ip="40.65.178.165", server="192.168.2.1".
name=onecollector.cloudapp.aria.akadns.net, ip="52.114.76.37", server="192.168.2.1".
name=ocsp.globalsign.cloud, ip="104.18.25.243", server="192.168.2.1".
name=dual-a-0001.a-msedge.net, ip="204.79.197.200", server="192.168.2.1".
name=s-0001.s-msedge.net, ip="13.107.3.128", server="192.168.2.1".
name=el0663.dscg.akamaiedge.net, ip="23.219.34.110", server="192.168.2.1".
name=github.map.fastly.net, ip="151.101.0.133", server="192.168.2.1".
name=iceotf-prod-fe-eastus.cloudapp.net, ip="40.114.54.223", server="192.168.2.1".

F D DNS B — S~ DR Gt
DNS Queries of a LAN normal situation

name=ssl.gstatic.com, ip="216.58.199.227", server="192.168.2.1".
name=czobxmnmgaynbdylhyxahecm.com---no_such_name, ip="*", server="192.168.2.1".
name=jnzdinsjwinkjljbzmfwpbe.biz.elecom---no_such_name, ip="*", server="192.168.2.1".
name=nffavgaulkxgxcygkroxmw.biz---no_such_name, ip="*", server="192.168.2.1".
name=ybrhvnwysgjidzbadpjdxg.biz.elecom---no_such_name, ip="*", server="192.168.2.1".
name=urlreputation-os1p.smartscreen.microsoft.com, ip="104.215.21.84", server="192.168.2.1".
name=pgvukezemgytlwevzatxxgpdded.org-——no_such_name, ip="*", server="192.168.2.1".
name=lgipffvdiktouudwtferguxrx.biz---no_such_name, ip="*", server="192.168.2.1".
name=hk2-eap.settings.data.microsoft.com.akadns.net, ip="52.175.39.99", server="192.168.2.1".
name=e1898.dspg.akamaiedge.net, ip="23.211.12.114", server="192.168.2.1".
name=pughuyljnxofzutmtkbvadahm.org.elecom---no_such_name, ip="*", server="192.168.2.1".
name=uvkhfztleahmzpbaibpgz.biz---no_such_name, ip="*", server="192.168.2.1".
name=gkfrayvxfmgwvtfaudurkofvxgmnj.com---no_such_name, ip="*", server="192.168.2.1".
name=www.google.com, ip="216.58.221.164", server="192.168.2.1".
name=easylist-downloads.adblockplus.org.elecom--—-no_such_name, ip="*", server="192.168.2.1".
name=kfvkjfmfpojzphrkbugmsgpsy.ru.elecom---no_such_name, ip="*", server="192.168.2.1".
name=fiasxivdaycagzearouoeabvbr.ru---no_such_name, ip="*", server="192.168.2.1".
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@, DGA % %19 % Analyzing Bot @ Script ®—§l % 759"
R: CHEDTN R HEER AT LAOT 077 5 TH
L. ZORT, AUl b HE0IE, R OBEBOERLIR
DITICHEN TN D Z 2K T K1 OFTERSNALTVD
R ®BA% @ dgaList I%, Z#LE1D Agent bot TINE X 7=
domain-list ®F —Z 22\ T, DNS ~DORW&bhE %217
TeARARD P 7T RLAL, —EHHENICZDRA R
DNS ~fiW&ibE a7 o7l L, R Lz &, fffT
AT BRI O Y A N EBERLT 5.

R: dgalist<-function{df){ BF

R: dgaXlList <- as.numeric(NULL) i

R dfy=split{df,df$QHOST) &5

R ly<-labels(dfy) 55

R dfx = split(df,dfINNX) HH

R dfx2e- dfxg’*’ £5

R dfx3<-split(dfx2,dfx23QHOST) eg

R hn <- length{dfx3) i

R 1x «<- labels(dfx3) i

R for( 1 in 1:hn){ 55

R dfxi<-dfx3[[1x[1]]] ES

R: ann<-nrow(dfxi) 37

R nan<-nrow(dfy[[1x[i]]]) 33

R z<-Sys.time() HH

R xline<-paste("date=",z, 33

R ", ghost=",1x[1i], 33

R ", number_of no_such_name=",nnn, ;;

R ", all request_number=",nan, 33

R ", ratioc=",nnn/nan) HH

R dgaXList <- append(dgaXList,xline) ;;

R ¥ -

R return (dgaXList) HH

R: }

11 7y 7o, DGA Z k3 % Analyzing Bot @
Script ™ —6

Figure 11 A part of the Script of the Analyzing Bot
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