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An Attempt to Detect P2P Communication
by the Malicious Botnet Capturing Network

TAKASHI YAMANOUE!

Abstract: A malicious botnet capturing network (beneficial botnet), which tries to cope with peer to peer (P2P) networking of
malicious botnets, is discussed. In order to cope with such botnets’ technology, we are developing a beneficial botnet as an
anti-bot measure, using our previous beneficial bot. The beneficial botnet is a group of beneficial bots which are Agent bots and
an Analyzing bot. A P2P communication of malicious botnet is hard to detect by a single Intrusion Detection System (IDS). Our
beneficial botnet has the ability to detect P2P communication, using collaboration of our beneficial bots. The beneficial bot could
detect communication of the pseudo botnet which mimics malicious botnet communication.
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4)  Bot OFEITHRITEBE NNy 7 7ICEEXZEND. XE
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Ml wiki X—UICEE ZENS.

X 31T script & E 2 wikiX— OB &R T, result: DT

L VRTOES A script DA< RETR T ATHY,

result: &L V%DM NFETHRTHD.

objectPage http://wwv
device yamaRasPiDp9 1 or yamaRasPiDp9 2 start after no w
command: set readInterval=60000

command: set execInterval=0

command: clear sendBuffer;

command: program exl

program: s=0;

program: for i=0 to 10

program: s=s+1

program: ex ("service", "putSendBuffer "+s)

program: next i

command: end exl

command: run exl

command: ex("service", "sendResults.")

result:
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NAT or Router

Bridge-W

:‘l

$ Buffers

Wiki Access Engine

Filter/Controller Script Interpreter

Traffic Controller ]
(tcom}

DAQ(Pcaap4)) Agent Bot

Bridge:L Windows Virtual Machine

Sub-LAN

4 Agent Bot DRk
Figure 4 Structure of the Agent Bot

(© 2018 Information Processing Society of Japan

Vo0l.2018-10T-42 No.3
2018/6/28

2= R command: THE AITICENPN TN, v
7 AL program: 22 BIRE DITIZE DN TV S, Z D Script
3,1 25 10 ETOMEFEL, ZO@PRELHED T,
result: LVRIZEEZATND.

o< K& LT, “set pageName <page-name>" & “include
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N F U T EAT D %, P-C2-Proxy Tfiis) STUN H— 3% &) (NTP)TiE72 <, 73, 53 (DNS)TIZARWVH DD v kD

ALTRS ([ 6). WHMaED D2 L &R LTS, @ 912 Agent bot AMULLE

(4 Gameover ZeuS 13 F1 1 bot |~ P2P B2 OHEE R I 2 5 L7 — 2 »EX 2 En7z, Agentbot O object page O —Hl

Y UTIER LT, R, 8 @ script 1L[X] 9 @ include =~ > FIZ L Y A
AENTND

FBRTlE, P-C2-Proxy IZE iz~ K%, P-C2P-bot 3
30 FHZ—[EFAIAAL T, FE P2P Xy hT—2 0, fthod
P-bot |ZHEDE & 72, P-bot 5 & U P-C2P-bot [4]iZ, UDP 7~ —
IVEHERFT 5728, 20 B2 —[B, keep alive & & D ack /X4

LLUFIZ, 14 Gameover ZeuS @ P2P#{E %4 & b 2 7= 147D
L1TOFI 2R
cmd=get repeating, date="2018/04/14 17:03:19 +0900",

. 1no=3299, if=1, smac="bc:5c:4c:5d:1c:cd”,

v hORY &Y BfThE T, ., .,

EE oy R T—5 dmac="b8:27:eb:cb:d6:38", prtcl=udp,
32 KRR sip="192.168.13.160", dip="192.168.2.100", sp=34724,
Beneficial botnet 7% P2P {5 DM ZEITH Z &N TE D) B

dp=33331,

BNEMD DI, BT CRTRBROTD O bot B shalpayload="9dac7a7beb944a7193847a3d0fbcc370d13
L:{/‘é’] GameOVer ZeuS %EEE L/f:* b4 ]\ U — 7 %Tﬁ% L/, {’%’I a5838”’ payloadLength:46} payload:broadcast
Gameover ZeuS & beneficial botnet % Bh{E X &7, id=3394824 tt1=3 cmd="message test".....

3.3 Agent Bots O script &EITHER

8 |Z P2P il {5 Z N7 5 72 D, agent bot D script Z 7~
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9 Ts/r L 7= Agent bot @ Object page (ZITLL FIZART,
LAN-2 & LAN-5 O T/7 v RBSBEI L7 2 & 2R34T
LEERL TV,
lanl= 1 ,date= 2018/04/14 17:03:18 +0900 ,smac=
b8:27:eb:2f:33:cd ,dmac=  bc:5c:4c:5d:1a:c9 ,sip=
192.168.2.102 ,dip= 192.168.13.150 , lan2= 4 ,date=

2018/04/14 17:03:17 +0900 ,smac=
be:5c:4c:5d:1a:bf  ,dmac=  b8:27:eb:3a:6b:fa ,sip=
192.168.13.160 ,dip= 192.168.2.102 ,shalpayload=

9dac7a7beb944a7193847a3d0fbcc370d13a5838 ,payload

= broadcast id

% ® Object page IZ1£ LAN-3 & LAN-4 IZHI AV 9% P2P i#
18 DFIEE RTATIZ R DN o T2

8 ™ script 1% host list & domain list & {779 %. Host list
L EDRLD, ED LD 7R A NS sub-LAN IZHEHE S LT U
EDEMBIZDIES ZENTE L. L—F° NAT 0O
A1, 120 MAC address 1Zxf L CTEL D IP 7 K L ARk
O 5NDEDT, —2 NAT NDEDKA MNEMD
ZEHTED.

set readlnterval=180000

set sendInterval=180000

set execlnterval=0

tcon clear all.

command: set reportlength=600

command: clear sendBuffer.
ficommand: tcon get repeating unicast over 300000.

command:
command:
command:
command:

command: program ex]

program: ex(“tcon”, "set repeating number=20.7)

program: output10=ex("tcon”, “get repeat ing unicast over 60000.")
program: output11=grep(output10, "pricl=ude”)

program: output11=grepNot (output11, "do=123,")

program: output]1=zrephot (output 11, "sp=123,7)
program: output11=grephot (output11, “dp=53, ")
program:  output11=grepot (output 11, "sp=53, ")
program: ex("service”, "print In "+output11)

ex("service”, "putSendBuffer "+output11)

program:

program: output20zex("tcon”, “get hosts.”)
program: ex(“service”, ‘print In "output20)
program: ex(“service”, "putSendBuffer "+output20)
program: output30=ex(“tcon”, “get domain-list.”)

program: ex(“service”, print In "output30)
program: ex(“service”, "putSendBuffer "+output30)
#command: tcon get dhcp-list.

ficommand: tcon get arp-list.

command: end ex]

command: clear sendBuffer

command: run ex]

command: sendResults.

8 I T D Agentbot IZxtT D477 %4T 5 Class page
@ Script

Figure 8  Script of the Class page to direct all of agent bots
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Client pag cmd=get repeating, date="2018/04/14 17:06:51 +09007, no=4379, if=1, smac="bc:
es cnd=get repeating, date="2018/04/14 16:56:29 +0900”, no=836, if=1, smac="bc:5c

v Testl cnd=get repeating, date="2018/04/14 16:56:34 +08007, no=898, if=1, smac="bc:t
» javatest cnd=get repeating, date="2018/04/14 16:56:34 +09007, no=934, if=1, smac="bc:t

ond=get repeating, date="2018/04/14 16:56:38 +0900", no=1002. if=1, smac="hc:
EN020F; ondeeet repeating, date="2018/04/14 16:56:42 +09007, no=1040, if=1, smac="be:
2018-04-14 ond=get repeating. date="2018/04/14 16:56:42 +09007, no=1089, if=1, smac="bc:

» LanControllerCl
ass2

cnd=get repeating, date="2018/04/14 16:58:45 +0900", no=3035, if=2, smac="b8:Z
ond=get repeating, date="2018/04/14 17:05:40 +09007, no=4078, if=2, smac="b8:

» expl-4
= i it SETL [ T i s
9 120 Agentbot ™ Object page D
Figure 9 A part of the object page for an agent bot
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J MVIZELDTND,
PUFIX, FEBR AT - 72FEIZ, Analyzing bot @ object page IZ
EFEPNTRERO V727, 20, B 11 TRTEII
73y FAYLANL 725 LAN 2 [ZHALZ FIREMED @ 2 & &
RLTWA. lanl=0 T LANI, lan2=1 % LAN2 % %"

s
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command: set readInterval=300000
command: set execInterval=0 Part(a)
#command: set sendInterval=300000
command: set sendInterval=0
command: R exl
R: print("start")
rm{list=1ls())
p2pPacketList<-function (vec) {
p2pList <- as.numeric (NULL)
vecLength <- nrow(vec)
for(i in 1: (vecLength-1))} {
for (j in (i+l):vecLength) {
x<-vec([i,]
y<-veclj,r]
if(!is.null(x) && !is.null(y) && (xSSHAl == ySSHAL)) {
if (xSNode != y$Node)
if (as.numeric (abs (as.POSIXct (x5Date) ~as.POSIXct (y§Date) ),

units="secs")< 5) {

aLine <- paste("lanl=", =xz5Node,
",date=",xS$Date,
", smac=", x$SMAC,
", dmac=", x5DMAC,
",sip=", x5$8Ip,
",dip=", x5DIP,
", lan2=", ySNodse,
",date=",ySDate,
", smac=", yS$SMAC,
", dmac=", y$DMAC,
",sip=", y$sIB,
", dip=", y$DIP,
",shalpayload=", yS$SHAL,

", payload=", y$PayLoad )
p2plist <- append(p2pList,aLine)

1
1
}
return (p2Zplist)
1
ommand: end exl

R ERERRERREBERREREBERERREEREEBERERE

10 Analyzing Bot @ Script O —3f
Figure 10 A part of the Script of the Analyzing Bot

1

v
192.168.13.160
NAT

e TR e e e e = e = =

; 192.168.2.102

Pseudo Gameaver Zeus
P2P Proxy Bot

Pseudo Gameover Zeus
P2P Harvester Bot

11 “lan1=0 ,--- ,sip=192.168.2.100 ,dip=
192.168.13.160 , lan2=1 -~ sip=192.168.13.210 ,dip=
192.168.2.102 ,+-" NZ DA RENZ LT/ v b OBH)
Figure 11  Path of the packet which is estimated by the “lanl=
0,...,sip=192.168.2.100 ,dip=192.168.13.160 , lan2=
1,...,sip=192.168.13.210 ,dip= 192.168.2.102 ,...”

lanl= 0 ,date= 2018/04/14 17:06:50 +0900 ,smac=
b8:27:eb:cb:d6:38 ,dmac= bc:5c:4c:5d:1c:ed | sip=
192.168.2.100 ,dip= 192.168.13.160 , lan2= 1 ,date=
2018/04/14 17:06:51 +0900
be:5c:4e:5d:1a:c9  ,dmac=  b8:27:eb:2f:33:cd ,sip=

,smac=
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192.168.13.210 ,dip= 192.168.2.102 ,shalpayload=
f14db4dae7al39cde5185267b8d353498850122b ,payload

= broadcast id

object page DFERHFITIILL FTOITHEENL TV, Th

I3 LAN-2 & LAN-5 O T/7 » FABE) L 72 aTREMED =

WZEERT.
lanl= 1 ,date= 2018/04/14 17:03:18 +0900 ,smac=
b8:27:eb:2f:33:cd ,dmac=  bc:5c:4c:5d:1a:c9 ,sip=
192.168.2.102 ,dip= 192.168.13.150 , lan2= 4 ,date=
2018/04/14 17:03:17 +0900
be:5c:4c:5d:1a:bf  ,dmac=  b8:27:eb:3a:6b:fa ,sip=
192.168.13.160 ,dip= 192.168.2.102 ,shalpayload=
9dac7a7beb944a7193847a3d0fbcc370d13a5838 ,payload

= broadcast id

,smac=

object page D HIZ{X LAN-3 & LAN-4 T p2pilfE 2MThi
TEHRITAL TSR o7z,

4. 4 PBAEIRRE

4.1 AAFID

Autonomous Agents for Intrusion Detection (AAFID)[11]1%
Fx @ B botnet & [FARIZ /T HLIDS O agent DIERTH 5.
Z DI AT AL, agents & transceivers & monitors THERK,
SN TS, AAIF @ agent & Fix O agent bot 1%, &H 5

tbavr Nk THilflsn, BET—2ZNET L
Sy CHLL TV, Agent AAFID @ agent (3 client host (Z
install SALTWBDIZKH LT, Fx D agent bot i LAN &

FON—F I NAT V—Z ORIZEEIND. xOR
% botnet MEHRF X agent bot % client host DZILZE LI
install "5 M E(X72\ . AAFID @ monitor & transceiver
X, WH LY agent e END T —XEHED T, THEMBIT
25 THEELL TV 5. AAFID @ monitor | wiki ~4—3
@ script THII SRV DIZXT LT, Fx D agent bot X°
analyzing bot % wiki ~X— " ® script THillf#l S 41 5. Agent [H]
DIBEH ROV TIE, AAFID (IZOWTITER S LT
WDIZ LT, Fex D botnet 1 wiki API Z1{# > T\ 5.

4.2 Man in the Middle Attack

F 4 @ agent bot (F—FH?D man in the middle attack[3] Z1T
STWD EMIRTHZ Lt TE 5D, Agent bot ITX - T,
sub-LAN W% < O@E L HIHRETH 5. Fex T Agent
bot 2% dark side (ZfTV/R WK I IZHEBETILERS S.
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43 KASEYA and UNIFAS

Kaseya /%Y 2 AEBEY AT A[8]X° Furuno Systems O
M LAN 7 7 ZAKRA v MEB Y AT AUNIFAS)[12]1%
beneficial botnet & [FtkiZ, EMMIc=—Y =z s T
LD Web — N7 78 AL, ZZI2E N EREx
—Vxr MRFETL, #ERE Web —MIIZRTZ &%
ToTWh,. ==Yz hFu s 7L Web — 3%
NAT Z# X CHEIZEETE S, LrLAeRb, Zabo
VAT ATER 2V T o bR EE Lich O TRV,
Fo, TNHDY AT AR L L7z Web — "2 03 &4
2.

5 BbviZ

BAERIEZIT > TV 5 EME botnet [ (beneficial botnet)
IZEoT, =T =7 ®P2P WELXZHRITE AAEEMENH
52 L& LTz, Tk D beneficial botnet |L script % F&#H
T B0 wiki ~— L F D script O interpreter 7> S A
SNTWD. FHEER AT 5 %, BME botnet OIE(E 4 42
%1% Gameover ZeuS  {ERK L7z,

IR RUT LAN-WAN 1815 25 I (2B O THRA RIS
BT ZOMEELE LT E R bR, EXa T
4 O EZORFESL LETH S, Zoft, FIHLLT <
THEOIT, TRy TOFERREICOWTHYET D4
EHRH 5.

ABFSEO—F X ISPS B 16K00197 OBk A = 1F THE
fiLE L7, B botnet 38 L OEOBAFERIZHIH L 7=
PukiWiki, Java, Pcap4], Eclipse, Eclipse Egit, M2Eclipse,
Apache, Apache http client, twitter4j, Raspberry Pi, Raspbian

BRREH, EROEE Fia-> T NI RARE IS L E
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