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A Study of the Usage of External Module on Android Applications
using Dynamic Analysis Environment with JDWP
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Abstract: A lot of Android applications(apps) contain external modules that developed by third parties.
However, some external modules send information in the smartphone without notice, which make issues of
leakage privacy information. To reveal this issue, we built dynamic analysis environment using JDWP and
analyzed apps in the official Android marketplace. In result, we understood existences and impacts of exter-
nal modules sending hardware identifiers. In this paper, we report that the usage of privacy information by
external modules.
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{
"time”: *17:06:36.216”,

”reference”: ”java.lang.Thread”,
”"method”: ”start”,
7signature”: 7 ()V”,
7pid”: 0,
"tag”: "CALLED”,
7thread”: {
7id”: 7179007,
”"name”: "pool—1—thread—1"
b
7 api-infos”: {
7stack”: |
”java.lang. Thread.start”,
”java.util.concurrent. ThreadPoolExecutor.add Worker”,
”java.util.concurrent. ThreadPoolExecutor.execute”,
"bje.run”,
”java.util.concurrent. ThreadPoolExecutor.runWorker”,
7 java.util.concurrent. ThreadPoolExecutor$ Worker.run”,
”java.lang.Thread.run”
B
7this.id”: 17901
}
b

2 API L —20 7 DHl
Fig. 2 Example of API tracing log.
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Fig. 3 Numbers of apps that fetch and send global identifiers.
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Fig. 4 Usage of each external modules and numbers of found
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x2 EEEV2- Lo TRREINDE T E— 0 ID OZAL
Table 2 Changes of global identifiers sent by advertisement

modules.
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Ad B UUID, Ad ID 1
Ad C Ad ID 2
Ad D Ad ID 5
Ad E Ad ID 2 Ad ID 11
AdF Ad ID 3
Ad G Ad ID 9 Ad ID
Ad H Ad ID 2 Ad ID, Android ID
Ad1 Ad ID 10 UUID, Ad ID 25
AdJ Ad 1D, IMEI 6 Ad ID, IMEI 2
Android ID Android ID
MAC Address MAC Address
Ad K Android ID 8
AdL Ad ID 1 Ad ID, MAC Address 1
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% 3 App f#&ftsi & Ad 01, Monitor 03, Support12 A3HlAGA E
7z App 8
Table 3 App’s releasers and numbers of apps contains Ad 01,
Monitor 03 and Support 12.

AdO1  Monitor03 Supportl12 | #2{ App
=40 01 1 1 EBEX App
LT 02 2 2 E¥E X App
et 03 3 3 EHEEHE A App
LT 04 8 8 EHEEZ App
A6 05 2 1 HEE R App
AT 06 1 HEE A App
AT 07 1 1 HEE X App
LT 08 1 EEEA App
AT 09 1 EHEEZ App
45T 10 EHEEZ App
T 11 4 HEEZ App
T 12 1 i A Bt App
Rt 13 2 Vi A B i# At App
4T 14 3 2 EHEEEZ App
ekt 15 31 Widget App,

MYy 2 App
At 16 14 | HE¥EZ App

572279 =L ID 1% Android THIH T Z 72\ . Android
IZBWTSH, IDFV O & 5 2 fgffto#ifiosm— v ID %
R B T LA & o THARFBIED BN — B0 o 75+
OMAZMZ 28R 2 MFHEI NS, F72, Android ID i,
2017 4£ 8 HIZ VY Y — A X N7z Android 8.0 IZ5 W T App
BN THENET 23 T ITERRBERE I NS 8] 729,
4 # 0 Android ID OFFMEFIAEH SN 5.

X 4 T, < OMMEEY 22— T UUID & Ad ID 23%
HEINTWaD, —HATHEHEY 2—ILD% < A Android
ID & IMEI 2RH L TWAIHADIH S & 7m0 7z, 412
BWT, FEYV2—UAREET S8 —00ID EF U4
WHEYa—NVTEEZ-TWE, ZDIZ &5, App P
ARAENTZHBED 2=V D=V a3 Tk >T, SEEE
Va— VOBIENRELRD ZEBHEIND.

T 51T, M4i12HWT, Android ID, IMEI, MAC 7 K
L A DEE TR 72 Ad 01, Monitor 03, Support 12 iZ
DWTHMR T 21T o 7-. T OKER, App ORHLILIZD
WTH 3 D& BRI ERAE SN, K 31E, Ad
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MAC 7 R LV A DEEPHER X N7z App DAL & $2 4t
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Ad 01 382455 04, 11, 1512 ko> THEAIZHIHINT
WA Z Y hRbh o7z, Monitor 03 B [EERIZEMALT 04, 11
Lo THHINTWAEADH 7. KT, Support 12
ZALARATZ App 13T NTHHEE 16 IT X o TR N T
WBZEeWbohrolz, £/, R3IXBFFRMTDELL
1%, Android DA —ALBEEORZHE I AXYA AT 57
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