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DoS attack against the Web Browser using the browser storage

Ryo Kamikubo''  Taiichi Saito™

Abstract. Web browser has a storage function called cookie. A cookie is sent from a web server and stored in browser. WebStrage
is another storage function included in HTMLS5. It is implemented in most browsers and can be easily used. On the other hand, a
DoS attack method against web browser using the browser storage, cookie, are known. For example, attacker uses an XSS
vulnerability of the site to set up a huge and longtime cookie in the browser, so that the browser can not access the site again. In
this paper, we show that WebStorage can be exploited newly as a DoS attack against Web Browsers, and report on its function and
attack method.
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(1) Big Cookie
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Cookie)x 77 UHICHET D Z L NHKS, —J7 HTTP H
—NEZTEI D HTTP ~v X —H A XD ERRHY | &
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3. WebStorage
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3.2 sessionStorage

sessionStorage (X v ¥ a VDT — X B RFT 5, T—
Z DERAFIMIZ =R T, EETOZ TR 4 FUIZIR
ESI, LS T —FITHIBREN S,
1) T 0EE
key \ZHRIGT BT — # (value) & R1E T B IZITR D L 51247
9o key IFEFLAMZ B FIAAHETH D (B 21X X F, LF
F),

sessionStorage.setltem(key,value);

key IZxHn9 57 — X #BUGT HITITRO L 912179

var item = sessionStorage.getltem(key);

function bigcookie() {
document.cookie ='"EL K727 — &',
b
X 2-1 [Z RO O web ~—T Th 5,
— O >
http://localhost/bigcookie.h X | =4
€ @ localhost/bigcookie.html ¢ Q#F » =
helloworld | set bigcookie
higcookie
2-1 bigcookie BRI D ~<—
Figre2-1 bigcookie attack before
2-2 1% BigCookie B D web X— Th 5,
— O >
400 Bad Request O
€ @ localhost/bigcookie.html ¢ | Q#F » =
Bad Request

Your browser sent a request that this server could not understand.
Size of a request header field exceeds server limit.

Cockie

Apache’2.4.23 (Win32) OpenSSL/1.0.2h PHP/5.6.24 Server at localhost
Port 80

2-2  bigcookie HEHZ D N—
Figre2-2 bigcookie attack after

Cookie

Erednet

. localhost 1565597737

2-3 kv FENTZEKRA cookie
figre2-3 set bigcookie
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key IZxH 9 BT — & OHIBRIZLL T O X 51297 5, clear()%
17 5 & sessionStorage WO T — X NEHIBR S LD,

ver item = sessionStorage/removeltem(key);

sessionStorage.clear();

3.3 localStorage

Oty a T2 2 RETLIHAICHENESND,
RAFSNT=T — ZIFTHEAER RV R Y KEET D, AR
{EIZ sessionStorage & [F] Uz M3 5,

LLUFIZ Cookie . sessionStorage, localStorage D7 — & D
WEE LD D,

#3-1 V=T ARL—VIZLDT X O H
Table 3-1 Data handling by WebStorage.

T—EOf | T—FEO LR
231 R
Cookie FEEWRE | 4KB
TH )
sessionStorage | ¥V « K | 5MB/origin
AR A
PALZET
e
localStorage TK A 5MB/origin
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localStorage M54, sessionStorage % localStorage |2 & X i 19k L 5l
2B 1 DOF—ITHIET 57— 4 (valu)lk SMB 07 % 2 P
b= 2, o
var storage = sessionStorage; L —
fllIlCtiOIl set (){ 'Bgli?fgfhg_‘*- ‘IESEZ él;(964 MB) ;1;:;/”3
var value = REN7—5;
for(i=13i>0:i++){ bisMB 2848
storage.setltem(i,value); 4-1 sessionStorage |Z & 5 B EIF A £ U {ifi | #(Firefox)
} Figre4-1 Memory usage rate at attack by sessionStorage(Firefox)
4-2 EBRRE
RBENBOT T UV EHEIEDLa L Ea— X I TOR gﬁgyzmm Y 16068 DORS
HThs, e e g
05 windowsI0Pro g e e
CPU  {7-6600U 2.5GHz*2 “ |
RAM  PC3-12800 8*2GB e I - <
Storage ~ SSD235GB
W H web ~— 1T apache2.0 Z VT —H /VICFHE e
FBR7 7 UL T TH D, [ ] 5es o
Firefox54.0.1 64bit Bluetooth e é‘;‘(m - oo
Google Chrome60.0.3112.101 64bit e e
/NnternetExplorer] 1 11.540.15063.0 AV
4-3 EBRFIE

4-2 localStorage |2 J 2 BB A £ U fif H 3 (Firefox)
Figre4-2 Memory usage rate at attack by localStorage(Firefox)

BEF web XR—V % 7T UYRLHAE, ZORKORKEE ¥
AT F—=Tx RN V=R =4 TER, 77 07FIC
TENENEREIT I,
4-4 HER
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sessionStorage, localStorage & HIZHBRFOEBEIXH E Y
IR oo, WBEEATY OFEHRITERREO 2 g
Ea— 2 BRI e e ERR 15.9GB £ TR < Z & &k
WU, EELBFIEA ML —VOEF bR LT, KR
BHAG DK 120 BN DA ML —Y D EERBEY . A ML
—VDZEXFNHK S0GB U1 LT TUYNRT Ty a FfIC
T HEMEE MR LT,

B =EEs 167,568,330,752 /{1 b 156 GB
ZEEE BS,756,092,416 /{4 b 79.8 GB

253,324,423,168 /4 b 235 GB

i

FARIDIY-UTyF(D)

43 BOEFIDOA N L— YOk HE
Figre4-3 Storage status before attacks
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BE: 253,324,423,168 /14 235 GB
Fs{7 C TAAIDI =T (D)

4-4 HEEHOR b L— DR EE(Firefox)
Figre4-4 Storage status under attacking(Firefox)
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Firefox DAECRISET.

I0YTEEE

X 4-5 7 ZUYDY T v = (Firefox)
Figre4-5 Browser crashed(Firefox)

* Chrome

Chrome T % Firefox [F]5k(Z sessionStorage & localStorage |2
Eoarva—2IlEARBOEIIREEN, LL
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4-6 sessionStorage B X %€ U (Chrome)
Figre4-6 Memory usage rate at attack by

sessionStorage(Chrome)
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4-7 localStorage BB [E A € U (Chrome)
Figre4-7 Memory usage rate at attack by localStorage(Chrome)
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4-8 WEHD X | L— Y OMRAE(Chrome)
Figre4-8 Storage status after attack(Chrome)
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3 5-1 WebStorage DoS B D FA
Table 5-1 Evaluation of WebStorage DoS attacks
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