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Abstract: We have been operating an integrated authentication infrastructure based on Shibboleth in

Kanazawa University. Currently, we only use ID and Password for authentication, but we consider to intro-

duce a risk-based authentication to enhance security. In this research, we analyzed the log data of the past

authentication records in the authentication server, and propose some criteria and algorithms appropriate

for the risk-based authentication. Finally, we summarize the evaluation results obtained by the simulation

according to the proposed criteria and algorithms.
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1

Fig. 1 Acquisition process of a network name.
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Table 1 An example of network names and access frequency

of a typical user (1).
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Table 2 An example of network names and access frequency

of a typical user (2).
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2 3

Fig. 2 Percentage of users using the top 3 networks.
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3

Fig. 3 Risk-Based Authentication Algorithm

1 30

1 10

20 2014

2015 2

1,000 Python

2

4

3 4

3

25 50 75

1,000

250 500 750

2 465

3

Table 3 An overview of simulation results.
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4

Fig. 4 A distribution of users.
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Fig. 5 Changes in the access count.
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