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Development of Erroneous Mail Transmission
Prevention System Based on “Spot the Difference”

KenTO OU! RIN NISHIKAWA! NARIYOsHI YAMAI! Naova Kitacawal

Abstract: Emalil is one of the most important communication tools to support social activities and it is
indispensable especially in business activities. However, many information leakage accidents caused by er-
roneous mail transmission have occurred every year. In this paper we propose a method to prevent users
from information leakage accidents by erroneous mail transmission. This method intentionally includes some
typos in recipient addresses and has users fix them to prevent address mistake, which is the most cause of
information leakage accidents. In addition, we propose another method for attaching wrong files, which is the
second most cause of information leakage accidents. We have developed a prototype system introducing the
above two method as an add-in of Microsoft Outlook. We expect this system decreases information leakage
accidents effectively.
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