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Abstract: Recently, unlawful access often happens caused by users’ mistakes of password setting, e.g.
password-list-attacks. Therefore, proposing/implementation of other authentication methods, which are
used together with password authentication, are urgent. Meanwhile, CHAP is used a lot of services over
the Internet as de facto standard. Therefore, it is not easy to change a new authentication protocol into
CHAP. I propose a new method which can send many types of authentication codes using intact CHAP with
revising calculation on user terminal and servers. As a result, a multi-factor authentication over existing
password-authenticaion protocol can be realized. In addition, I propose a revised method of my proposal
using a proxy server because of continuity in services. Furthermore, I structure a test system using proposed
method and evaluate performances of it. By using my proposal, other authentication method using password
authentication together can be realized with a minimum cost burden.
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Fig. 1 Structure of telecomunication devices under PPPoE over optical line.
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Fig. 2 Procedure of CHAP.
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Fig. 3 Packet format of CHAP.
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Fig. 4 “Challenge” packet format of CHAP.
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Fig. 5 “Response” packet format of CHAP.
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Fig. 6 Procedure of a proposal using concatenation of verifying information.
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Fig. 7 “Response” packet format of a proposal using concate-
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Fig. 8 Procedure of a revised version using a proxy server.
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R ARFE AT BT “Response” TEPFIZHERF SN
2.

Hi(o,B) s T &y 28 o 2HWTT—% 3
Ny vaAfb).

| : AIEOEO L.

A.1.1.2 7O MJaLFE
CHAP kI, 8% AU L BFERETIE “Set-up” &
“Authentication” ® 2 OND 7 = —APHA. ZO7FH b3
VFEIZOWTE A1 IZRTEEDIC, TZNEND TR
U TIZHT 5.
Set-up:
(1) 2 —%id=2—
5.
(2) = PW &AL TH—3]
(3) —=FIF S 5T K, ...,

ZHW 2 B (82T —

WL LTID 2% —NI2%E

IEETA.
SK, @B L TH—

BEES
(4) F—=NFESN/2ID, PW,SKy,...,SK, % [#
T TEHRT 5.
Authentication:
(1) Z—PFIEREREZERE LTID Z ¥ —NIZEET 5.
(2) F—=NZCZERL, 2OC E2L-FITERET 5.

(3) =X PW £ — 1 BbRELE C EH0T
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R «— Hg(PW||SKi]...||SK,,C)

REHE TS, COR AV —NICRHET 5.

(4) =231 PW,SKy,...,SK, & (2) THRB L7

CEHwT

HK(PW”SKIH ce HSKnaC)

%ﬂ%b,:@%ﬁﬁ%ﬁl—ﬁﬁgﬁﬁttR’
—HT LRSS, L ORI, A
~ﬁ&%m£%%at Z DGR 2 L — I
AT 5.

Al2 TOx Y -—NBERRAXNODZERL
A.1.2.1 5

COFIZBWTHV LR TIIUTOLEB) TH5.

ID':D—W%%W%

D HE O CHAP TREEFL
b?&k).

SK; . LB 5 1w 2 4@ (PW DAMCREREICH
WATEH (72 & 230K E A TE R ARG 555
h%@%%ﬁ)#%i&éh%@)hgign,nu
PW % B\ CREEEICH W B 1RO M %] .

C . FFER I CEL AR g I L D s s F v L o D,

R #H D CHAP THWHNA L ARV A,

R et B2 BT “Response” THEEEIZ
A 1H.

Hg(a,B) i #fF &Ny V2 B azHTT—% 03
oy voaql).

ENC(a, 3) : il R 5

W 2 Rk (VXA T —

EREsh

2 X BT (#a ZHWT
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User
Existing Server Proxy Server
Setwp | ID Registration
PW Sharing
P SK, SK,. . P
S Sharing ... : :
v v v vy
ID, SK,, ID, PW, | .o .
D, PW }‘ SK,. .. SK, SKy. . | ... |
Authentication: | ="l Send Request Authentication Request <+
: Generate * Ne? e SedC |
Challenge C' | 1 2
: Send R, Re<-H (;DW o)
: " = <-Hg N@; :
hID&I D, - y
Jaaoncedgaconcoaaoon: With! D& Dong R’ <-ENC(SK,, v
...... I ... ENC(SK,, ENC(SK,,R)) ...)
R<-
DEC(SK,,
~~~~~~~~~~~ ... DEC(SK .1,
DEC(SK,,R’))
S Send
Yy VoY
Hi(PW.,C) Y ————— > ALK QI Case of ACK, Starting Communication.

X A2 TOFH—N"RELERFIFHOTFIE

Fig. A-2 Procedure of a revised multi-factor authentication using a proxy server.

F—% 8 &),

DEC(o, 3) © 3Bt 512 X 2185 (# o 2T —
5 B &, L ENC(a,B) [ZHIG).
A.1.2.2 7O KIJJIF|E
CHAP & [FEEIC, BRI X AFEEETIE “Set-up” &
“Authentication” @ 220D 7 = —ANHAH, ZHO7I 1
VEIEIZOWTHE A2 IZRTEEDIC, FREFNOTE
LU TICHAT 5.
Set-up:
(1) =P —HEFHKE LTID 2% —NIERF
T5.

(2) 2—=HIE PW ZAERK L TH—NIC

(3) —=HFIE 512 SKy, ...
WCEET 5.

(4) % — N iE % 5 N7z ID, PW,SK,,...
9%, ID & PW % B4

EET .
JSK, mERLTH =N

aSKn D
— NNl <, ID &

SKy,....SK, @ 70% % —1fllT, zhE
NI TEMT 5.
Authentication:
(1) Z—HFIFREREER E LT ID ¥ =N T‘ETZ;
(2) BEAEH — N C 2R L, 20 C & 2—HF (2%
59 5%.

(3) =W PW &F—"DHRELEC EHNT
R — Hy(PW,C)
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EHET L. COR%E, n A0/ N2 T — FLUALD
R S B L7 3@ SK, ..., SK,, %
W

R « ENC(SK,,... ENC(SK>,

ENC(SKi,R))...)

Y .

(4) 7uF %=L SKq, ...,
ZL7R #H\T

\_0) R/ i&‘}j-_/\ L{Dj_%)

SK, Lt 1—%nrb%

R« DEC(SKi,... DEC(SK,_1,
DEC(SK,,R))...)
ZEMEL, 2O REZBAAFT—NICEET 5.
(5) BEfF— 313 PW & (2) THEB L C ZHWT

Hy (PW,C)
TEHEL, CO)%T%%E%%W"D#“/%—/M%‘;“
FL72 R &E—FKT 5 MHERT —% L7558
EEIJJ, Zi_‘:@[tf%uuuiyiﬁik L %O)m,u ft%%
T —HIHAT .
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TaAt Bt (ExB)

1972 FFAE. 1998 R LHERF LS
HRA PR Lo B3 2000 4R ABRE
e Vi Bk S AT K 2 W K 15 R A
JeRbELATIERE T, RS EE
(Fk) (BLKDDI (Fk)) Att, (#F) =t
7 DDI &K@ EM7eAr GREE (FF)
KDDI fff5ei7, B (%) KDDI#AWIZEHT) &, 2014 45
FO AR 2R B LA 7 R LIRS 7. [R4EH
B RFE TGRS AT LT 5 0#, BIE
ICEB. W5 BTBLTNVIT) XL, FREx2) 74
DOWFFEIHES. BT HRBREYS, WEHERA 71 7945,
INSTICC &4 H. L (T%).
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