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BiometricJammer: Method to Prevent Unauthorized Capturing of
Fingerprint in Consideration of User-friendliness

Tateo Ogane™  Isao Echizen™

Abstract: Advances in high-resolution image sensors has increased the risk of spoofing through unauthorized capturing of
fingerprint with digital cameras. We propose a method for preventing capturing of fingerprint by being photographed without
causing users' discomfort in use of their fingerprint reader. Testing of our prototype "BiometricJammer" showed that it can
effectively prevent unauthorized capturing fingerprint by corrupting the fingerprint images, while maintaining user-friendliness

to use legitimate fingerprint readers.
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Figure 1  Principles of fingerprint sensors
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Figure 2 Images obtained with fingerprint sensors
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Figure 4 Adaptive thresholding
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Figure 5 Fingerprint images by the shooting distance
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INH— r h r>h
10 %% 20% 12.615 10.0 True
10 #% 40% 17.841 10.0 True
10 %% 60% 21.850 10.0 True
20 #% 20% 6.307 10.0 False
20 %% 40% 8.920 10.0 False
20 #3 60% 10.925 10.0 True
40 #% 20% 3.153 10.0 False
40 %% 40% 4.460 10.0 False
40 #% 60% 5.462 10.0 False
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