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Mis-operation Resistant Homomorphic Encryption
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Abstract: Let us consider a data (e.g., a medical record) is related to a keyword (e.g., a disease name),
and is encrypted by using a homomorphic encryption scheme, and let a server be delegated to compute a
ciphertext of a statistical value of data. Then, the server should NOT be allowed to perform the homomor-
phic operation against ciphertexts associated with different keywords. If such a mis-operation happens, then
medical records of different diseases are unexpectedly mixed. In this paper, we propose mis-operation re-
sistant homomorphic encryption, where no homomorphic operation is allowed against ciphertexts associated
with different keywords. We also consider secure keyword search since keywords might cause identification
of the patient, e.g., when the keyword indicates rare diseases. Finally, we give our implementation result of
inner products of encrypted vectors.

Keywords: Mis-operation Resistance, Homomorphic Encryption, Privacy Preserving Data Mining

1. o= (genome-wide association study) [19] L& [20] 72
EDIEHAMRES N TND.

YRR S 2 MM 22 L T el T2 47 Z DA M7 BERerED — 5T, YERIURE B O MEICBE L
KELICHETHHEALITI) 2 LN TE, B—RNIZZAI IR E O 5 & g U T WL L ER TE 2V 2
HEEZZFLETDZENTES. Gentry [12] IZ L DL ERHBNTWD., DFED (KRBT 7B AFRER) #
[R5 DR 7 & O HERITUIE 5 O FE R IZ MV, GWAS YA N HERU R 2 ST RE CTdo 2 Z L ILHE S 23 7
LaERE L V) T LIZE LS, B 5300 6 3SR

b R E TR

National Institute of Information and Communications LH—UOERERS S ﬁs, NO—EIDOWEF L DOWE LTI
s pemolosy (NICT) FRVNE AR (R ORI I 55 SCCR | k BRI AT R,
The University of Tokyo BUF CCA ZaME) Z#ET 52 LIXTE RV, 22 TH
e of el R OF P AETET B 2 & 10 LY, R 2 CCA
4 JST CREST AN A FRHTER T 2 g & RS (KH-PKE:



Keyed Homomorphic Public Key Encryption)” 424 &
T2 [9], [10]. S & HERURE 5Tl @ OABHgE L
1B EIT N % MEE R E SN B S A, T OYERIAY R g
ZRF O — IR L COIRERBHEAE 2373 — 5 C, HEFRA
HEGEZ R 7oV — ok L TE CCA R4 fRAET
D, ZAVE TABRMGEEATREZe X [15], [18], HEff & 54
RS 5 [17], ) & HEEAL ID X— XI5 [9] 72 E RS
SNTVD.

1.1 HENR: FEILEREREES

BT X YEFEAIRS S 2RI 5 2 Lk, “HESHERITLE
HEATH) ZEMTEDLDY ZHl#T2Z LIXTX 50, #
RO RN B L Clddgmontin d 5. Bz 137 —#
HEH (R L) N¥—U—F (F& L) ([ L
T—=H (ANT73E) ZEFL, £ DOREE KT 5 KR
A2 — IR T BB EZE 2D, RBX—U—F
WY —NZH SN2 G A ITE AR E S LD 5E (FERIC
72RO ERE) #BEL, P— N L ThF—TU—
RIIHESND EBETD. SEERDD 7Y (FlZ1X
JERE OYRRER) 2V — ICET D & ST A
HAEZITV, 20RO S X ZEHICEN, ZEE T
DI Z L2 5T 52 & TREEDEHRELHL Z LR
TED. ZOFNZIHBNT, 225908 12 B2 53
W2kt D ERIAE R 2 Y — N ICFF Al 37 5 R & Tl L
P L7278 B BUR O Y[R UG 508 ) & MERI LG 5T, 2
DX D T o T HERIRE LA B S AL THA R <, RIS
o TR SN0y, b L ITHEHED S IR T& e
WENh b, T TR X —U— FICBEER WK 53
ok LHERIRIE S 21T 0 & LRI Es 2 %95 “%
W5 22 iR (Mis-operation Resistance)” BERENEEND.
FEDRfERERE A ENRT DR E LT, ¥ 7 X— A
6] DEDICHD XU EWEIIHNT S 2B
2 5. W53 HIR T 2 IERARN RN &0 D
2T HERAVDZEITERICHERTHY, B Inx—U—
RIZBBEM W TWAZ D, F—U— K2 7 LT
ZENERTHL LS ICBbRS. L Lans, JikL
B X —U— R HETREERTHD. 2T, T
TIIMRBRATRERE B OMAAR A HATH I L 2B 2 D.

1.2 REGHERETDRR

O HREE & LT, YERIRIRE 5 & BSR ATERSE 75 (pub-
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PEKS/PKE [3], [21] ZMEE STV 203, AN SH5
DUEFTINEZRIE L2220, £8 D A faRishE & 2+
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L. =3 D X — U — NI T SRS sns st
T HWERBIHE 21T 5 56, T RBOMEH TR 50 E
B5 L, 150 ERBIK 5 5 O 5302 % L, HE[EAR
WEZITS. LrLens, 2o @SRk~
RTAV Y ML, FTH—U— RO[EERSOHEST &
BT LHZMLERD D, £, V=B EEOX—T— A
DWEHEZEHT L5548, ¥—U— NI X b FUERRR =
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WX T AMERERBH T v 7 KT L35, BRI,
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FERVD R EBRDINEIDEHRT D, REDTZDITEX
ZTOLDEREEIZEDBHLENRD Y, T772bbR4 Z5R
TIDICANT Y —NIZE 2 BVNENRGH 572, B
Abdalla & OFERLZ BT 2 721 TiE, 85 e fElRigae
BRERT D Z LITTE R0,

1.3 FWXOEHM

AFwICTIE, £ 5 2 fabtee & Fr MRS B 2 2 =T
%. LT, Mis-operation Resistant Searchable Homomor-
phic Encryption (MR-SHE) & FEOYN, AR OBEREZ R —
F45.
T—RMWEM: ¥—U— KT —% LBRRFRCR S,
BE XM BEF—T— F&T—ZIZBET D MR L 722
V (PEKS/PKE & [FI£R).
BB Zaed— U — MR & 328 (PEKS & FfR).
BT ZERBME: ERBEERL RV — IR LT
YERBIE R 237 S 7, 7o CCA Btz Rt 5 (8%
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t.» + MR-SHE.Trapdoor(pk, sk,w")
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else return 0
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MR TFIE & MERTIBEEL T /L ) X AP C ORGS0 IE 2 M
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TY XATIEID EREBLEDWFEATTE LT, 7
ZHATHE, F—UV—FEKEZMD Z &7 MR BER %
1TOENH D7, gt & HERIR ID ~— R K5O R T
BEHETEINT g 2855 2 LT, glg—™ = (g7 'g¥) "
LEHET D, RBEAMEOREMER TITBERE NER L
e —U— R (wg,w?) X 2B ATREM: 2 Bk LT
D, TOEBEIZLZLHE T g R g1 2atfiTE 5
ZEND, TOEFENBEMNICEEEE 2D 2 Eid.,

UT G, Gr #F BN p 2o, e : Gx G — Gr &
PRGN, W = L, & F—U— N/, M = Gp &F
2], {T = The: G* — {0,1,...,p— 1} | hk € HK} %
=70y NMEREREE N 2 BIE, f Gy > Y B AL—
ABA% 9] & B3

725 Gentry ID N— AR5 L [EERIZ, HDHF—T— R
LTI 1D ULEPER I NNV ET S, 207D, H
FHE{(rw,is hei) Yim1,2,34 D ARSI N-SE, HIOES
FIAER SRV E L, o7 2 ) XATH R UfE % It
HT D, LUF, B ZRET 2720, EE#ENAER ST
RWERE LIEBA OOzl 5.

MR-SHE.KeyGen(1%): hk & HK, g & G, hy, ho, hy, ha &
G, a & Z, #RIRL, g1 « g 275, pk = (9,91, 1, o,
ha, ha, hk, f) ¥ sk = a ZHHT 5.
MR-SHE.HomKeyGen (pk, sk,w): i = 3,4 IZKF L 1oy &
Z, 23BN, hyi « (hig ")/ (09 235, hk, =
(9%, (Tw,3,hew,3), (Twa, howa)) ZHITT 5.

MR-SHE. Trapdoor(pk, sk, w): i = 3,4 (=K L ry,; & Z, %
IR, by i < (hig™ ")V (@9 235 hky, = (9%, (w3,
hs), (T s hws)) ZHAT S,

MR-SHE.Enc(pk,w, M): s & Z, 28R L, ¢; « gig—,
c2 « e(9,9)° ez « M -e(g,h1)”° ca « e(g,h2),
8+ Dhrler,ea,e3,¢4), cs < e(g, hs)®e(g, ha)®d, 7 < f(cs)
ZEHEL, C = (c1,c0,c3,¢4,7) BT 5.

MR-SHE. Test(pk, t,, C): tw % (9% (Tws, hws),
(rwa, b a)), C % (c1,¢2,¢3,¢4,7) ET 5. 6« Tpple,ca,
c3,cq) BRIEL, 7 = f(e(cl,hw,ghi’4)c;“‘3+m’45) Thi
1%, 295 TRVES 0 2T 5.

B f X 5 YEAYyYaBKETS b L Smthy =
maxyecy l;’r [flx) =y e FOVREIBRWEA, fiTeX
X
L—=AThHDHLELTD. e VERTE DA, HIT fITAL—
ATHDEEHRTD.



MR-SHE.Dec(pk, sk,w,C): sk = o, C = (c1,¢2,¢3,¢4,7T)
LB, 0= 1,2,3410K L, ry; & Z, BEQ, hy;
(hig—Te i)/ a—w) 2314 5,
¢y e(cr, hyo)ey™?, e e(cl,hwg,hi74)02”’34_7'“’4(S gt
L, bl #ces TRET# fles) DG, LEHT, %
D TIRWGE, M < c3-e(cr, hoa)ey” T 5.

MR-SHE.Eval(pk, hk., C1, Ca): hk, %
hw,S): (Tw74ahw,4)):
as (cz2,1,C2,2,C2,3,024,T2) £ D.

(S XIELMHHER]: 61 < The(c1,01,2,¢1,3,¢14), €15 =
6(01,1,hw,3hily4)071ﬁfg’3+m’45l, g = Thr(c21, 22,023, C24),
o5 = elcan, hushl,) - o5 BEET S, b L
T # fles) T m # fleas) DBE, LEHNTS.
ERZEHE]: s & Z, BIRL, ¢ ¢ 11979, 2
c1,202,2 - €(g,9)%, c3 < c13¢2,3 - e(g,h1) 7%, ¢4 < c14C24 -
e(g,h2)®, & < Thr(cr,ca,c3,c1), c5 e(cl,hwﬁghiA) :
c£“’3+r°”45, T+ fles) ZFtH, C = (c1,c0,c3,¢4,7) ZHT
T 5.
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Consistency # 73T Z %77, b Lw=a FiT
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