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Abstract Nowadays, one of the root causes of cyber-attacks is software vulnerability. Therefore, in this
research, we propose a method that can detect reproduced vulnerability, which is caused by the reused
vulnerable source code (code clone), in executable file. To detect reproduced vulnerability, first we
normalized the operands of a machine code instruction which extracted from vulnerable part of the
software, and then search the similar part in the target software by using approximate string search
algorithm. To verify the validity of the proposed method, we used code clone vulnerability, which was
found in real world software, and calculate the similarity between the source of code clone vulnerability
and the software which contains reproduced vulnerability. As a result, the calculated similarity was
60.7% at minimum. Moreover, we audited 40945 executable files, by using our proposed method, and
we found real world code clone vulnerability, which was truly vulnerable in the past.
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