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Abstract: In the field of privacy preserving data mining, k-anonymity is a representative model for protecting
privacy. However, when people see k-anonymized data, a person who provides his/her data is misleadingly
suspected as a bad guy due to the information which actually has nothing to do with him/her. We define
such problem as a false light caused by k-anonymization, and define a record which has an attribute causing
a false light as a sensitive record. We propose k-anonimization algorithms which pay attention to sensitive
records in order to prevent a false light. In the experiments, we confirmed that proposed method can decrease

a probability of occurrence of a false light.
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Table 1 A data base example of personal data.

A | S | MR | ERT k4
—H5 | 39 % SO AR JiF9&
REE | 35 % SO B IS
=% | 33 /8 SRR JEHR
VYRR | 30 % SCRUXASA | RS

x= 2 4-FEHLOB

Table 2 An example of 4-anonymous data.

S| ARl | MR | (ERT CEL
A 30-39 | * X |
B 30-39 | * X |
C 30-39 | * X | R
D 30-39 | * HX | AR
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Fig. 1 Subjective probability of false light occurring.
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Table 3 An example of false light aware k-anonymous data.

0| AR | MR | (AT W%
B 26-35 | * ORIX | R

C 26-35 | * ORI | AR
D 26-35 | * ORI | RS
E 26-35 | * ORI | RS
F 26-35 | * SEIX | R
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Fig. 2 An example of hierarchical structure of categorical at-

tributes.
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Algorithm 1 [E%41L 7V — 7 O TR

Algorithm 2 near_groups(C,,C)

1 C={Cili=1,2,...,K} : 9EA L CEAILS N EA LS
V—TDHESE

2: TC — ¢ : THERM RO 7V — T DS
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9:  RC « re_anonymize(TC, h)

10: end while

11: for i =1 to |RC| do

12:  C — CURC;

13: end for
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if Cy BB L 3 — FAEE ATV A then
Cy % near_groups DIEFITEN HBRINT 5

continue

— = e
NI

else
TC «—TCUCy
m«—m-+1
end if
: end while
: return TC

e
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Algorithm 3 re_anonymize(TC, h)

1: RC = {RC;|i = 1,2,...,h}h: R SN L EHIL TV —T D
Ea

20 r={rli=1,2,...,|r| RO R & o 2lERIL TV — T2
fFET 5L a— FOgES

3: KEMIL7 )V —7 RC; € RC & 22445 12 0HML

4: for i =1 to h do

5. [EHLZ V=T RO L TR L a— F2—2E ) Y

5

6: 5:THEID AT AL I—Fe r »SMYBR]

7: end for

8 KEALT V=T RC; 2L I~ FED kEIZE2E T 9:~
13: DA EZ D Z

9: for ¢ =1 to |RC| do

10:  d < arg min(NCP(RC; Ur; € 1))

11:  RC; <—I{ZCiU7“d

122 r—r\rq

13: end for

14: for j =1 to |r| do

15: e+ arg min(NCP(r; U RC; € RC))

16: RC. «— }%Ci Ur;

17 re—r\r;

18: end for

19: return RC
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Fig. 3 Subjective probability of false light occurring for various values of k and 3 in
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