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propolice: Improved Stack-smashing Attack Detection

HiroaKl ETOHt and KUNIKAZU YODAt

This paper presents several security problems of existing buffer overflow detection tech-
niques and some novel ideas for improving the state of the art in buffer overflow detection.
The main ideas are (1) the reordering of local variables to place buffers after pointers to avoid
the corruption of pointers that could be used to corrupt arbitrary memory locations further,
(2) the copying of pointers in function arguments to an area preceding local variable buffers
to prevent the corruption of pointers that could be used to further corrupt arbitrary memory
locations, and the (3) omission of instrumentation code from some functions to decrease the

performance overhead.
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Fig.1 Stack layout.

gooooooooooooooooooobooboo
goooboooooooooosobooooboooog
obooboooo4000000000O0DOO0OO0O
gobobooooooooosboobooogoood
gotcoobooooooooooboOoooooobooo
odoeO0O0OO0OO0OO0OOOOOCOODOYOOOOOO
gooooooooooocooboooooooooon
gboooooooooboooboooobDo

2. 00obOoOooobooooo

goooooboooobooobobooooooo
00000000000 cOoOoooooooooon
goooobooboooooooboooooooooo
gooooooooooooboooooboooooo
oboobooouooboooboooooooooo
gobooooooo

010 cCcO0O0oooo0oooooooooooo
gbooooooooooooooooboooooo
obooboooooooooooooooooooon
gooboobOooooooooboooobobooo
gboooooooooboobooooooobooobooo
gooboooooobooooobooboooooooo
gobooooooooboooooooooooon
gooooooboooobobooooooooooooon
gboooooooobooooooooooboooooo
ocooOOooooOOoOoOoPFPMmOOCOOODODOOO
goooooooooboooooooooooooon

propolice0 0000000000000 OOBOOO 4035

void foo()
{

char *1lvar;
char buffer[128];

strcpy (buffer, getenv ("HOME"));
*xlvar = 0;
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Fig.2 An example of buffer overflow.
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void foo()
{
volatile int guard; /x00000x*/
char buf[128];
guard = guard_value; /*00000=*/

if (guard != guard_value) {/*x*x*x*k**x*/
/* output error log *//x00000=x*/
/* halt execution */ /¥kkkkskkkkkkk/

}
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Fig.3 Guard code insertion.
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Fig.4 Safe stack layout.

void bar( void (*func1)() )

{
void (*func2) ();
char buf[128];
strcpy (buf, getenv ("HOME"));
(*func1) (); (xfunc2) );
}
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Fig.5 An example of vulnerable function pointer.
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void bar( void (*tmpfuncl)() )

{
char buf[128];
void (*func2) ();
void (*func1l) (); funcl = tmpfunci;
strcpy (buf, getenv ("HOMEM));
(xfuncl1) (); (*func2)(;

}
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Fig.6 Protection of function pointer.
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Table 1 Summary of detection technique characteristics.

Description | None | propolice libsafe StackGuard StackShield
Protection Effectiveness

oooooooo No Yes! Yes Yes Yes?
PFP No Yes! Yes No Yes?
gooo No Yes! Yes No No
oooooo No Yes!+3 No No No
ooooooooo No All Not all All All
oooooooo No No No All All
Implementation characteristics

osood - Yes No* No® Yes
gooooooo - Yes Yes No No
Other Characteristics

oooooo None Very low Very low Low Low
gooooooooog Yes No Yes Yes
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Fig.7 Updated portion in GCC.
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Table 2 Protection result.

goooooo
xlockmore 3.10
Perl 5.003

elm 2.003
SuperProbe 2.11

ooo
root shell

ooo

terminated

root shell terminated

root shell terminated

root shell | terminated

int test()
{

char buf[128];

strcpy(buf, "1234567890");

return strncmp(buf, "1234", 4);
}
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Fig.8 Overhead benchmark.

original our method overhead
run time run time (%)

4.67 5.05 8%
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Fig.9 Instrument overhead.
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Table 3 Comparison of protection overhead.

perl ctags imapd
propolice 4% 1% 0%
libsafe 8% 2% 0%
StackGuard 8% 3% 0%
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