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Experiment and evaluation of recoverability of removed files in SSD
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In recent years, the spread of SSD (Solid State Drive) is expected to increase as the non-volatile storage
medium of the PC. According to IDC Japan of IT research firm, the average growth rate of up to 2017
of the SSD market is expected to 39.2%. Therefore, understanding the recovery ratio of the erased file
SSD, have become important in understanding and preprocessing at the time of destruction of PC, to
ensure the possibility of evidence for digital forensic. In addition, the SSD has a characteristic function
such as Trim function, necessary to verify the effect of the restoration by this feature came out.
Therefore, in this study, we verified the probability of data recovery due to the difference of the OS, the
presence or absence of Trim function in the SSD. As a result, in the case of Trim disable, it was found
that almost all data does not remain while taking a day after deleting. In the case of Trim enable, it
became clear that there are no remaining data even immediately after deletion. In addition, the results
do not change depending on file size, type of files and type of OS. In this paper, we report the results
and the consideration on the effect of the results from the viewpoints of digital forensics and PC
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