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ZCEET B2 500 IRTTCDFERN Y MRS, KOE
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FCROLMERORE SNRZWVIEICER7ZLDTHDH. Fi-
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FEYZ KRNy 7 2RTHEEOMITBIB LE YT
DODRNEBEDEK LIp>TWND., 2D, HLIE Y7 2R
BT 5 LATHEEIZZ DO FE F linux D3y FOES & Bt
TTCWDHEEE 2D, BRERLCEREBRD L, T
YT VAT ERT NAARTA NG EIRT T TAH (#32:
arm, #38: drm, #45: usb 72 &) 8% <, BARBEAIT
bnTnwTaly MEIBRE W R— v "I T AE L
LTHIALST W Enbns. £, Moz
NIVCBET HHED 7 7 AL AL TS (#30:
null, #60: memory, #63: lock). I —F/LO—EH7e R
BT BHEED 7 T AKX (#16: irq, #22: page 72 &) 13%
OHEERIZOWVWTOIRIIETLIERNEL ADND. 0D
it Ry FHEAOSVEILEET S 7 A X (#24: http,
#27: thank, #64: comment 72 &) L6411 5.
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FRALTCIIAXY T LI DT, NI EEHICED
TWADLIF TR, LhL, EBRICZ ZAXICEEND
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7 T AH #32: arm, commit 9cff337 3 B4 H
F ¥y Z7: (arm, mach), (watchdog, nmi), (specif, code, bank)

So far as I am aware this problem is ARM specific, because only
ARM supports software change of the CPU (memory system)
byte sex, however the partition table parsing is in generic MTD
code. The patch below has been tested on NSLU2 (an IXP4XX
based system) with a patch, 10-ixp4xx-copy-from.patch (submit-
ted to linux-arm-kernel - it’s ARM specific) required to make the

maps/ixp4xx.c driver work with an LE kernel.

7 Z A4 #30: null, commit a6lcc44 1 B4 H
F ¥y Z7: (null, derefer), (free, descriptor), (code, abl)

[CRYPTO] Add null short circuit to crypto_free_tfm

7 J AKX #22: page, commit 3acl9f8 3 Bt¥% H
FE > 7: (page, insert), (client, layer), (cpu, hotplug)

init_memory_mapping: [mem 0x80000000-0x9fFfEfff]

Built 2 zonelists in Node order, mobility grouping on.
Policy zone: Normal

BUG: Bad page state in process bash pfn:9b6dc
page:fIffea0002200020 count:0 mapcount:0 mapping: (null)
page flags: 0x2fdfdfdfd5df9fd (locked |referenced |

Modules linked in: netconsole acpiphp pci_hotplug

Pid: 988, comm: bash Not tainted 3.6.0-rc7-guest #12

Call Trace:

[<fff£f£f£££810e9b30>] 7 bad_page+0xb0/0x100
[<ffffffff810eadc3>] 7 free_pages_prepare+0xb3/0x100
[<ffffffff810eab68>] 7 free_hot_cold_page+0x48/0x1al
[<ffffffff8112cc08>] 7 online_pages_range+0x68/0xa0
[<ffffffff8112cba0>] 7 __online_page_increment_counters
[<fffff£f£f£81045561>] 7 walk_system_ram_range+0x101/0x110
[<fffff£ff£814c4£f95>] 7 online_pages+0xlab5/0x2b0
[<fffff£ff£8135663d>] 7 __memory_block_change_state0
[<fffff£f££81366756>] 7 store_mem_state+0xb6/0xf0
[<ffffffff8119e482>] 7 sysfs_write_file+0xd2/0x160
[<fffffff£8113769a>] 7 vfs_write+0xaa/0x160
[<ff£ff£ff££81137977>] 7 sys_write+0x47/0x90
[<ffffffff814e2f25>] 7 async_page_fault+0x25/0x30
[<ffffffff814ea239>] 7 system_call_fastpath+0x16/0x1b
Disabling lock debugging due to kernel taintt

(Rt B 1A 45 HIR LT 5)

ELTEND EAL3 Y7 DFITHD. T2 TlE #32:

arm, #30: null #22: page 2V, ELIZ2—27 U v R

FHfCROBITWVWIEEZEZNEN R LD TH S, iR
£, FEY I ROy 7 2#RTHEBEOMITBBLZ
Ny FONBEOBERHERSTND I ER¥bnd. #32 1%

arm ([ZRFA ORBEICOWTE R ENTICET, #30 (34

WHOO, Null F= v 7 ZBMT 5y FTHDHZ N

FHRIND. #22 FTXETITIRLIAN—VORE 2 H]ET

505wy anl T, NyF&ELZon ZIClEET SN

KTHHZENTFREIND. 72720, HSETHLTHD
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7T AL HLO B3 My 7T AL HLO B3 My

#01 (5177) | (build, defconfig), (powerpc, undefin), (updat) #34 (7238) | (stage, comedi), (ieee80211, dead), (macro, inlin)
#02 (5557) | (net, linu), (ocf2, truncat), (convert, appropri) || #35 (5909) | (flow, ethtool), (tx, rx), (net, linu)

#03 (5513) | (perf, counter), (event, pars), (top, util) #36 (5062) | (media, video), (v412, sensor), (info, displai)

#04 (5777) | (sh, migrat), (info, displai), (support) #37 (7515) | (variabl, unus), (remov, useless), (remov, redund)
#05 (7018) | (dvb, v4l), (media, video), (v412, sensor) #38 (5025) | (drm, radeon), (auto, engin), (i915, pipe)

#06 (5044) | (com, sign), (suggest, date), (thank, cc) #39 (5179) | (cleanup, minor), (stage, comedi), (comment, typo)
#07 (5436) | (scsi, fc), (save, sa), (length, sg) #40 (5167) | (ap, beacon), (frame, mac80211), (hw, ath9k)

#08 (5498) | (socket, y), (addr, ipv6), (net, linu) #41 (6493) | (quirk, laptop), (report, hid), (input, touch)

#09 (5745) | (debug, messag), (level, format), (print, us) #42 (5238) | (powerpc, undefin), (build, defconfig), (arch, blackfin)
#10 (7763) | (timer, idl), (watchdog, nmi), (cpu, cpumask) #43 (6405) | (actual, yet), (system, sleep), (avoid, correctli)
#11 (5783) | (warn, spars), (warn, len), (found, checkpatch) || #44 (5002) | (ata, libata), (id, cd), (mode, network)

#12 (5804) | (nf, netfilt), (addr, ipv6), (ip, b) #45 (5135) | (usb, gadget), (cpufreq, frequenc), (incorrect, sound)
#13 (5385) | (crypto, bss), (o, drive), (text, p) #46 (8731) | (master, slave), (frame, mac80211), (nf, netfilt)
#14 (5005) | (tx, rx), (queue, blk), (packet, skb) #47 (5348) | (pci, slot), (bu, driver), (cmd, pcie)

#15 (5790) | (soc, asoc), (detect, pin), (imx, fsl) #48 (5187) | (test), (null, derefer), (compil, posit)

#16 (5334) | (irq), (interrupt, msi), (handler, c) #49 (5211) | (fs, uml), (declar, static), (symbol, rout)

#17 (7843) | (pm, resum), (serial, consol), (entri, maintain) #50 (5407) | (need, longer), (case, effect), (sinc, shouldn)

#18 (5499) | (valu, wrong), (loop, valu), (defin, magic) #51 (6318) | (alloc), (memori, leak), (slab, kmalloc)

#19 (6065) | (chang), (patch), (patch) #52 (5230) | (replac, simpl), (implement, similar), (method, us)
#20 (7814) | (pass, structur), (rang, signal), (name) #53 (7934) | (modul, pnp), (delet, elimin), (info, displai)

#21 (5514) | (dma, channel), (map), (id, cd) #54 (5222) | (select, keonfig), (gpio, restor), (config)

#22 (8078) | (page, insert), (map), (scan, direct) #55 (5161) | (time, second), (first, multipl), (time, offset)

#23 (5133) | (bit), (mask, bit), (clear, thu) #56 (7397) | (mai, due), (even, confus), (much, less)

#24 (7021) | (http, org), (bug, show), (id, cd) #57 (6252) | (code), (clean, code), (code, duplic)

#25 (8243) | (write), (complet, abort), (caus, race) #58 (5152) | (gce, git), (like, low), (version, increment)

#26 (5195) | (perform, optim), (wai, want), (see, affect) #59 (5186) | (s390, facil), (dirti, nr), (page, insert)

#27 (8921) | (thank, cc), (manag, appli), (miss, add) #60 (5296) | (memori, leak), (cpu, hotplug), (node, numa)

#28 (8047) | (drop, sysf), (file), (header, file) #61 (5314) | (limit, increas), (number, calcul), (byte, cycl)

#29 (7029) | (bio, segment), (mark, receiv), (read) #62 (5733) | (block, transact), (queue, blk), (length, sg)

#30 (6955) | (null, derefer), (pointer, cast), (close, cap) #63 (5697) | (lock, unlock), (lock, poll), (lock, protect)

#31 (5426) | (smp, kill), (issu, fix), (code) #64 (5387) | (comment, typo), (document, txt), (cleanup, minor)
#32 (5331) | (arm, mach), (h, asm), (omap, omap2) #65 (5005) | (x86, iommu), (pci, slot), (max, min)

#33 (6276) | (h, asm), (h, constant), (includ) #66 (8212) | (updat), (scsi, fc), (document, txt)

7o T Ly T AL K)Eﬁ'é/\" v FETHEL LIZNE
2o TVWDADTIERNWI LICHEET DLEND . %%
#%@M2®Ebﬂ5%%@wY%@Fty7i$@
0, - THAE S null X page GCE?]{;?@EU\/Q‘)?'C“
Holz. ZORICBELTHRDZ 7 AKX Y v 7 OR5EOH
THEHT 5.

F&&H  EEPDLRT linux XBARBEART NA AR

FANZEBIT DT (#32: arm, #38: drm, #45: usb 72

EY ML, F, —EBIZALNTAT b AL
(#30: null, #60: memory, #63: lock). % L TH—F/ILD
— B RBEREIZBE S B N T (#16: irq, #22: page 72 &) b
£ HAbhb.
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3.2 VSRR VIDREE

WIZY FAZY 7 OREEE T 129, grep TREAHID N
T ERETAGAE LT A, null 72 EDO X DI —KIZIA
<EBNTWDANTOEA, “null” THREL, Xy FoOxt
GERDIEIVANON T B/ LEEILREL 25 L THRE
N, TORBEIZEZFTEDTTWAPRMEERS. L
N UNE 2 BT 572010037 7 AXIZHRT 53y
F &, grep THONTERy FEELTE Y= a2 T L TR
LHUENRHDHHOD, FIUIBERNTRW., £ 2 Ciafle
L CBEFED Lu b O FER R 2 EffEAR SIEL, £
D—FRERAD Z & CHBEMITRE 2 i3 5.

Lu 5% linux 2.6 DWW DD T 7 A )L AT LB XF
G LIiEEIToTRY, 2ol LTHEINTZ /Ny
FEBRWIZHR Ry FIIR 2 OB L 1947 fF3E R -
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% 3 grep & OREELLE (memory bug)

277 A% | TP FP FN | Precision Recall F f#
null 13 14 140 0.48 0.08 0.14
leak 26 7127 0.79 0.17 0.28
corrupt 3 7 150 0.30 0.02 0.04
#60 27 24 126 0.53 0.18 0.26
#30 12 25 141 0.32 0.08 0.13
#24 12 63 141 0.16 0.08 0.11

T2, Lu 50N OO0 TRy F2 0% LT
WDHHDOD, HEEDNYRT T HIDITNT OREK
JFIR DOFERE (semantic, concurrency, memory, error code,
not-bug) THE L IZFER LT 5. semantic 137 7
AN AT HDTNTY XLORMER 1/0 ERONERF
78 EWEFE A, concurrency I atomicity violation, order
violation, deadlock, missing/double/wrong lock 238 41
%. memory & resource leak, null dereference, dangling
pointer, uninitialized read, double free, buffer overrun 73
EEND. error code IF=T7 —F = v 7 ENARY X —
EDORRY BNEENS. not-bug IF/37 +—~ V AFEESE
Fa T AICHET DNy T, HREDENPLa— N FF =
AVRDRAT T U ANGEND.

BANCAEY AT ZME L LD LT 2RI TORIBHRE
EEx#ET 5. WEEH D27 7 AXIZ20 T, memory
bug & ¥ 7fHiF S22 Iy hEELe7e b true positive
(TP), ZHNLMMNCZ 7T sz Iy M EETRIEE false
positive (FP) &34 %. F£72, memory bug & % 7 f}iF
SNEDIZZ FZAZIZA y PREGENRVGE % false
negative (FN) & L T Precision, Recall, F-measure % #|
ET D, WEHGUIAT I 7ROy FIZHT D HFED
—HHRFE T, “null” and “derefer”, “memori” and “leak”,
“memori” and “corrupt” ®F¥—7 — R THD 3 DD/ v
F44E (JHIZ null, leak, corrupt & FES) & T 2. Lu
D ORERRIZ > TWD 1947 D8y FLUAMIIERE ©
RNIEFRICHET, EHT 5.

LB RIS 3 T, 66 1hD 2 FAZ D 5B F A LA
3Dy Z A& EHHH LTS, Lu 50O HE T memory
WZRT 23y FIFEMT 163 ffTh o572, TP 75 153
FIVIZAEA FN &78 2. null 13 2315 4, leak 13 1927 F,
corrupt X 678 fFD /Xy FAFF LTV D, #60 & gL
T Recall 28M&<, Precision bZE LR THD F i
1% leak DA EEl> T2 H0OD, I FAZY 7
L7z a K& < Bl TSI Cldlev. Fiz, #60,
#30 OFE.LO FE Y 7D (memori, leak), (null, derefer)
MEENDZEND, NEYIREDEET T AX DR
ML TWLZEbo0d. #24 @ vy 7id (http,
org) NEFENTNDLZ &0 D, Bugzlla 2E~DY 7
NDELSZFENTVD LR THEN, ZOMR Lu b0
memory bug & D—EFERENEH ot bEBZ oD,
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# 4 grep & OFEE L (concurrency bug)

27724 | TP FP FN | Precision Recall F f&
race 75 28 180 0.73 0.29 0.42
#63 67 54 188 0.55 0.26 0.36
#62 58 358 197 0.14 0.23 0.17
#51 25 116 230 0.18 0.10 0.13

L, FP A TP #KIEIZ EE> TS Z &b bbbt &
912, memory bug UANADNT H L EATLE S TN D,
Z D7 memory bug ZFFo/ 3y FIZHLI L e MEE %2 #5720
Ny FEPRRED LT HHEIT #24 20 #30 1358, #60
TBRSNETHD.

WITAE VAT LRERIC, WATRBRICE T 537 2 4hi
LEDET2RUTOMBREEZFET S, Lu bOFRIR
TIE concurrency bug & LTHEINTWVD. “race” &
WHHEETAT IV I HBONRy FERFE L THLILZ Ry
FHEAE KT 5.

IhissfE R ITFER 4 T, 66 1ED 7 ZAZ D 56 F AN EAL 3
Dy Z A& B LTS, Lu 5OFEET concurrency
BT 53y FIIEET 255 fFTH D720, TP inb 255
SIWEA FN & 725, grep THLNZ/ Ny FI3EE T
4702 fFCED S5 H TP X 75 1, 7 7 A% Theh BUWKEE
Lipots #6313 67 TH o=, —J7, FP X grep 78 28
1, #63 1% 54 f: & TP, FP & H1Z grep DIE ) Nk E
L7po7=. L L, memory bug OFEH & [EEE, KK
&< ERISDFHERITIE R > T, 1o T, K<ambnic
NT % RET HHFEBEBOMB CHI Ay FEEEZMD L
LIEEAEEDLLRWEET, 2N R TRAELLT W
NI END Z ERbh 5.

F Lo RN S, 7 IFAZ Y T ERIRTS L
FIZPE > THR A @A E T linux (ZBWTEEEIZZ2 > T
XN THFELEDODTHHT LI ENTELZ ERDND.
7, MY EWKTOHEENS Y 7 AZITEEND AN
TOBBIFOMELBLZENTEXDHORNRI T AL
RO HEORERH Y TN EN I FELHD. EL
THXBNCHFEDOMRR LIGE & b REREDL LTIy
WRET 5y FRELND. STk, HxIAyeREE &
LTHEYEWEITFERR.

INDOEEMND, 7T AXZ Y U ITRERELST
MoTeNT LR LT T BRRT Do De v & LT
FHLRLTVWZ LR FHIND. T2 TRITERIC #16
D IZAZER LICHEEZT 52 LT, HFIVIAZO LD
72 OS F78 OBEREZFIH L7 FRZRAET A EIZ OV T X
DICHRY N =EE1T .

3.3 VIREIDHH

AEITIEB LN FAXD S L, #16: (irq), (interrupt,
msi), (handler, ¢) ZHWTHEIVIAZIZET 537 2544
%. Lu b O#EET EA 572 memory bug X concurrency
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®5 #16 O/ FAXICEEND Yy 7 LT 10
ey Z I ZAVE T & FARICHER
A2 HEECR L, 4 ORI by 2 &8y FORERT.

(disabl, stat):558, (fix):479, (add):454, (chip, speed):442, (gpio,
restor):399, (handl):398, (patch):381, (regul, suppli):359, (free,
descriptor):331, (enabl, wakeup):329

R 6 H#16 ONT PR R

T DFER #
free_irq() with inconsistent dev_id 41
missing free_irq() (initialization error) 25
free_irq() with an invalid irq number 25
missing free_irq() (module unload) 13
double free_irq() 9
releasing other src before free_irq() 7
releasing pages with interrupt disabled 7
missing free_irq() before device suspend 6
freeing shraed irq with interrupt disabled 5
other 22
not bug 171

bug ¥/ 0, FIVAZMEIZET 5 371F OS 0T /34
ARIANRNDT 0T IV TTCORFBETHMEICRS.
37T TRy F I FZR2AZ) T THLNTZOESDD I T
AHOELE LTHBET AL E, linux IZBWTEERGR
DOOEOTHL NI, MR DHMERH5 &5
Zbhb.

ED XD IR T REEN DN ARBZRELT 5000 #4-LL
DI TAZEZDEFMNETHZ EIFRETH LD, %t
ZBONRyFE I LITKVALZDIZ Ny 7 2RHT 5.
FHIFEOMIHBE LI Ny 7 2R\, 7T AKXIZEE
NENyFRFORBEZN N Y7 10 272 5. FHll
B #16 IR T 53y TRZENEN S ORI R L E
MY 7 102y FOREY 7 EEZ, ZOMEY 7D
BEBATRERICRD. By FILBTLEERH LS
HiE, LVEMNGEVWEEEZORRyTFO Ry 7 EE X
5. ZOHT, 331 fFLHEERETH S (free, descriptor)
ERONFEIHL, HEEZITY. 22 TOREEITa—
ROEFERL, V77 LUARBIEZEDY 77 LU A Y
EEDTHEZITY, TE DT ERIINZ ZHGET 5.
FEME SN FIIETELVVEBIETHDS EHET S.

HAERERIIE 6 TH B, IRQ ITHT A —x/La 7 Dl
DHROLNTZHDDT NA A RTANORMBEE T
Mofele®, TITIEERBITER L TR TRNWE LT
W5, %<1k linux OFI Y IAZ NV KT BEAERO API T
B % freecirq() OFFO LFTIEDY THY, FFEDN—
Y, B2 DMA HDOR— Y O CTEI D ALEEIEIZ L
TIERBRWE WO BRI AR L THD b DIZRY D IA
HIRBEDFRERR Y Th o7z, “irq?, “free” &9 HEEZEE
BEO LR/ FTHIUERHC R AR fE R Tl
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ZENDbND.

free_irq() (ZEEARMIZHIVAH N RTBERDTHD re-
quest_threaded irq() O L & —H L T_7 TIELL
EONDHERD D, bWV ITIAE Y AL D]
DI=OIE DN L R D5 1H devid 23 2 5D API T—H
LTCWARWTS—AThole. ZOREIEZE < IZBEFOEHY
FRNTY — N DONE D THD coccinelle 12X > THRA XN
LD TH-oTZ &b MEBNRLVWER LR ->TND.

FRLSMC BB L 72 DHN D IART S DFRY P, 2 HfF
B, HEE AL D 5T S R HEI Y IAE
IEa~wy REELTIINY RTEMBLTNY R RHEAR
TV Ty aTbr—ARRLNT. £ B RS
NRELR NS, HHEIVIARDEE, 7354 A4 A~
¥ REHEANY R EREL720E LY a— 2%, B
T HRICMD T S ADRENY AN KT % A CRIED
HELHERDDH. WTNDL 2 — RO LTI memory leak
DEIRFRYV T TH D05, FERE LTIT A AL —
FINVDAT Y a— 1V TIRAE LT, FERENRNTI
5.

Z OB S NI AN T ITIEARIINT freedrq() TEMT 2
BIR % MR T % request_threaded_irq() @ = A >~ CTridk
ENTWAERFENZ . Lnl, 2&BICEZ VT —
INATOIFRCSTUTEN D IAFITIR 2 - TlE e 72 0B
STV, request_threaded_irq() 12 <L KZ A
DHHEULRBL D RARIATON D H AN LN b DD, £ 572
SIRRWBISY 7R — A TRIEIZ 2 2. ZDHE RTA3D
FFOZOMDOER, =& 21X DMA RAE Y 2 EOER
R TR LTSS, R4 L2 &%
A — RTINS DENTLT freecirg() TEEK L2 F
TEHIER L2 ER 520, 29 LU Sq AR
BN AR EE Z T LM LT EIRA~EIY AL N RTNT
TIRATHEENRDD. LL, TONRTNRE— T
T MDY TLNLT NS APRFVIAREZREZ T &
DBETEAL ST 72 D 7o OB D THRTEAL LIZ < W IERER S
T D.

I TCTRBLNDIFREN AT I, T—F 77—t
aryhe—AT7e—fRfrEERETOMETERTHZ L
FEEL . BIDIABAY RTIE R T A NBEE LTV 5 [H
T o LR ENT, FIANOIEBHMELT D & XD
TR EN D=0, KK —FDOAT) (AR
RMETHRI A~ RERERDZ L) KFEICRDT2OTHD.
—7J7, SymDrive X° S2E O X 512V AT ARRIZPEY KT
A SOETFIR & 72 5 S ARTERET UL Z — 0 O
TITARETH B, 7272 LT OBERICT A A0 OHE|
ViABE ML T H 38— OFRITEHE LS LR,

—75, linux \ZHHb L7 —x/L APT OfEHIRRY & g
LCF =y W EFETIENTOREEMHHICTXLLE
ZoIB. I THLNEATIIBELO SN IR ER
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Tha— RTHRDENT LD API BIEOEMRY TH D
72, SymDrive X S2E @ K 9 72 path-sensitive analysis
T T —NRAZZORET LN TED. KETITZOD
Fxy IOREIEFEE, FLTFoy W EFIHLTEEIZ
BRI L 727 % linux 3.15 THRALIZZ L2 LAR— 5.

FL&H: #16: irq ITBT D3y FOHT, (free, descrip-
tor) & By ZIZF2O/y F 331 HFEFRE L. 2Ok
B, a—RFETEI—3%/V API OfEHREY O Z—2 T,
BATEALT 2 & Z TR OB U WIEREN 7234 — U D3 EER
Shiz.

4. NTORE

ARETIEATEIORREZZT T, FIVIABNY R T OG-
fRER O F1— v AP O HFR Y & T 572D DF = v
A DFEL - FREERE LR ETT. AFRIIT = h
% clang ORI OTZ 7 A L LTEET L. Fioft
IR DRI ZFEFIT A28, Fo v IxtGlinba—NK
% instrument L CTX A7 RIEI TH LN T % ok
T 0. BESNGIEZ OFEROPEROEH/NN— 3 D
linux 3.15 £ 3 5.

4.1 clang static analyzer

clang static analyzer 1 path-sensitive fif#T %175 F = v
N OREZARICT D, KMBICE S &7 n s 7 L0ay
PRA VYRR S VTSR AE SR (AST) 72 E D 1R %
fifio TIRHT= > U BREET 5. 7T 2 2 IR B
WD by 7L~ o (BEESRE) HRIIC AST
Y, DIERHITERORIKIZF L, BEEEROH
DBEIEONM LSRRI SN2 iEF OBEUER A~V v v
7D, ST, FITOHNIT A R T ORI & 72
D, BABERLENEED ¢ 77 A NMCELNDHEAX
ROMEILY U ANMEER DS, £7818E LTESNE
RA BT LT BN ED XD ITRA v 2 ek Ex i
A2 DM ARHZROTARBREE LTH S . £ DTk RIIC
TNA RO NI &, RN L DATNIETY U ARNVE L
LCHbitd.

F = v DI —ROAROHTE, BIEEFOH L ORI LR A
VHETRT—T, RV OERERR Y, Fkalid XUk
N RTEBGL, T VBB LA X FReR
DHBLIZEZZTF =y IBERHEND LT DH &
MNTEDL., TR vV I TRO T v 7T AORES
RN 7 +— 2 EEH T ENTE S, ASEOFAHIT
%, request_threaded.irq DEY fE%Z 0 & ZHLSADIED
BAETT74+—2 L, ELL T =Y AL TS0
HTSH. I TEBEFFOH LEDOA R by BT 24
L, TZTREZEVHLTTZ+—2 %27 5.

BIE linux @ clang/llvim G ARIC SHIRDTE Y,
FEALEDRTANEELRTEDL LIRS TND. K
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® 7 HAHEH

HH | #IViAHR=a T F A MT freeirq MO L

#A | irq &5 ¥ 1 T request_irq FFO'H L

#B | BIViAHZ Y KT % null #8E L T request-irq FEOH L

#C | flag = IRQF_SHARED & dev_id = null T request_irq
FEONH L

#D | EABEAD IRQ FHIZx LT request_irq FFOYH L

#E | HEFE VAL O L EMHEHEH devid ZFH L T re-
quest_irq FEUM L

#F | (irq, dev_id) O#AZHEZ T free_irg FFOMH L

#G | fBEEHD (irq, dev_id) IZxt LT free_irg FFOMH L

#H | request_irq 3RIL L7/ AT free_irq MO L

#1 | free.irq =i

MR TH%BmR oD X 512 PCL R4 /% 593 &4 25 =
EMTETND.

4.2 EREt-EE

F = v B1E request_threaded_irq F 7213 request_irq @
BEONH LIRFIZ B3 & U T STl 0 v v R ViE s
LORKEEZ 70 7T LOREE LTRIFTS. £LTE
NHBEBORYEREIMED 0 & =T —HOZNLUSD
BCTm 7T LDRMEEZ 7 +—2 L, BIVIABNSRTD
BERD D E L WVINIRINS TN Z = BN R LTS D
BT 5. TD%, freeirq OO LRFIZRIE L7255
LB LV U AVER RN E SN D E T = v 7§
5. Fxy BTEANZZOBELZIT) bOD, NT DR
Z—= Nl EoTUIINLSMNT O TRBE L 72D

T TIIMGLTHMEEHEA CTHD. MAEHEE #D, #E,
#F, #G 13 free_irq DM LRFIZERAT L7 IKEE & bhig 3
HTETTF =y 7N TED. #A X freeirqg DIFONH LEF
W AR v 7 ETOa T FA RPHIEO Lo
DBEEDA Z T, irqreturnt TRWDRET 5. #B,
#C I3 request_irq DIREBRIFT DRFIC—FHEICTF = v 7T
D, F#FH ITBGEDNRE L T-/3A T freeiirqg NIFENTZ & &
WA THEET DL DICFEETD.

LL, #IEWD freeirq 3 AET HXEX 0N T = v
TITHBT CERVOTHRETE 2. Z OMET freelirq
DI LIKEOIRTET = v 7 21T 5 #D, #E, #F, #G T
bIREORKEE LA 7.

4.3 A=y bERBEFTAN

freeirq DL THETIRERA L MIRTA ROKT
CH 5. Lal, ~y BT OBEk - R TRLIS b
RAETDHENEL, FIAAOEFEYMTAY KT 0%
B RBRBIEL SNTVWDZ L ERETILERD 5.
ZOb, RIAROEEETANRED L 512785 D0
HELRY, Z—F Y FRIANEBRDDVENHD.
T CHEBIZEI VD IABAN Y RT OXE - BEREITH KT

co
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ANEREL, BRLZVWRIFIANEX—F v Fed5H. K
FANOTY NYFRA L MIEIVIAHANY KT LS T —
Ny BN 2 EMIFEAETHD. £ THE
TlX clang ZFIH LT, request_threaded_irq, free_irq %
A= NI T TICEFa— ANy VB ERET S, 22T
IZ path-sensitive AT CIZ72 < AST %3WU 5 HiEEHW5S.
F7, RO XN T 7 AN EETZSHEITHET N TE 22
W28, 77 A NIRRT S FTREMED & 5 non-static
BB ERRICHEL, ¢ 77 A VOB R KD Thb
T 7 ANSEBEORER LICL D a—v T T 7 4T
5. % LT request_threaded_irq <° free_irq ZFFOVH L T
WD =Ly 7 B OREERT & A D E I T b
T5.

= 8 BMEMKETH D, FAAEXNIRIL linux DY —R Y
U — drivers/ LT Zx5 & L7z, freedirg (TDWTIE
request_threaded_irq ZMA TR\ — /LNy T DHT
7> h LTz, RS, PCI T34 A RTA 3B HEID
AT BT DGR - fRERZAT 9 Z LMD, El27 A
A ADT I —THEL LY 2 — LRI FIIIRESH,
B H LRV AT Ay vy v hE T U, AR RIFIZ
N RZFHIBREND Z Enbod. icbxy hT—2
TNA AR T A8 1000 X° bnx2 72 & PCIL 7734 A K
TANZRDZELDHDHHLDOD, EVAHB N BT DXk
fi#F%1% net_device_ops ® ndo_open/ndo_stop TL T\ %
ZERDLND.

4.4 11— F® instrumentation

HRAEFERD, AL TIE PCI TN, A RT A NZH—
7y MERVEIDIABANY BT OBGMRRSID IR NN E
BETD. RIARNOEWESF VAL LT, T/ ADT
72—, B HLEELSMC b VAT LDV X v hE T v
RV AN R e "= a U PRbolfabiELL
¥ KT OMEBPITON T D0 EET 5. LaL, clang
DOHKE LT R A NDOAEGFHRNCIED S A %MD Z &1
L.

F 2 TREDHRNEIV IAZ AN BT OG- fREROD I
T, VURNVEEZFIATE S Z & EFIH L TR R
5. B RZAN Y BT OBEIZIT irg FTFH & deviid DO
ERZTEBPRIERSRNTED, RIANOREIZLT
irq B L devid DEHRMPE-> TS, BELERY KT
ANOREITIZEAERT— RNy 7 O5IEIZEIND
struct pci_dev, struct device IZHE I TWD KT A/ [H
BOT = FEICRFESNTND Z EBZ.

ZDD, TENOFIBOTOE % 4 I — L& UTHRL,
RIZANOMEET NVEFHRTHLIICa— v 752 H
BN TR R OB A F2E L, 2 2 DT A ke
L0 T 5. RITIEIRREALTIT O WBER H D728, F
FTANEED C Fih=— FITEEE instrument §5.
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é N

char sval[4096];

char s = sval;

void TestPCIDriver(struct pci-dev =xpdev,
const struct pci-device_id x*id) {
int loop = 0;
enum TEST_PCI.STATE state;
reprobe:
if (x-probe(pdev, id)) return;
state = PCI.STATE_PROBED;

normal_operation :
switch (x(s+4+) % 4) {
case PCI.LEVENT_PM:
x_power_management (pdev, &state);
break ;
case PCIEVENT_REMOVE:
x_remove (pdev);
state = PCIL.STATE_REMOVED;
if (x(s++) % 2 && loop++ < 10)
goto reprobe;
break;
default:
; /+* do nothing =/
}
if (%(s++) % 2 && loop++ < 10 &&
state == PCLSTATE_PROBED)

goto normal_operation;

x_shutdown (pdev);

}
N J

2 instrument L7-z=— Rfi
x_probe, x_remove 72 £'1d pci-driver::probe, remove ZFFUM 3 &
I %. x_power_management [T AR RONA NR— 3
OREBEBOET NV EHHT AT, 22 TEOREITEKLT
W5,

PCI R A ROEHEET /LI linux D RF¥F a2 A hEH
BRI LT, FIEFIIN 2 THD. FEETIIRTA D
RAEEZ 5924 (pdev, id) XS IEE LCEShEZLO
ELTUUARUERRE L, HEEOREICERT D TRett
NHDLHEARIE T v — L 2 a—FITE W B OfE Torilk
TB35E9510T5. TEHLLURY v T ETOWENS T
' BIZEREEZ Y, goto TT & LN —7 LItk
TYAT LDV Yy MY VRO ZFOH L, RS
NN F =y 735, £z, probe (TR LEGER
BRI T2 2 & T, ZORRTEI AT NV KT Ofifk
SRR WINT =y 7T 5. EEOBEE T IEEN D AL
NV RZ 8 porbe B OMERRNZAD H DD, FBRARSRIT N
v N OBEERT O TR LT

5. #R: NTORE

F = v B K instrumentation Z H\W\ T, clang Tz
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£ 8 HVIABANU RIRER - fibRE T2 a— 3y 7
request_threaded_irq ZM5a—/L 3y 7 free_irq ZM5a—LXy 7
M X N4 || g A N %
pci-driver::probe 324 pci-driver::remove 238
platform_driver::probe 226 || net_device_ops::ndo_stop 105
i2c_driver::probe 128 || platform_driver::remove 92
net_device_ops::ndo_open 111 comedi_driver::detach 84
spi_driver::probe 65 i2c_driver::remove 60
platform_driver::remove 45 pcmcia_driver::remove 46
pci-driver::resume 40 || spi-driver::remove 41
pcmcia_driver::probe 34 pci-driver::suspend 40
work _struct::func 33 || pci-driver::shutdown 33
comedi_driver::auto_attach 32 || file_operations::release 23

NRANT T =R LTELRTES PCLT/NAARTAN
593 R &M L7z, xI4E 2014 42 6 Alc U Y —A S
linux 3.15 Z &5 L LTW5. #ER, 230 tEo N 7@iEHn
BoONTWD. 2720, FRAIEIT OME I, false positive
BT BN~ =2 TV THRT HILERD . H
EREF CTHDLHLOD, Dl &b N\T ORREENEVE#R
2 ROV TR IR~ 5.

B 3 1L PCI X—2A®D PC #— RDKRARNT /A R L
725 CardBus D/NA KT A ROl LD, ZONTX
request_irq D% ® pemcia_register_socket 23 RH L7247 —
AT freelirq ZENTNS. ZOWA, FIAOHEHSE
JEAS unmap 7 VLIS TR THRMSND T2, T8 A
NEIV AL ZEL T EEID AL AN BT DRI O ER
T 78 ATHRANRHDH. 20X, FRENRNT
LT v D THRETDIENTEDLIERbND.

2 HHEIZ XY HifiZe r— AT, Atheros fL#EfE X% »
MO —27 B —RIZXHT DT N1 A KT A3 (net/ether-
net/atheros/alx/main.c) IZFBVVC, ¥¥ v h& T RO
HEERL TP RE =0 Tholz, T/ ADHK
TRERZ L7z, FliAZ L DMA BERMUIN D Z
O ETEZ Y, FTHILAZWEENE E 2200 LIV,
Tx oy MU UROLRE ER L RWRRERAR L 2 A,
WEFRETH T b DODHIBREN TS Z A L
EOFEEERLD LN ¥ v ME T URRT freedirq I3
N TEY, N RIOBITTREBRIETH -T2 &
bind. ZoRE— AN regression T, 2D XD
T =y DTRITT AR E L THRATE D Z LR 005,
£, 2—FDOAIKFT RIA NOEFHFICIES SR
ERETDOIVLEOHHNNE—ThHDHIZD,
DIRATHDLZ ERbns.

FEH: VITARAFYTITLY LOEAELLT AT %
32 2 EBARBIZZR Y, EBRIZRIERIR N T DA%
THIENARRICARD Z e, fla=T—nE eI
FEHIR AT BT D THEMER N T 2, NF—r &L
THI S 2 CENIEBAFOBAITZFIA L TR RT 25 2

instrument
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static
int yenta_probe(struct pci-dev xdev,
const struct pci_device_id xid)

{

struct yenta_socket *xsocket;

if (!socket—>cb_irq ||
request_irq (socket—>cb_irq ,
yenta_interrupt ,
IRQF_SHARED,
?yenta”, socket)) {

} oelse { /x WA x/
socket —>socket . features |= SS_CAP_.CARDBUS
}

ret =
pcmcia_register_socket(&socket —>socket );
if (ret == 0) { /% IR «/
/+* Add the yenta register attributes x/
ret = device_create_file(&dev—>dev,
&dev_attr_yenta_registers);
if (ret = 0)
goto out; /+ FIHSA %/

unmap: /* pcmcia_register_socket KB/IR x/
iounmap (socket —>base );
release :

pci-release_regions (dev);

out:

return ret;

}
- J

3 BEIES NI T OF (5T« drivers/pemcia/yenta_socket.c)

EHEEL S RN ERbnD.

6. BAEME

NI OEEFABTITBEZHECES TITONTETE
D, BRI KOOI RE L BBRLTWS.
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R e RRERE I ED L AT MOV T ORERECN
THEEZBED TE TREDHIZEIZESW TR LIS 5
ZLTHD. FEOFELLT, Lu b7 7 A VT AT
LOFE B BT oD, 51T linux 2.6 D7 7 A
N AT DEREFEIZ DWW T Oy F 5,000 LA EIZES T
V=2 TV THAEEZITY, EBRIC ext3 R viat 72 EORFK
(727 7 A VY AT BTBWTIAE L TE AT RE(LD
iz R L TWwWa. Cotroneo b DAFSE [6] Tid bohrbug,
aging-related bug, non-aging-related bug ® 3 FE¥HIZ /71
T linux ®° MySQL 2 &4 —F> V=RV 7 hy=T
DAY EREL TS, 2008 40 Lu bOBIZE [9] T
i 472 concurrency bug 105 #1127 EH L,  atomicity
violation, order violation 7¢ & DMHEIZOWTEE L,
S LT D, AU TEIT - BARSELIL Y 7 A
AV TEINDD LD BRIBEEAR LT 20D HIET,
AR ZT 4 & LTCHEITRN iAB N BT OG- iR
RO L D RN CRIEOFAEZITH Z &N A[fETH D, 1=
2L, BEDYAT MR LIRS 5720 X 0 KH
FDY 7 bY =7 ~OBIEHPE LS DD, HRBK S
HIDNTOREIZE > TR RE N EEZ LS.

BB RXTOREFEE LTHBEONT ERIZERL,
a— ROFIFNT 72 & CHRET 2 FERH T b d. Wang
b1 2] 1% C S CTREEIELGIERH TN — %
EZEL, v IR OfffT& 45 Z & T, linux 1—F/VEE
DEEOY 7 b Y =T AL T 100 A EOAN T EFR L
TW5%. Palix 5 [3] 1% Chou [10] b DAFFETER I
TNGE = ANZDWTHRELZITV, 10 FIZHE - T linux A3
NTHRY ENTWRNWZ LA R LTS, Kadev b [11]
T NA ADBEFEHZIE LY FgFIREN & 58
B ERERLTRAEL, ZEONTERELLTND.
FerxDr—AAZT 4 TIHWEICIFEAEL TV linux
J1—xv APLIZRHE L7 BRBEICEE S 2 S TTREZITV,
RIEFERLTVBHOD, ZhHDX HITHTICERL
THEZRATE S LR LW. LavL, SHOB%E
DWERY LT oL R LA ThHU AL L
TV RERSH Y, KFROL O RT 7r—F b0k
IBRT T —FLMILETHD.

ARFFEOHBAE T clang @ static analyzer % U 7z &
I, MEEZMHHEIZT D7 L— AT —Z I wRIC L -
TAA[XCTd%. SymDrive [12] 1% S2E [13] #HWTF N
AADANEHRMUEE L, T/HRARRLTRIANOD
MELZTELLIICTHFETHD. S2E I A TV EH
W2 VAR P IITERRMEL, VAT ARIKRITE S SR
DIREZWREICT D FETHD. ZNLbDTL—LhT—7
HRNIZD AT OMEIZ L > TIHRMBHE LV Z — 2 b 17
ETS. LhL, FTx OFETATOERENE NI,
22— K% instrument L C7 L—AU—7 % X0 ZHRMIC
5 ZEMNTEDRICRSTFIDE T, LY K
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FaEFERTEDLE LRV,

Pz linux A=V EHRE L TND. linux O/NT
XY AT AOHERD AR TRV DICRIER AL TN D
MEbH . BHANTHERE L THRIHDLDIT API ©
RUEE DT AT DO E PRI E D TR T RIR & Rl
HLRTWI AT AZRM4 22 TH%. Windows T
I% Static Driver Verifier [4] % H\»"C Windows 7 —% /b
API OfFHFAY 2T /31 A R A SR L TR WhE A
THIENTED. seld [14] FftHEEw =3 2 L 2K
BAEL, =R BERICTES TRTNRNT EERFEL T
W5, Linl, ZhbHnY 7 hy=TThED XS Ttk
EEDDHINERTETHEEIL, EOLIRATH OS h—
FMZBWTRELLTOONEID Z 13 L0 272
NI IRIZORMR DD E LivZa.

7. $E

ARIFFEFTBEICRE LT Do 7o T BN, NI %
Gt - BT MLL, BET D L0 AN R AT RO —
HOMNEEREELIZObDTHD. ZOF—RARAET 4D,
NI OFRBIZBWTEEROIIEOLHIICTLTIVREL
RT DO TNT DEEEFDN, ENHIETHDHI EN
s, ThEzHEbhiiE, Hlzto 7 REET 5
DI R Sk 2 Fi > TNV & LT h, (MaiiEE &
L, EOXIITHEZRE - FETH00IMBICRET D
ZENRTED. NTOEEEZBLIZDOIEE L TR
IRy FICHTDHHARSELEHE 7 72XV T EHWD
ZLET, BEORYFEENSRTIORELSLT ST
NTOEREHNT D Z LK LT, 5% bR TE
FLIS DR T DI —NZONWTHAEL, NI SRS
5 EV) —HOWN AL, LY linux OE#EMEOR™ B
ICHBRL T LERH B

SEH

[1] Wang, X., Zeldovich, N., Kaashoek, M. F. and Solar-
Lezama, A.: Towards Optimization-safe Systems: Ana-
lyzing the Impact of Undefined Behavior, Proceedings of
the Twenty-Fourth ACM Symposium on Operating Sys-
tems Principles (SOSP ’13), ACM, pp. 260-275 (2013).

[2] Wang, X., Chen, H., Jia, Z., Zeldovich, N. and Kaashoek,
M. F.: Improving Integer Security for Systems with
KINT, Proceedings of the 10th USENIX Conference
on Operating Systems Design and Implementation
(0SDI’12), USENIX Association, pp. 163-177 (2012).

[3] Palix, N., Thomas, G., Saha, S., Calves, C., Lawall, J.
and Muller, G.: Faults in Linux: Ten Years Later, Pro-
ceedings of the Sixteenth International Conference on
Architectural Support for Programming Languages and
Operating Systems (ASPLOS XVI), ACM, pp. 305-318
(2011).

[4] Ball, T., Bounimova, E., Cook, B., Levin, V., Lichten-
berg, J., McGarvey, C., Ondrusek, B., Rajamani, S. K.
and Ustuner, A.: Thorough Static Analysis of Device
Drivers, Proceedings of the 1st ACM SIGOPS/FEuroSys

11



I S0 0N, JH A A T 0 $0 A Vol.2014-0S-130 No.10
EHRNELSRERRE 2014/7/28
IPSJ SIG Technical Report

European Conference on Computer Systems 2006 (Eu-
roSys '06), ACM, pp. 73-85 (2006).

[6] Lu, L., Arpaci-Dusseau, A. C., Arpaci-Dusseau, R. H.
and Lu, S.: A Study of Linux File System Evolution,
Proceedings of the 11th USENIX Conference on File
and Storage Technologies (FAST’18), USENIX Associ-
ation, pp. 31-44 (2013).

[6] Cotroneo, D., Grottke, M., Natella, R., Pietrantuono,
R. and Trivedi, K.: Fault triggers in open-source soft-
ware: An experience report, 2013 IEEE 24th Interna-
tional Symposium on Software Reliability Engineering
(ISSRE ’13), pp. 178-187 (2013).

[7] Manning, C. D., Raghavan, P. and Schuetze, H.: Intro-
duction to Information Retrieval, Cambridge University
Press (2008).

[8] Blei, D. M., Ng, A. Y. and Jordan, M. L.: Latent Dirich-
let Allocation, Journal of Machine Learning Research,
Vol. 3, pp. 993 — 1022 (2003).

9] Lu, S., Park, S., Seo, E. and Zhou, Y.: Learning from
Mistakes: A Comprehensive Study on Real World Con-
currency Bug Characteristics, Proceedings of the 13th
International Conference on Architectural Support for
Programming Languages and Operating Systems (AS-
PLOS XIII), ACM, pp. 329-339 (2008).

[10] Chou, A., Yang, J., Chelf, B., Hallem, S. and Engler, D.:
An Empirical Study of Operating Systems Errors, Pro-
ceedings of the Fighteenth ACM Symposium on Oper-
ating Systems Principles (SOSP ’01), ACM, pp. 73-88
(2001).

[11] Kadav, A., Renzelmann, M. J. and Swift, M. M.: Toler-
ating Hardware Device Failures in Software, Proceedings
of the ACM SIGOPS 22Nd Symposium on Operating
Systems Principles (SOSP ’09), ACM, pp. 59-72 (2009).

[12] Renzelmann, M. J., Kadav, A. and Swift, M. M.: Sym-
Drive: Testing Drivers Without Devices, Proceedings of
the 10th USENIX Conference on Operating Systems
Design and Implementation (OSDI’12), USENIX As-
sociation, pp. 279-292 (2012).

[13] Chipounov, V., Kuznetsov, V. and Candea, G.: S2E:
A Platform for In-vivo Multi-path Analysis of Soft-
ware Systems, Proceedings of the Sizteenth Interna-
tional Conference on Architectural Support for Pro-
gramming Languages and Operating Systems (ASPLOS
XVI), ACM, pp. 265278 (2011).

[14] Klein, G., Elphinstone, K., Heiser, G., Andronick, J.,
Cock, D., Derrin, P., Elkaduwe, D., Engelhardt, K.,
Kolanski, R., Norrish, M., Sewell, T., Tuch, H. and Win-
wood, S.: sel4: Formal Verification of an OS Kernel,
Proceedings of the ACM SIGOPS 22Nd Symposium on
Operating Systems Principles (SOSP ’09), ACM, pp.
207-220 (2009).

© 2014 Information Processing Society of Japan 12



