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Using Multivariate Statistics to Classify Targeted Attacks
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Abstract: Targeted attacks that exploit confidential information or personal information are serious threats
for many organizations. Recently, attackers use the infected terminals as stepping stones, and often change
destination of the stolen information. Thus, it is difficult to identify and reveal the true attacker. To iden-
tify the true attacker, we need to analyze commonality between targeted attacks and classify the attacks
under each attacker. However, it is not clear which parameters indicate characteristic of attackers most,
and not easy to classify the attacks under each attacker. In this paper, we use principal component analysis
to investigate a tendency of targeted attacks. Next, we use factor analysis to find the factors that indicate
characteristic of targeted attacks, and select high correlation parameters between an attacker. Furthermore,
we determine priority of parameters by computing the corresponding factor loadings and use cluster analysis
to assign a set of attacks into attackers.

Keywords: targeted attack, multivariate statistics, principal component analysis, factor analysis, clustering,
multi dimensional scaling
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Fig. 1 A conceptual model of a targeted attack.
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Table 1 Parameters about targeted attacks.

No Parameter | @i
1 host name |C & C ' —/"DFKA M4
2 IP address |[C & CH—1DIP 7 FL A
3 | domain name |C & C ¥ —/"D F X 1 ¥4
Al 4 DNS server |C & C #—/3D DNS #—/¥
5 resistrant | C & C H—/3D N X f VBEHE
6 resistrar C&CH—="NDFKAL VLI AT
7 |address owner |C & C ¥ —/3D IP 7 N L A
8 | virus name 1 | VA VAXH Y 7 b 1 OB
9 | virus name 2 | 7 A VAT Y T+ 2 O
10 | virus name 3 | 7 A WV AXFHE Y 7 b 3 DA%
B| 11 | virus name 4 | VA VAR Y 7 b 4 OB
12 temp file IV TR AT 7 ANV
13 registry SNV = TPERT ALY A M) 4
14 mutex SN LT OMERT A I AT v I A%
15 protocol < T OERK
16 subject A= D%
17 transit FEHR L7z X = 3=
18 X-Mailer WA THWONIZY T T 2 T4
C| 19 time zone | Wi A D EEZT
20 from A= )VDEEH
21 | attached file | A —=VOHN7 74 V4
22 specimen RHEBOTN 7 7 4 V5
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K2 WO ELINT A=5 LZOMNK
Table 2 The parameters that partially matched and the num-

ber.

No. Parameter PR | o — B
1 host name 195 11
2 IP address 206 30
3 domain name 149 16
4 DNS server 69 19
5 resistrant 93 22
6 resistrar 68 21
7 address owner 122 8
8 virus name 1 68 -
9 virus name 2 311 -
10 virus name 3 129 -
11 virus name 4 12 -
12 temp file 103 -
13 registry 35 -
14 mutex 26 -
15 protocol 32 -
16 subject 327 -
17 transit 237 94
18 X-Mailer 99 -
19 time zone 11 -
20 from 310 -
21 attached file 344 -
22 specimen 348 -
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Table 3 A summary of principal component analysis.

%1 52 %3 5 4 %5
e 2 235.5 | 116.5 71.5 54.4 44.7
5eag 0.642 | 0.157 | 0.059 | 0.034 | 0.023
BRESE | 0.642 | 0.799 | 0.858 | 0.892 | 0.915
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x4 RENHTION AR

Table 4 Factor loadings of exploratory factor analysis.

Parameter BIWET | H2HT | B3RT | HARET
host name 0.234 0.023 —0.228 0.197
IP address 0.087 0.613 0.213 0.116
domain name 0.358 0.220 0.195 0.315
DNS server 0.041 0.902 —0.033 0.023
resistrant —0.098 0.952 0.057 —0.116
resistrar —0.057 0.974 0.058 —0.112
address owner | —0.105 0.944 0.015 —0.069
virus name 1 0.139 0.327 —0.295 0.211
virus name 2 0.116 0.125 —0.157 0.252
virus name 3 0.016 —0.126 0.170 0.984
virus name 4 —0.032 —0.157 0.269 0.685
temp file —0.316 —0.035 0.648 0.268
registry 0.221 0.153 0.665 0.032
mutex 0.136 0.009 0.854 —0.101
protocol 0.093 0.021 0.689 —0.135
subject 0.003 0.121 0.343 0.370
transit 0.969 —0.040 0.066 —0.019
X-Mailer 0.831 —0.022 —0.009 —0.063
time zone 0.570 —0.126 0.008 0.133
from 0.557 0.060 —0.020 —0.068
attached file 0.957 —0.030 0.079 —0.079
specimen 0.931 —0.074 0.023 0.043

ns.
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Table 5 Factor loadings of confirmatory factor analysis.

Parameter BIHET | B2l | B3R | H4BET
host name 0.263 0.000 0.000 0.000
IP address 0.000 0.568 0.378 0.000
domain name 0.381 0.300 0.000 0.390
DNS server 0.000 0.897 0.000 0.000
resistrant 0.000 0.898 0.000 0.000
resistrar 0.000 0.933 0.000 0.000
address owner 0.000 0.884 0.000 0.000
virus name 1 0.000 0.240 0.000 0.170
virus name 2 0.000 0.000 0.000 0.160
virus name 3 0.000 0.000 0.000 0.999
virus name 4 0.000 0.000 0.103 0.667
temp file 0.000 0.000 0.474 0.146
registry 0.000 0.000 0.903 0.000
mutex 0.000 0.000 0.801 0.000
protocol 0.000 0.000 0.601 0.000
subject 0.000 0.000 0.416 0.353
transit 0.970 0.000 0.000 0.000
X-Mailer 0.787 0.000 0.000 0.000
time zone 0.603 0.000 0.000 0.000
from 0.533 0.000 0.000 0.000
attached file 0.933 0.000 0.000 0.000
specimen 0.935 0.000 0.000 0.000
x 6 HFHAMHETS
Table 6 Factor correlation matrix.

EIWRT | 2T | E3IWT | H4HT

%1 W7 1.000 0.228 0.504 0.507

%2 WT 0.228 1.000 0.574 0.438

#3WF | 0504 0.574 1.000 0.645

84 WY 0.507 0.438 0.645 1.000
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Fig. 2 A path diagram of factor analysis.

TOHLONREUTHLEEZOLND,
B22NOEANRTTHLYER, v~V 2 TERESB X
OMEEsER 1%, 226 12X 5 L HFHOMEDR 2R 2
Eod, HEIERLTWA LD LERT A LA TE
5. BEHRMBEORIZIE, —HO%E 2 W1 & OAMEH
WIFEDOY VY = TR, Myt b RSN TwE,. LoT
IS ORTHOMEIL, WEEFH ST ZIEL T
WHL, Vo 27 #ER L TOLIEEEZRLTWAS D
DEEZOND., LIzh->T, BOBERZZ#INT 5720
WCHERMGINT A—F1Z, H2h058 4 HFICBERT 585
A=FTHAHELEEZOLND.

5. 77 XML B 05E

TR B LRI LY, BRI N T
WRBEIZHERTHEERONLNT A=y il L7z, K
2, &87 A= OMBEOMRS L LBEREEZEEL,
7T AL L DRI RIBCE 2 B E T L T .

5.1 BEEDRE

FoXT A= ODFERELREET 572012, £3BIUE
A WF%, F2RlTLOMBEERTHAGDE S, WEH
RTE2RTFORTFEMEETZFOF FHNE., 63 KT
BIOE4ARToORTAMEIL, SERTLE2H/T-L O
ML EHT 4. SFRFORTEWEEHELEL RE
LD ER %, kG KT A— Y OBERELT 5.
Fo8T A= 5 OEFEREOFTEAEREZR 7T IRT. KPho
i, H£RTORTEMNE EMHHILEEZRELETH 5.
NF-EfEiE, WO Bir 2 BRI HL 3 21

2467



BERIEF =R Vol.54 No.12 2461-2471 (Dec. 2013)

£ T KT A—F DRI
Table 7 Priority of parameters.

Parameter HE2WT | FIKWT | F4RT | BEE
host name 0.000 0.000 0.000 0.000
IP address 0.568 0.217 0.000 0.785
domain name 0.300 0.000 0.171 0.471
DNS server 0.897 0.000 0.000 0.897
resistrant 0.898 0.000 0.000 0.898
resistrar 0.933 0.000 0.000 0.933
address owner 0.884 0.000 0.000 0.884
virus name 1 0.240 0.000 0.074 0.314
virus name 2 0.000 0.000 0.070 0.070
virus name 3 0.000 0.000 0.438 0.438
virus name 4 0.000 0.059 0.292 0.351
temp file 0.000 0.272 0.064 0.336
registry 0.000 0.518 0.000 0.518
mutex 0.000 0.460 0.000 0.460
protocol 0.000 0.345 0.000 0.345
subject 0.000 0.239 0.155 0.393
transit 0.000 0.000 0.000 0.000
X-Mailer 0.000 0.000 0.000 0.000
time zone 0.000 0.000 0.000 0.000
from 0.000 0.000 0.000 0.000
attached file 0.000 0.000 0.000 0.000
specimen 0.000 0.000 0.000 0.000
AR R 1.0 0.574 0.438 -
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8 I—7x U HHBRE

Table 8 Cophnetic correlation coefficient.

SR | BRERL | BREESY
5 PR 0.782 0.927
R B PR 0.496 0.970

REFY 0.513 0.980
v — Nk 0.776 0.951

'%///////ﬂﬂriﬂmnmmn’mmﬂ-“"“"w

3 BEPEIC L B 7 T A it OBHE
Fig. 3 A dendrogram of the cluster analysis by average
method.
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Fig. 4 Scatterplots of the attacks by multi dimensional scaling
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Fig. 5 Scatterplots of the attacks by multi dimensional scaling
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