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A Bot Detection Method Using Hierarchical Clustering Based on
Mechanical Communication Behavior Model
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Abstract: In this paper, we propose a bot detection method which focuses on application protocol message
transmission intervals of applications in order to find bot infected machine on a network. Our method pre-
dicts who is controlling the application by monitoring its network behavior, especially application protocol
message transmission intervals. An application which is operated by a human has random behaviors due to
the human operation, while a bot has a mechanical behavior since its behavior is written in its own code.
First, we build a model of network behavior of human and non-human operated application and we find that
several samples follow the model. Then we design a bot detection algorithm using a hierarchical clustering.
In evaluation phase, we set parameters in the algorithm with artificial data based on our proposed model
and then we evaluate our method with real human IRC traffic and IRC bot traffic. Our method correctly
judges bot traffic as machine-generated one.

Keywords: bot detection, application protocol message transmission intervals, mechanical communication
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Fig. 1 Input and output model for a network application.
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