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Abstract An Android application must be digitally signed to be used on a device, and usually a
self-signed certificate is used by a developer. Based on the signature, we can easily check if other apps
are digitally signed using the same certificate. This paper will propose the use of digital certificate
information of well-known Android malware to detect other potential variants heuristically. This paper
will also evaluate the proposed method by using a sampling of various Android malware.
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