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Abstract: Devices such as notebook PCs or mobile phones may have some ad-hoc network functionality for
direct communication, in addition to connectivity to the Internet or an intranet. However, the scheme is
not used for services like file exchange, because access control is cumbersome. It is impossible to assume
the presence of a trusted third party, so the system should rely on some out-of-band communication such as
pass-key entry by a human. In this paper, we propose a scheme applicable to node-to-node authentication in
an ad-hoc network which does not rely on such out-of-band communication. In our scheme, a node prepares
the information necessary to prove its authenticity — its own public key (NK) and chain of trust toward the
public key (NKCT). The verifier can establish the chain of trust by combining both the prover’s and its own
NKCT. By establishing the chain of trust, the verifier can authenticate the prover. We improved ease of
operation by providing this chain of trust using DNSSEC Resource Records. We have implemented a library,
and also created a simple smart phone application and authentication modules for Unix server systems for
evaluation. Our tests proved efficiency and effectiveness of the proposed scheme.
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Fig. 1 Access control model (Lampson [8]).
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Fig. 2 Multi-rooted hierarchical PKI (Based on RFC4158 [13]).
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4 RFEHFXOFFHEMRTFIE
Fig. 4 Preparation steps of the proposal method.
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Table 1 Resource records for NKCT/LCT and the keys to sign the RRs.

NKCT or LCT | Label (FQDN) | Data RR (signing target) | Key to sign the RR/RRset for the RRSIG
NKCT DNSKEY(KSK) @ entire DNSKEY RRset signed by
NKCT DNSKEY(ZSK) @ KSK”.” @)

NKCT net. DS ZSK”.” @

NKCT net. DNSKEY (KSK) @ entire DNSKEY RRset signed by
NKCT net. DNSKEY(ZSK) ® KSK "net.” @

NKCT aaa.net. DS 7ZSK "net” @®

NKCT aaa.net. DNSKEY (KSK) @ entire DNSKEY RRset signed by
NKCT aaa.net. DNSKEY(ZSK) @ KSK ”aaa.net.” @

NKCT nl.aaa.net. DNSKEY (NK) @ ZSK ”aaa.net” @

LCT nl.aaa.net. A NK ”nl.aaa.net” ©
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ad(#’_e_yo o LCT inl.aaa. net
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Ad-Hoc Network Segment - 169.254.0.0/16

5 REHROVIEAHEETIE
Fig. 5 Prove-verify steps of the proposal method.
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Table 2 Experimental configuration.

HHH b
OS iOS 4.2, MacOS X 10.6.5
SR C++, Objective-C
G475 OpenSSL 1.0.0a (armv6 — C SifD&. 7+ ¥ 77 RfE)
A dnssec-keygen (9.7.2-P2)
X dnssec-signzone (9.7.2-P2)
7 TY XL | RSA / SHA-256
Domain allCarrier = 9:22 PM = 5.3 FWEAEY 21— NMICLBEE
| NearBuddy — sencn | LCT 12 & A #EERE %, Unix & OS OREEIREFE 7 L —
RED for =l L7 — 2 Td b PAM (Pluggable Authentication Mod-
Failure — one Simluator for Dev
mac1.example2.net ules) [24] (ZHLAAA TEERL 72,
Green ”i--;;;;;-m B PAM (&, # — NEHETLE L 4 5 AL % AL L
Success hons sarpionet X\, 72 APL & LTHEESNTVS, H—/\ll% PAMO T A 7

FQDN

6 NearBuddy 7 7 7 ¥ Oijfi
Fig. 6 NearBuddy browser screen.

Descriptive Name
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T, FIACZ2HMAOMEMAHIAD S,
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# 3 2% iPhone 3GS L TOMM M
Table 3 Benchmark of the proposed scheme on an iPhone 3GS.

Operation Duration SHA-256-ops  RSA-sign-ops  RSA-verify-ops
LCT Signing 35.4 msec £ 0.46% 1 1 -
LCT Verification 42.1msec + 0.24% 7 - 7
Single NK Verification | 2.6 msec £ 0.82% 1 - 1

F 4 KIFEHNITL S nlaaanet AREMGEICLE LR T — & mliA
Table 4 Estimated amount of data need to verify the public key of nl.aaa.net, by the

proposed scheme.

Label DNSKEY-RR RRSIG-RR Data Size
2,048 bits | 1,024 bits | 2,048 bits | 1,024 bits | per label (bytes)
2 1 830
net. 2 2 1,183
aaa.net. 2 1 1 835
nl.aaa.net. 1 366
(LCT signature) 1 177

Total size of the LCT for nl.aaa.net 3,391

FffE L 7o 5T b OpenSSL = VT 525, iPhone @ 7
Oty 9 THst ARM 70ty PRI T7TEYTII2E-
ThEfbEN/za— R %ew/zo, CEFiEDfilkic L > T
W5, i0S SDK D574 771 w5 X 91231,
PR O 56 % JaAD 5.
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FRAEASERE K D R L TP N B IR E 2 S e v,

WL &) HTUE, BRI CoO NKCT 21EK 3 %
BOEER, 4 T4 VIREEICBIT 25 O DNS 1 VLN
X BMETHY, WED DNS BEOHFTHL., Lz
WoT, ¥ F4 VIREET, 335 HTRLZL) %, %H

© 2012 Information Processing Society of Japan

21 B &V BHEE T, RIEA . VEE - KGR CH 5,
F 794 VIKEETNKCT 6 LCT #1EK$ % & &%,
B ERE UGS 57200 F 13V o EWvWfrbZwv, LOT
DBEEEE, VIEADLERBICKEEE 25 0RO B LT
RETHETTHY, FBAEROBBII—HT 5. &b,
3.3.5 JHTHB L7- X 912, RFC5011 @ Active Refresh %%
BEH SN BHEE, BRI/ T 5. Lo L, Active
Refresh 1%, EHZ2FObL 2 L HEPHWTHLDT,
B EFHE ST DI N L - R+ 7 TH 5.
INBEDT ENS, NKCT DA S, FiEEO A=
DOETH, WETHOMEDH 2 TH, FEHEMELR W,

6.4 DNSSEC #EAMZYM
EHROMET.D 72812, DNSSEC M3# RR Oftb ) 12,
X.509 FEH#EZ FHWCHEBWiETH D, €2 T, X.509
PKI % JH\W 7234 L K72 & 2 DNSSEC OF|H %, %
PREEDRI R O X N, HEEEHEIAT (BEEH) ORFE,
BRI ERAT (EES) OEMNYE, BOMEMILD 4 55 CH
WA,
KIBRDOBXMHFEDOFE 2 A M1 X509 PKI % fii 5 85
HERLTELS AL, V=V HOEEOHEMED 1 D% R
T5720121%, ZSK/KSK @ 2 DD % 8§ 5L B0 D
D, BHEOEME 1 OHERT A0 BZ OGN 1 DT
W X509 PKI &5 &L B4 OMERRNAHEIZR Y, AN
MThHb., —F, BLOLZOOFER, FEENSL VD,
ZFDDOEFT) L SiEN . X509 PKI & AE 4 OFE
RIFIEIC R o TB Y, L% CPU LBEET CHE
BOHBEOHETEIAFTH L., —J, REOHTHRL L,
6.2 i CHEER L 2GR LB AR B, DNSSEC % H\ 7235
A0 421 2 ) BH X509 PKI 04, #ET24.1 3V

398



1BERIEF=EmEE Vol.53 No.1 385-402 (Jan. 2012)

W51 Ehv (BEWGEE 709 B 3 BG5S 720
ﬁﬁ%ﬁi@l*ﬁ—@ﬁzﬂ4n.%%%t@@@ﬁ@
Bl 5 &, X509 PKI Tl 41.5 MHEET &

123 LC, DNSSEC |2 & 2 MEE i34 23.8 [a] & 7
L. 22T, PEHREIRR I —FOEIEICIS U R O s
CHETEDLDT, ZOEICL>TRELAFNZLD LI
ES Y (RIS

DNSSEC O#E 412 & 2 IX, X.509 PKI O FEB &
AT A b EHN, RIE T A oS IRy. X.509 @
IV Ry T4 74 aEHEZRRRE CEHT 5121, 4
L — 74/7/XTA’m&ﬁA%&@@ﬁ@ N E |
HEEET L. ZOGE, INLEHOEHED ) bOW
fﬂ#%%tﬁktfﬁﬁT% , LY RRIZYT 4T 4Gk
GEE IR ﬁ%mﬁﬁﬁmAﬁ#%ﬁHézﬁﬁéé &%
PRERER S OB E BT 5 L, — \FEHEO IR
R - Hi— @ﬁ%%%tbf,ﬁﬁﬁ#%1oﬁmhﬁf
F—LRENTVS, lyFly%4%4ﬁ%%%:h%
DEENLFATE T D 720121F, mﬁ@ﬂﬁ@%%%%
L2 6T, B mpﬁﬁﬂim AT EETH 572
JThL, EHTAEHEOKL L REDT, I AN
BV, #EANROT ) r— a3y (RIRE) 1oL, G
HEOME (o a¥EIRMT 20— 2O EEE) 2
BWiew, TRy 72— FEIEICHWDLDIZIEF — /N A
Ry 7 THDH., TNEHNR, DNSSEC % [H\ 72 hiEx,
BHROMREITRE, BRI L - GEF I X MSEDNH
500, #E O DNSSEC O &[4 & IHE & 72
HIEDMETESL, Lz o>T, X500y Ry 5«1
7 A FEHEOE IR, BEWIEI A P CEATE 5.

mwﬁni X.509 PKI % w7234 L b, #E4
ENFENETIITAE00TRED Y, EHEIEW
zﬁwﬁéaﬁwu DNSSEC 725928 & 1 % 5k < ik

THFENTVDLETHAE. 2 TOEMHMEE, Wl
A%%Eb%?~@ﬁf%é#kw5ﬁf%b,@m®5
ATCRELY A MEEDTVLONEDOEHTHLH. 2
T, BEHICBILERIIOVWTGERT L. HDH S —
YEBEL, TOBRNSERLRE TV — VILER
T5E, B— TV UNOEBEBROMBEL, B
Ve U AND B RBEE L o B RO LB S, M
BRI A MDSE. ZRW R, BEHHEIBDRS T L
BEF LWV, —F, V=N T 5 RROEH &2

Wb ) BEAL, ERAERBICLZ 0D, LRk
/~/®ﬁ%%WM%®Eﬁﬁﬁib%%wtﬁ%f%
LIS, H—D#IZL Ty =L, iy —r
NODEEOEE L ZIT AL TR L L) &35 L, HE
LR MOMRBHET vNT VAL D, FIT, WMEERE
MERED NG v 2% ¥ % 72012, DNSSEC T3, V'—
YEADIZDDOR (ZSK) LEOEXL DO (KSK)
VG D LRI TV [21], [22). 728 21T,

© 2012 Information Processing Society of Japan

RFC4641 [21] TiE, KSK T3 DR Ok % kil
WIFEM L, ZSK 113 Kd O E o4 & SR T8 ) B 2
LERADHER SN TV A, S 512, KSK HEH#ITH A v
N7 = HOE) S NGETCERY 52—, ZSK Ok
BRI — N EICEWT, V- 0B HEMLT 5 T
BWEND. X509 PKI D6, TO L9 %EHEH—0FR
AERTIEERTE RV, BEORL LR EMNT
LEDOTRNPLIETH Y, #EHAMIE DNSSEC D L%\
DNSSEC ®# 0 Exh{bid X.509 PKI @ 73 & g L
REOWNREETLL-AT AL YVBEEGLTNAD
DNSSEC O # D #ER LD EBIZ OV TIE, #TIE%R
ENENDOBLIHNARIFEE S NS Z LIS 5.
BT BB AVAMBRICEE L, [H C#E 7R
MERICHYS T 2 B4 VIRD, #ICT 5 B4 HEIY
W2&%h$ 4. B, RFC5011[19] T, X VBRI ZED
L (revoke) & & 2 (rollover) OFTa s aDE
FEINTWD, BOIFTFREICBNT, BRI LHET T
*E%%%L&Tﬂi&%&wXHwHﬂTWCRL%
OCSP 12 & % Hih L o, WAL RIREEAMR A &) 7
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@, 3.3.3 HTNE@H X 0 3.3.5 HEMW)., g, 7F
Ry TRy bT—=2DEHD, 4 ¥ —F v bAOFENE
D7, WHOBMIZT 7 B ATE WL RIS N Ww
MHEETH L. 728 21, X509 PKI X, #EOAERIEIRDH
EDIEID, 45 —%y bAOFIEEDHHIRD, CRL %
OCSP IV TH# LX) ZHETE 5. DNSSEC i, 2
DFRITEY, —EDORFINICEERE L DR & AT &
5. 12HOHFRIE, EADPTTLICHE>TRRF vy v 2
POHIBRENEDIZED R ) EMETH L. 2 OHDOHK
1%, BEERROEFH YA I 7O L, revoke ¥ v b
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WWOT, #ERLELORYIAIC X 2 RERALELIC X
HESUILTTRECTH 525, FEBIA0 2 GBS S B 70 2258 1Y
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HED R, BATOMEIA D FE, TRy 742y
T =27 ETHWAIZIEHR RS o 72, —F, NS
WL HRUE, / — FORO8 LA 0RO & 2 W
ST B0, AREEREOFHAPLETH L05, M
FAEEAMEIET A BT O AR RO NI E D5
DFEGET PRy 742y NI =27 ETAFTE WD,
JEHIZBWTHIF S - 7-.

RIEEFATIE, 7 — FORRBEORIIG L OR O &
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RBEDOEHMZRT 012, REFREZFEH L1
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