Computer Security Symposium 2011
19-21 October 2011

APIO0O0DDOO0ODOOOOOSVMUOODOOooOooOoooo

oo oo f o0 o0 f oo oo f o0 0O ¢
1000000000000 10000000000 DOO0DOOoDOOooDOoo
255-0882 00 000D O0ODO 5322 255-0882 00 00O DO0ODO 5322
{alc, keiji, jun}@sfc.wide.ad.jp sigematu@sfc.wide.ad. jp

gbood booboboobooboboooboooboooobobooboboobobo
ggboobuooobboodabbuooobooobbuooobooobboobbuoooboan
gobooboooboboobbooboboooboobboobobooooboooboboooobooon
OoooooooooooOboooOoOogo APIODOOOOOOOOODOODOOOODODODODOOD
OO0O0D00OO0O00DO0OO0 Support Vector MachineOO OO OOOOOODOOOOOODOOOO
goboobooobobooboboobbuoobboooboooboboobboooboooooboo
gbobgooboooooooboboobooooboboboooboooboboboboobo
gboboobooobooon

Malware Classification based on SVM and Labeling by API’s
Tendency

Toshinori Usuif Kunihiko Shigematsut Keiji Takedaf Jun Muraif

tFaculty of Environment and Information Studies, Keio University
5322 Endo, Fujisawa 255-0882, JAPAN
{alc, keiji, jun}@sfc.wide.ad.jp

1Graduate School of Media and Governance, Keio University
5322 Endo, Fujisawa 255-0882, JAPAN
sigematu@sfc.wide.ad. jp

Abstract With the spread of the internet, various kinds of new malwares have appeared.
Therefore, to take effective measures to cope with these efficiently, we need to analyze malwares
in fast method. In our proposing method, we extract information which is related to malwares’
behavior by static analysis, affix labels to malwares based on its APIs’ tendency, and classificate
them by Support Vector Machine. We implemented automatic classification system according
to our method. By using our system, analysts can know malwares’ behavior easily from the

result of the classification.
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