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Abstract Modern automobiles utilize in-vehicle networks such as CAN (Controller Area Network). CAN is designed for bus
networks, in which transmitted message contains no source or destination information and thus are simply broadcasted to every
node in the bus. The protocol has no support for sender authentication or message authentication and is therefore vulnerable to
impersonation and spoofing. In this paper, we propose a prevention method for unauthorized message transmission in CAN. The
method leverage the fact that every message is delivered to all nodes in the bus network including the one the spoofed message is
trying to impersonate. This node detects the spoofed message just in time when it is being transmitted and immediately sends an
error message to prevent its transmission. The method can be implemented with minimal changes in the present architecture of
Electronic Control Unit (ECU) and can achieve sufficient real-time response. The method utilizes the general characteristics of
CAN and therefore could be deployed to not only in-vehicle networks but also other systems that use CAN.
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