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Detection of Malicious Web Pages Based on
HTML Elements

KazusHI IKEDA,! TADASHI YANAGIHARA,'!
GEN HaTTORI, T KAZUNORI MATSUMOTO, !
CuiHirRo ONoO'! and YASUHIRO TAKISHIMAT!

In this paper, we propose high-speed and accurate algorithms for detecting
malicious Web pages. Our algorithms detect the features of malicious Web
pages from their HTML elements such as the background colors of Web pages,
the server names related to malicious Web pages, or the name of javascript
functions that makes browsers perform unusual actions in response to malicious
Web pages. Strings that appear especially in HTML elements of malicious Web
pages are automatically chosen. SVMs (Support Vector Machines) combine
these strings and detect malicious Web pages. Since our algorithms do not
rely on the text parts of Web pages, they can detect Web pages that existing
text-based algorithms have difficulty in detecting. By conducting a large-scale

performance evaluation with real malicious Web pages, we showed that the hy-
brid algorithms of our algorithms and existing text-based algorithms increase
the precision of existing text-based algorithms alone by 9.3 points.
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Table 1 Detail categorization of Web pages and the definition of malicious/harmless categories.
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Fig.1 Overview of the processing flow in the proposed algorithms.
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Table 2 Example of extraction and parsing of HTML elements.
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BE" /></td> </tr> <tr> <td height="80" valign="top"
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target="_blank"></a></td>
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Table 3 Appearance frequency of string s to evaluate E(s) value.
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Table 4 Example of E(s) values and appearance frequency.
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Fig.2 Comparison of the performance of X and Y, which are extracted by the proposed algorithms,
the number of links, and the number of image files whereby Web pages that contain each

string more than K times are judged as malicious.

00000000000 KOOOOO WebOODODOOOOOODODDOODODOOOOKDO
0000000000000 0RecallD0000OPrecisiond 00000 2000000
0000000030000000000 WebOOOOODOOOOO 100000000
ocoooooooooboobooOOoooOoOoUooooooooOoOoOoOo Xoyoooooo
00 4000 5)0000000000000D0DO0O00000O0DOOOOODOUDOO
gobodobooboooooboooooooooboooboOoobooOooonn
oooooooooooooooOoODOOOODOOOOO WebODOOOOOOOOO
0000 Al0D00000 100000 000000000000000 JudgeD OO O
0000000000000 000000000 Correct 00D ODOOOOOODOOOO
Recall = Correct/All (3)
Precision = Correct/ Judge (4)
020000000000000000 X0YOOOOOOooOoooooooooooo
oooooOoOOO000oO000oooooOOOOO0OO000O0O0O0bOoOoOoODOOO0O0OXO0Y O
O000000O0000000100000o0oooo0Oo0O0O0O0 WebOOOOOOOOO

(© 2011 Information Processing Society of Japan



2479 HTMLOOOOOOOOOOOOOOO

00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
000000000000000000000000000000 405000000
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000000000000000000
44 SVMOOO0OOOOO
4300000000000000000000000000O00 SVM'*Y 00000
000000000000000000000000000000 S4,52,8s,-+,5, 00
0000000000000000 Ny,Na,Ns,---,N,, 0000000 SVMOOOODO
0000000000000000000000000000000000 LabelDOO
00000000 SVMOOOOOO0O0D050 SVMOOOOOO0OO
000000000 SVMOOOOOO0OO0O000000000000000000000
0000000000000000000000000000000000000000
0000000000000000000000000000000SVMOO000000
0000000000000000000000000000000000000000
0000000 SVMOOOOO0OOO0ODOOD0OO0000 C45® 000000000000
0000000000000 3000000000 WebODOO 200000000000
1000000000 SVMO C4500000000000000 WebODOODODODO
0200000000000 10000000000F0000000000SVMOOO
0000 FOO69.1%0C450000000 FOO 594%00000000000 SVM
000000000000000000000C4500000000000000000
Neural Network '4) O Bayesian Filtering® 0000000000000000O0O00O

05 SvMOOOOoOOoOOoOoooo
Table 5 Example of SVM features.

Label
S S S S RPN
S I (EBT =5 D%
‘3‘4' ]‘ 1 Nll le N13 Nlm 1
HA k2 Nop | Ny | Nos | ... | Nop 0
‘*j—/l) X NXI NXZ ng, NXm 0

000000000 Vol 52 No. 8 2474-2483 (Aug. 2011)

gobooooboooboooboooobooboo
ooosvMUOO0000000000oooooooooonoooooooooooog
goooboboooooooobooooooobooooooooooooooogoooonoa
gobobooobooooooboboooobooooooobooooboooooobobeobonOO
goboodooboooooooobooobooooo0oobooooobooOooa

5. J0ObOooooooboooooao

00000 WebODOOO HTMLOOOOOOOOOOOOOOOOOOOOOODD
gooooboboooooooobooooooobooboooOooooobooboooooboooooooboo
000000000000 0000000000000? 00000000000000
gooboooooboooooooboooooooo

4400000000000000 WebOOO 200000000 WebOODO 2000
00000000000 000000000O0O0U0oOo0o0oO 10,20,30,---,90 (%) 00O
000000000000 o00000000o0()Uo00D0O0DOO0UO0DDOOO
000@3) 0000000000000 00000O0 3040000000000000

(%o)]
90

7 D HTML T
IR TE
[ | étié

O AL TOH
HE

T T T T
0 2500 5000 7500 10000 12500 15000 17500 20000
HIEF YA

03 O000O0OO00oOoooooOooooooOooooooo
Fig.3 Number of Web pages detected as malicious by the proposed algorithms and by the existing

algorithms.
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Fig.4 Ratio of Web pages detected as malicious by the proposed algorithms and by the existing

algorithms.
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Fig.5 Comparison of the performance of each algorithm.
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Table 6 Comparison of the processing time of each algorithm.

1A FOHEICELE

S ALBEIRE[H] (msec)
FIE1(1RE) 3.85
FE 2(0E3K) 3.57
FIEIAREHERDESR) 3.65
FE 4-a(PER+SVM 26 HiFE 3.50
FE 4-b(RER+SVM 10,000 HEE 12.12
TEBE R AEHT O (B ) 6.82
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Fig.6 Performance comparison of the classification of foreign and Japanese Web pages.
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