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Automatic Malware Classification System
Based on Similarity of Machine Code Instructions

MAKOTO IwAMURA, 112 Mirsutaka Itonf!
and YOICHI MURAOKA 2

‘We propose the method for calculating the similarity of machine code instruc-
tions and an automatic malware classification system based on the method. Our
method enables malware analysts to calculate the distance of known malware
to new one and estimate the part that are different. By the way, the machine

code instructions of many recent malware are hidden by a packer. For solving
the problem, we developed an unpacker and a disassembler. In this paper, we
build the automatic malware classification system with a combination of the
unpacker, the disassembler and the proposal method for the similarity of ma-
chine code instructions. In the experiment, we classified 3 groups of malware.
The experiment results show that we can understand 75% of the whole mal-
ware functions by analyzing several different types of malware. For the similar
pair of malware, the system could estimate the difference, i.e., we could analyze
the malware focused on the different part. In the comparison with our system
results and the names by anti-virus software, the problems of naming malware
emerged, e.g., anti-virus software indicated different names about the malware
that our system identified as the same malware.
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Fig.1 DP matrix.
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Fig.4 Dendrogram for dataset A.
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Fig.5 Dendrogram for dataset C.
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Table 1 Malware for evaluation.
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02 00000000

Table 2 Compilers for evaluation.
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Table 3 Similarity matrix (%), optimazation option Od.
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Table 4 Similarity matrix (%), optimazation option Ox.
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Table 5 The number of lines for sdbot.

oo oo
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sdbot05a 1,902
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Table 6 The number of common lines.
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07 dif 0000000 (%)
Table 7 Similarity matrix based on diff (%).
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Table 8 Similarity matrix for sdbot05b (%).
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