Vol. 47 No. 8

goooooooo Aug. 2006

gobgoboobooobuobtuobobooboobooon

O O O ot g o o ogtes
0O O O oftees gpoooootft

gooooOo0o00oooOO0o000oOoboo0ooOooO00oOoooOooOob00oooDOo0oO0o0oOoobO0000
goooOobooo0oOoooOoOoO0oOoO0O0OOO0O0O0C0OO00O0OO0O00C0O00CO0O00O0000O0
gooooooooooooooooooooboOoOoOoooOoboOoOoOooOoOoboOooooOoboOoOooooDo
goooobooooooobooobo1101000000000O00000O0DOOO0OO0ODDOOOOO
goooooooooooooOoOoOoO0OOCOOOO0OO00O00OoOooooOobOOOoOoOoooOooooo
goooooooooooooOooboOoOooboO0oOoOoO0oOoOoOoOoOoOoOoOoOoObOOoOOoOoooboOon
goooooooOoOOOOO0OO0OO0O000000O0O0DOO0OO0O0O0O0O0O0O0000000O0O0O0ODOOO
gooooooooooooOoOoOoOO0OCOOOO000OoOooooOoOOOOOOOOOoOoOoOooooo
goooooooboooooooooooOboOoOoOoOooooooOobobooOooooo

Unknown Virus Analysis Support System
Using Code Loaded on Memory

SACHIHIRO ICHIKAWA,+® RYOICHI ISAWA,t.00
Y OSHIAKI SHIRAISHIT 99 and MASAKATU MORIItt

This paper presents a design and implementation of automatic virus analysis support sys-
tem. It is expected that not a binary or disassemble code but a suspicious code expanded on
memory is helpful for automating of virus analysis. We take the following approach: 1) exe-
cution of a doubtful code on a virtual environment; 2) dumping the object code on memory;
3) disassemble of the dumped code; 4) analysis of the assembly code. By the above approach,
we realize a system for supporting computer virus analysis. Although it has been difficult
to automate analysis, the system can automatically output a result as same as the technical
details of security response issued by anti-virus vendor. In addition, the system can analysis

of new virus including one with a difficult analysis.
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Fig.1 Logic transform at jump somewhere in other sub-

routine by call instruction.
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Fig.2 Logic transform at jump somewhere in same sub-
routine for conditional branch.
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Fig.3 Logic transform at jump somewhere in same sub-
routine for loop.
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Fig.4 Logic transform at jump somewhere in other sub-

routine by jump instruction.
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Fig.5 Getting name of Windows API from ImageBase
and offsetaddress by function DB.
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Fig.6 Flow of the proposed system.
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Table 1 Example of database for annotation.
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