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Yataglass+: Network-level Behavior Analysis of
Shellcode That Incorporates Memory-scanning Attacks

MakoTO SHIMAMURAT! and KEnj1 Konofl:i2

Remote code-injection attacks are one of the most serious problems in com-
puter security because they allow attackers to insert arbitrary code. To detect
and analyze injected code (often called shellcode), some researchers have pro-
posed network-level code emulators. A network-level code emulator emulates
shellcode’s behaviors and thus can detect shellcode accurately and help ana-
lysts understand the behaviors. Since it interprets shellcode, it is robust to
encryption and obfuscation. We demonstrate that memory-scanning attacks,
which use data on the victim process, can evade current network-level code
emulators, and propose Yataglass+, an elaborated network-level code emula-
tor, that enables us to analyze shellcode that incorporates memory-scanning
attacks. Experimental results show that Yataglass+ successfully analyzes real
shellcode into which we had manually incorporated memory-scanning attacks.
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glass+0 000000000000 00O Win32 APIO0OO0O0OO0O00OO0O00OOO0OOO
00000000000 0OWIn32 APIO0O0OO0O0O00O0O0O0O00000ODOOOOOO
ArPlI0DO0O0OO0O00O0O0OOOOOOODOOOOOOOOOOOOOOODOOO0OOOO
00000000000 VYataglass+O00 DLLOOOOOOOOO APIOOOOOOOO
ooooOoOOoOOO0O0OOOODO0OD0D reen 000000000 OOOOOOOCOODODODO
oooooooooooooooooooooooooooooooooOOO0O0b0Dbo

5. Yataglass+-O OO O OOOO0O

5.1 Symbolic Execution
Yataglass+0 00000 Yataglass 00O 00000000 Symbolic Execution 14),22)
00 00 Symbolic Execution 0000000000000 000000O0O0O0OO Value
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doododoooooboooooooooooooboooooooooooooooog
00000000000ValueOOO XxO vyOODODOOX4YOOODOODO (ADD X ¥V) O
go0looooOooOoQoopooOoOoOoooOoOOOoOOOOOO0bOODXxOYyOOoooo
000000000000 00000 Yataglass OO Symbolic Execution 0000000
00000000000 ooooooooooooooooooOo
Value O O O NumberQd SymbolO Expressiond Unknown 0 400000 O Number OO
go0poOoOoOd ValveOOOOOOODOOOOOOOOODODDOOO 32000000
Number OO 0OOOOOExpression 0000000000 200000 3000000
00 ValueOOO x0O vyOOOOO@MDD X V) O x+yYOOUOOOOQOOOOOOODOO
O000DO0O0O0C0ODO0OO0OUODExpression0000000O0O0OOOOOUnknown O
Symbol 0O OIOOOOOOODOOOOUODDOODDO 200000000000 Symbol
0000000000000 000000000000D0000000 Yataglass+0 00
000 STACK.PTR OO0 Symbol esp 00000000 OOesp0000OO0ODODODO
O000000000 esp0000000O0O0OOODDODDODOOODOOOOOOOOO
0000000O0Unknown 0000000000 OCOO0ODOOO0ODOOOOODOODODO
000000000000 000000000000 Unknown OO OODOO
Yataglass+0 OValue 000 0000000000000 D00OO0O0OODOOOOOValue
JdddooObOoooooboO0o00bobOobOoOO0o0o0xbO 1000 20000000000
000000x0O [10, 20] DOODODODOOODOODOOYO 120000 800000
00o0o0ooOdrlo,119] 0 [121,255] 00O O0O0OD0DO0OOOOODOODOOOOOOOOOODO
0000000000 00000s,200000000000000O00O Yataglass+O0000
00o0oo0ooooooooooooooood

Yataglass+O OO0 OO 0O0OOO00OOO0OO0OOOOOOOCOODOOODOOOOODOOOD
oooooooo0oUooooooUooUoooooOoUooooOoooOOoOUoooooooo
goobooooooooooboo0oooooOo3obooooooooDoOoUoDoo
0000o0o0oooo0UooooUoUooooo0oUooooUoooooUoUoooooo
0000000000000 0000000000000OYataglass+O0OOOOO0OO
00000DOo0o0oo0U00ooooo00ooooo0UoDoooOooUoooooOoo
O CopEPTR OO0 SymbolOOOODOOODOOOOOUOOOODODOOOOOOODOOO
O copEPTR 0000000 O0OODODOODODO Yataglass+O0 0000000 CODEPTR O
0000000000o0oooooooooo0o0o000000oooooooooooon
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CODE, 000 Symbol 00000000000 »n0000O00000O00O0000 nOO
00000000000000000000
Yataglass+0 0 0 O Symbolic Execution 0000 2?2 00000000ooonDO
00000000000000000000000000000000000000000
000000000000000000000000000000000000TAPIiON®
OD00DOO0D(XOR (OR X X) X)) O (ADD (SUB X Y) v) 00DO00DOODODO
0000000000000000000000000000000000000000
O000000000O00OYataglass+t000O00000O0000000O0O0D0O0OOOO
Yataglass+O0 0200 ValueOOO X0 yOOOOOODOODOODOOOOO
e X0 YDODODODODO ValueDOODOODOOOOOOOOODOOOOOODOODO 1000
00000000000000x=20Yy=1000000000000000 (ADD X
y) 00000030000
e (SUB X X)O(XOR X X)O(AND ¥ X)O(OR X X) DO0DODDOOOD 0O xOOO
000000000000000000000000000000
e 000D0DOOODODDOOODDOODNOOOODONONODOOOOODOODO(ADD (SUB
¥v)vOox0O0oOoooo
000000000000000000000000 Yataglasst00OOOO0OOO0O0O0O
00000000
5.2 0000000000000000
Yataglass+ 0 0000 000000000000000000O00O000000000
0000000000000000000000000000000000000000
00000000000000Oeflags00000000000000000O0O0O0OO
0000000000000000000000000000 Yataglass+0O0O0OO0O0
000000 Oeflags 000000000000000000000000 ValuedODO
O00000000000000 Yataglass+0 D000 O0000000000O00O0O
Value 00OOOO0OO0O0O0OO0OO0O0OOOOOOOODOOOOOOOOOO0O0O0O
Borders 0¥ 0000000000000000O000O0O00O0O0O0OO0O0OO0OOO
00000000000000000000000000000000000000000
0000000000000000000000000000000 300000000
00000000000000D0 oxc3Dret 0000 ADDROOOOOODOOODOOOO
00000000000000000000004000 emp 000 4DDROODOOOO
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ADDR OO O0O0O0O0O0O0O00O

mov edi, ADDR # edi = ADDR (CODE_PTR)
loop

inc edi [edi] = CODE,

cmp byte [edi], 0xC3 # ’ret’ OOD

if (xedi==’ret’) goto 8;
else goto 2
cONTOOODOODOOD
‘ret’ 00OO0OO

jmp loop
: loopout:

call edi
: CONT:

I B

#

1

2

3

4

5: je loopout
6:

7

8

9

03 O0o0o0o0oO0opooooooo

Fig.3 Example of scanning loop.

OO0 ValveOOOOODOOOOOOSOOO0O0O0O0OOOOOOODDODODODODODODODOD

0000000000000D00 Yataglass+O0O OO ValueOOOOOOOOOOOO
0000 Yataglass+0 fork() 000000000 O0ODODO Yataglass+O00O0O0OO0O00OO
gooooboooooooooooooboOooooooooooobooooooobooOoDbon
gobooooooooooooooobooooobooooooooooobooobooooboo
Yataglass+0 10 0000000000000 000O0O0OOOCOOCOOOOOODOODOO
0 300000Yataglass+0 5000000 ValueOOOOOOOOOODODDOODOOO
goooooboooobooooooooobooooooobobooooooboobooooDboo
gos00000bo0obo0oooooo20000000b0 sOb000ODOOODOO
goboooooboooooooooobooooobooobooooooo

Yataglass+0 000 ValueOOOOOOOOOOOOOOOOOOO ValueOOOOO
oooO0O0Ob00O00O0O0Yataglass+O0O0OO00OO0OO00O00OOOOOOOOOOOOOODOO
O0000000000000000 Yataglass+OOOOO ValueOOOOOOOOOOO
ooooooOoOooODOODODODOOO 3000004000 emp 000 eflags 0 zFOOO
ob0MsrOodobooomorib00oobO@pFO0bOOOOOODODOOOOODODO
OO0 Yataglass+-0 0 (CMP CODE; 0xC3) 00 O0O0O0O0O0O0ODOOO0O0O0O0OOOOOCODE,
00000000 4pbp copEPTR 1) 000O0O0OOOOOOOOOOOOO0OO0O0OOO
00000000000 ValueOooQd

Yataglass+0 00 000000000000 0O0OCOOOO0OOCOCOOOOOOOOODOO
OODO0OO0OOODO0ODbO ValveOOOOOOODODOOOODODOO 300000 Yataglass+
005000 cobE O [edailOD0D0O0xC3 0000000000000 O0O0O0ODOODODODOO
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# ADDR is an address of code region

1 mov edi, ADDR # edi = ADDR (CODE_PTR)

2 loop:

3 inc edi # [edi] = CODE;

4 cmp byte [edil, 0xC3 # ’ret’ 00D

5: jg loop # if (xedi>’ret’) goto 2;
6 cmp byte [edi], 0xC3 # ’ret’ OO0

7 j1 loop # if (xedi<’ret’) goto 2;
8: loopout: # coNTO0O0O0O0000

9 call edi # ’ret’ 0OOOO

10: CONT:
04 200000000000000000000O0
Fig.4 Example of scanning loop that uses two constraints.

O00000D000000D00O0OYataglass+O0O0O0OO0O0O0O0D0ODDOOOCOOOOO
00000000ooooooooooooo000000o00ooooooooooooon
000008000 call edi O0DODOOODODOOOCODEO [edilOOODO 0xCc3 0000
000000 VYataglass+O0 O OOO0O0 ret 0000xC30O0 0000000009000
000oooooooooOoO0oOooOoOooooogg

0000000000000 00O0OYataglass+O000O0O000O0OOCOCOOOODOO
000000000000000000004000000000000000000000
00000000000 Yataglass+0 OO0 O00060000000000cCoDE;O [edilO
Ooofo, 0xC3] DO0ODOOO0DOODOO0DOODOODOODOOOODOOYODO0ODOOOO
000000000000 80000000000 CopE,0 [edilO O [0xC3, OxFF] OO
000000000000 OO000U00oooooooonceopE O [edilODO 0x€c3 000
ooo

x86 000 0000000000000 0000 scasU00cmps 00 OOOOOODOO
0000000000000 D000C0C000000000Orepne scasb 000 0edi O
O00000000O0Oeax 000 10000000C0CODOOOOOOOOOODOODODOOO
O00OO0ecx0O 0000O00DODOOYataglass+O0OOOODOODOO Yataglass+O0 00O
O0D00O0O0O0OD[edil] 0 eax 000 100000000000 DODOecxO OOODOOO
O0000D0OOrepe cmpsb U0 0O 0esi O00000O0O0 edi 000 OOOOODODODOO
O000O00O0OVYataglass+0O000O0OOesi D000 edi OOO0DOOOODOOOODOOO
0000000000000 00000ecx000D0D0OODOOODOOOOODO
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53 O O

Yataglass+0 0000000 Linux 0000000x86 000000000 Olibdasm 27
O0000o0ooooooo 1A-20000000000000000DODOOOOO0O0O0
OO0O000D000dfstenvO fnstenv fsaved fnsave 0 0 0 FPUOSIMDO OO OO OOO
0000000000000 0000U0ooDooo0oO000ooonoO Yataglass+0O
00000000oooooooooooooooooooooooooog

00042 000000000Windows 0000000 O0OOOOOOOODOOOO
Process Environment BlockD PEBOOOOOOOOOODOOO Yataglass+OOOOODO0O
0000000000 DLLODOO kernel32.dll, user32.dll, ws2.32.d11 0 O0O0O0O
0000000000000 0 APIODCOO0O0ODOOOU0ODOOOOOODOOOOOOOn
LoadLibrary() O GetProcAddress() DO00O0O0O0O Win32 APIDOOOOO0OOOO
000000 LoadLibrary() O GetProcAddress() 00 0O0OO0ODOOOOOOODODOO

6. O O

6.1 0000O0O0O0OOO0OODOODOOOOOOODOOO
00000000 Yataglass+0 00 0000000000000 0000O000OO0
000000O00Spector™ 0000000O0000000 Yataglass+0000000
OOSpector 00000000 DODOOOOOODO Yataglass+0 000 0O 0O Spector 0 00O
00000000000000000000000000000000 Spector 0000
Spector-X 000000 OSpector-X 000000000000000000000O000C
0000000000000 0000000000000000Spector010000000
00000000000000000000000000000000000000000
0000000 Linux 0000000000000 000Spector-X 00 0Linux 0000
0000000000000000000Spector 100000000000000000
0000 O Polychronakis 0 'Y 0 Zhang 0¥ 000000000000 O0OO0ODO0O
00000000000000000000000000000000000000000
000000000000 00000000000000000000000000000
00000000000 0000000000000000000000000 Spector O
O0000000O0D0O000D0000D0000D00 Yataglass+0 00000000000
0000000000000000000
0000000000000000000000000000000000000000
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02 00000000000
Table 2 Shellcodes used in the experiments.

goooo oooo ooo CVE OO oo ooooo
tsig.c bind <= 8.2.2 SecurityFocus | 2001-0010 | 000000 oo
7350wurm.c wu-ftpd <= 2.6.1 milwOrm 2001-0550 | OODOOOO oo
rsync-expl.c rsync <= 2.5.1 SecurityFocus | 2002-0048 | 0000000 | OO
7350owex.c wu-imap 2000.287 milwOrm 2002-0379 | OOOOOO ToUpper 00
OpenFuck.c Apache with SecurityFocus | 2002-0656 | DO O0O0O0O oo
OpenSSL <=0.9.6d

sambal.c Samba 2.2.8 SecurityFocus | 2003-0201 | 0000000 | OO
cyruspop3d.c | cyrus-pop3d 2.3.2 milwOrm 2006-2502 | DOOOOOO | OO

0000000000000 0000000000000000000000oooooog
0 Onamed 220 wu-ftpd 29 rsync 300 wu-imap *0 Apache Web Server 20)Osamba *20
cyrus-pop3d® 00000 200000000000000000000O0OO00OOO0
000000000000 SecurityFocus®Y O MilwOrm® 0000000000000
0000000000000 0000000000000000000000000000
000000000000 000000 CVEODODODOOODOODODOODODOOOODOO
000000000D00000
0000000000000000000000000000000000000 pop
ebp 0x5D0 0 retd0xC30 OO0 0000000000000 O0O0DOOOOOOOODOOO
00000000000 000000000000000000000000000000
00000000000000000000000 esp00000000D0000O0O000
00000000000000000 ebp0000D000000OO0ODOOOOODODOO
ebp 00000esp D0 OO0 DO0ODO0OD0D000D00OO0O00O0OOOOOesp0000O
0000000000000 0000000000000000000000000000
0000000000000 000000000000000000000 Jcyruspop3d.c
OebpOOOD0O0
00000000000000000000NULLOODOODOO00000000000
0000000000000000000 CO000000000000NULLOOOOO
0000000000000 0000D00000dwu-imap 000000000 0wu-imap
0 ToUpper() 00000000000 DOOO0DOOOODOOOODOOOODODOOODOOO
0000000000000 0000000000000oo0ooooooog
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03 O000O0O0O0ODOOO0OOO0.O000000-00000000
Table 3 Summary of emulation results. 4/ means that the emulator successfully analyzed the code,

and — means that it failed to analyze the code.

ooooo

tsig.c00 00D
tsig.c0O0ODO0O
7350wurm.c0 0000
7350wurm.c0 0000
rsync-expl.c0 0000
rsync-expl.c0 0000
7350owex.c00000
7350owex.c0 0000

ooooo
OpenFuck.cO0O0O00
OpenFuck.cO0O00O
sambal.cO00000
sambal.cO00000
cyruspop3d.c00000
cyruspop3d.c00000

Yataglass+ | Spector-X Yataglass+ | Spector-X

LUK
IR RS

(I B G I N I

LUK

6.2 000000000000 OOCOOOOOOO

020000000000000000000O00O0C0O0O0OC0OOCOOOOOOOOO
00000000 Yataglass+O000 Spector-XOOOOOOOOO 3000000000
O00000O000000000C0c0O000O0O0O0O000O0O00O0O0O0O0OO0OO0O000O0O0
00D000000D0000000DOYataglass+0OOO0O0000O0O0DO0O0O0OODOOO
0000000000 0000O0O0Spector-XOOOOOOOOOOOOOOOOOOOO
0000000000000000000000C000D000O000000B0O000000
00000000000000000000O00O00000O0O000O0O0O00000

O 5 0 Yataglass+0 rsync-expl.c 000000000000 O000C0000COO0O
ocoboooooooobooboobooboOoOooboblleo@moboboOobobobOOobDllen0mOon
000000000000000000000000OYataglass+00000000000O0
O000000000000000000 o04d00 o067l 0OOO0OOO0OO eax O
O000o00000000000000000000 Yataglass+0 eax O CODE_PTR [
O000000000000000 eax 0 0x804900100x8101010 00000000 Oeax
O000000000000000000000 Yataglass+O0OOOO0OO0O0O00 eax OO
ooo0o0o0o0o000OoooboO0o00000oooobo0o00o0oooooooooo0o000a
0000000000000 00C0000O0000000 codas DOMMOOOOOOOO
0000000000 000000000O000000000 pop ebp0 ret 0O0OOO
O0000000000000000000000 Yataglass+0 0x5D0 0xC3 O CODE-10
CopE200000000000O0O00O00O00O0CO0O0OO0CO0OOOOOCOOOOCOO
O0copE10000000O0OO0OO ooes 00 OOO0OOOODO pop ebpldret OO
000000000 o0ds 00OO0OOOCOOO o068 OIODOOOOOOO execve()
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Emulation start from 00000000

No. Addr. Inst. Mnemonic Note 0054 00ad  d9ee fldz

0055 00af d97424d0 fstenv [esp-0x30]

0056 00b3 8b7424dc mov esi, [esp-0x24]

0057 00b7 89c7 mov edi,eax

0058 00b9 bO5d mov al,0x5d

0059 00bb bOffffffff mov ecx,Oxffffffff

005a 00cO fd std

005b 00c1 47 inc edi

005c 00c2 803f5d cmp byte [edi],0x5d
compared CODE_1 and 5d

005d 00c5 75fa jnz Oxcl
conditional jump symbol: (CMP CODE_1 0x5d)
assign_value: CODE_1 = 0x5d

0040 0076 31db Xor ebx,ebx

0041 0078 53 push ebx

0042 0079 686e2£7368 push dword 0x68732f6e

0043 007e 682f2f6269 push dword 0x69622f2f

0044 0083 89e3 mov ebx,esp

0045 0085 8d542408 lea edx, [esp+0x8]

0046 0089 31c9 XOr ecX,ecx

0047 008b 51 push ecx

0048 008c 53 push ebx

0049 008d 8d0c24 lea ecx, [esp]

004a 0090 31c0 XOr eax,eax

004b 0092 bOOb mov al,0xb

004c 0094 60 pusha # Save registers

004d 0095 89ee mov esi,ebp # ebp = STACK

004e 0097 8ilc6fcffffff add esi,Oxfffffffc # esi = STACK - 4

004f 009d 8b06 mov eax, [esil] # eax = CODE_PTR

0050 009f 3d01900408 cmp eax,0x8049001 # Avoids null byte
# compared CODE_PTR and 0x8049001

# (SUB STACK 0x50)

005e 00c7 47 inc edi
005f 00c8 803fc3 cmp byte [edil,Oxc3
compared CODE_2 and c3
0060 00cb 75£4 jnz Oxci
conditional jump symbol: (CMP CODE_2 0xc3)

# Syscall No. ) of execve

assign_value: CODE_2 = 0xc3
0061 00cd 83c628 add esi,0x28

# symbol: (CODE_PTR AT Oxbffe10fc) 0062 00d0 41 dec edi
0051 00a4 7cfl 31 0x97 0063 00d1 56 push esi
# conditional jump: (CMP (CODE_PTR AT Oxbffel0fc) 0x8049001) 0064 00d2 55 push ebp S
#### (forked and child process terminates) #### 0065 00d3  ££e7 jmp edi i Use victin’s code
0066 ---- 5d pop ebp # CODE_1

# symbol: (CODE_PTR AT OxbffelOf8)

0052 00a6 3d10101008  cmp eax,0x8101010 # Avoids null byte ggg; oods ;f ;z;a # CODE_2
compared CODE_PTR and 8101010 0069 00d6 cd80 int 0%80

symbol: (CODE_PTR AT OxbffelOfc)

0053 00ab 7fea jg 0x97
conditional jump: (CMP (CODE_PTR AT OxbffelOfc) 0x8101010)
#### (forked and child process terminates) ####

05 rsync-expl.c 0000000000000 O00OO0OO0OOO0ODOOODDOO Yataglass+00000000
000 e4000x4000000000000000D00O0DOODOODOOOOO
Fig.5 The emulation result of shellcode generated by rsync-expl.c, incorporated with memory-

Linux system call 11 (execve) detected!!
path=//bin/sh |CONCRETE|
argv[0]=//bin/sh |CONCRETE|

scanning attack, with Yataglass+. Logs of first 64 (0x40) instructions and outputs from

forked instances are omitted.

Emulation start from 00000000

No. Addr. Inst. Mnemonic Note 0048 008c 53 push ebx

0049 008d 8d0c24 lea ecx, [esp]
0040 0076 31db Xor ebx,ebx 004a 0090 31c0 Xor eax,eax
0041 0078 53 push ebx 004b 0092 bOOb mov al,Oxb
0042 0079 686e2f7368 push dword 0x68732f6e 004c 0094 60 pusha
0043 007e 682f2f6269  push dword 0x69622f2f 004d 0095 89ee mov esi,ebp # ebp = unknown
0044 0083 89e3 mov ebx,esp 004e 0097 8ilc6fcffffff add esi,Oxfffffffc # esi = unknown
0045 0085 8d542408 lea edx, [esp+0x8] 004f 009d 8b06 mov eax, [esi] # Unknown 0O [
0046 0089 31c9 XOT ecXx,ecx MEMORY FAIL -- unknown address is used
0047 008b 51 push ecx

0 6 rsync-expl.c 0000000000000 D0O0OO0DOOOOODOODOOO Spector-XOOOOOOOO
0O0D 64 000x40000000000
Fig.6 Emulation result of shellcode generated by rsync-expl.c, incorporated with memory-
scanning attack, with Spector-X. First 64 (0x40) instructions are omitted.

000000000000 /vin/sh 000000

060 Spector-X 0D OODOODODODUOODODDOOOOOOOOOOOODODO Spector-X
gbooobobooobobooobooooooooooooobooobooobooobooDo
OoO0O0O0O0o04f DO0MDOODOOOOSpector-XOOOODOOOOOOODODOODODODOO
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oo
7. O a

Yataglass+0 000 0000000000000 O0O0O0O0O0O0O0O0O0C0OO0O0O000O0
0000000000000 0000000000000000 Yataglass+O0OOOOO
O000000000 Yataglass+OOOOOOOOOOOCOOOO0O0O0O00O0O0O

000 Yataglass+ 0 000 0000000000000 O0O0O0O0O0O0O0O0OOOOOO
O0oo00o00oo0oo0ooooooUo0oooooooo0oooooooooooooo
Yataglass+O0 000 0000000000000 00000OO0OO /proc/XXX/mapsl XXX
O0o0o0oO0ooo0ooOo IbD0o0oOo0Oooo0ooooooooooooooooo
OODOOOOODOOOOODOOOD0OO0O0 Yataglass+00000000 /proc/XXX/maps
0000000000000 0000000000000D000000 GOTO Global Offset
Tabled O PLTDO Procedure Linkage TableD O OO OOODOOOCOOOOOOOOOOO
O0000000000000000O00OYataglass+000 GOTO PLTOOOOOOOOO

O0000OOYataglass+0 0 0000000000000 0O0O0O0O0O0O0O0O0O00O0OOO
0000000000000 0000000000000D0000000000 Yataglass+
O0000000oooOoCoOC0CoOoU000oooooooOx8e 00000000 pop O
gobo0o0boooobooodbpep 000000 DOOOODDO 8000 0x58 00 0x5F
oo0oooboooooobooooooobooooooooD 800D pep00OOOOOO
goboobobobooboobuoooobooboboobooboboboobobo
00000000000000000000000 Yataglass+O0O OO0 ValueOOOO
00o00o0000o0O00O0o00oo0oo0o0ooo0boooooolo0DoOoooo
00000oo0o00ooo0o0o0ooo0o0oooOo0o0oooO0o0oooooUoooog
O00000000000O0Yataglass+OOOOOOO0O0O0O00000O0O0O0O0OODODO

4000000000000 Yataglass+OOOOOOOO0O0O0OODDODOOOOODODO
O000o0o0o0oo0oo0ooooooooooooooooooooooooooo
0000o00o0o00ooo0o00ooo0o0oooO0o0oooo0o0oooooooooo
Linn 0'” OO0execve() 00D ODOOO0OODN 17000000000 execve() OO
000000000000 00000000000000D0O Yataglass+O execve() OO
O00o00oo00oO0o0Oo0ooO00oOo0oOo0ooOoOoOooOooOo0oODOOooDOoO
0000000000000 0D000000000 Yataglass+O0OOO0OOOOOO
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60 Yataglass+O0OOOOO0OO00O0O0OOO0OO0O0OOCOOOOOOOOOO

O0OOVYataglass+0 000000 2000000000000000000000000
goooobooooooooobooobooooooboooooboboooboDbobooooDbo
gobobooooooboobooooooooooooboooooooobooboogooooo
ooooooboooodoo 20000oboooo0oobooooooooooooonoa
O000000000000 Yataglass+0 00000000000 0O0O0O0O0O0O0O0OO
OO0OO0OOVYataglass+00 1000000000CO00O00O0O0OO0O0O0O00O0O0O0OO 20
gobooooobooooooobooooboooo

Yataglass+0 Spector 000 0000000000000 0OO0OOO0O0O0OO0OOO0OO
oooooooooooooooobooooooooooobooOoboboooooboboooOoo
2000000 x0v00O0OO0OO0Ox0O0O040000 vOuouo4oooooooooosoo
oooooOoooDOOOODODOOO0O0000000000O0Spector000000000 Y
O0O00OODOO0ODODOODOO0OD0ODODO0 Yataglass+O0O OO0 (AND (OR (AND X OxFO)
(AND Y 0xOF) 0x1) 00 000000000000 OCOOOODOOO0O0O00OODOOODOO
O000000000000000000 Yataglass+O0OOOO0OO0O0O0O0O0O0O0O0OOOO
000000000000 0000000C0C00000000000000 Yataglass+0O
goboooobooooooobboooboooooooobooooboooooo

O00O0OVYataglass+O0O OO OOOOODOOOOCOCOOOOODODOOOOOOOOOOO
0000000000000 00000O0DOYataglass+0 0000000 CCOOO0OO
gooooboooooooooooboo3soboooboboooooooboobooooDoo
Oo00oO0O0O0O0O0ODO0O0O00000000000000000 Address Space Randomiza-
tion® 000000 0DO0OO00ODOOOO0OOOOOOOOOOODOOOOOOOOOOO
O Yataglass+0 0000 0000O0ODOOOOOOCOOOOOOO0O0O0O0O000O0O0

8. O 4Ooon

gobobooooobooooobooooooodooo0ob 2000000000000ODOO
goboooooooboooobooo

81 0O 0O0OAO

SigFree37)DDDDEIEIEIEIEIEIDDDDDDDDDDDDDDDDDDDDDDDDD
Sigkfree0 000000000 O0COO0OOCOOOCOOOOCOOOOOOOOOCOOOOO
000000000000 000000000000000000000DO0O0OAndersson
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