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Proposal of a Countermeasure using SCTP
against Remote Side-channel Attacks

MAMORU MIMURAT!

Vulnerabilities of a host that constructs a LAN relates the OS (Operating
System) or the application. The OS or the application may leak out and yield
vulnerabilities to a malicious third person. Cryptographic communication can
conceal the contents. However, previous cryptographic communication does not
take notice of concealing such as side-channel information. This report explains
threats of traffic analysis and examines countermeasures that include how to
implement against remote side-channel attacks. Then, we propose a counter-
measure using SCTP against remote side-channel attacks in order to conceal
vulnerabilities from a malicious third person. Moreover, we develop a VPN ap-
plication against remote side-channel attacks and the verification experiments
show the performance.
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Fig.1 Gateways that change traffic patterns
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Table 1 Development environment and specifications
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Fig.2 Encapsulation for packets between gateways
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Fig.3 An experimental network
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Fig.5 Relative values of throughput
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