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Abstract: OAuth2.0 is widely used in Web applications that realize integrated user authentication. But
OAuth 2.0 is vulnerable to cross-site request forgery (CSRF) attacks and developers are asked to take ade-
quate countermeasures such as adding a state parameter to the redirect URL in their web applications. It
has been confirmed that some OAuth 2.0 implementations are vulnerable to CSRF attacks. In this study,
we proposed a detection method using the browser extension with the aim of preventing damage from CSRF
attacks by detecting web applications of which OAuth 2.0 implementation is vulnerable to the CSRF attack
and notify users of the vulnerability. As a result, it was possible to detect web applications that implement

Detection of vulnerable OAuth2.0 implementations by browser
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OAuth2.0 without sufficient countermeasures against CSRF attacks by using the browser extension.
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