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Abstract: Cross-site scripting is a typical attack that exploits web application vulnerabilities. In this paper,
we develop a hands-on system incorporating the attacker’s perspective for learning how to create secure web
applications against cross-site scripting. Our system considers not only learning of attack and countermeasure
methods but also learning of vulnerability detection methods. As a result of experiments targeting students,
we confirmed that our system can support learning of cross-site scripting measures compared to classroom
lectures.
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Fig. 1 Overview of our system.
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Fig. 2 An example of a learning web page.

78



IERMEFSH/UEGE HFE LI E2—%2 Vol.8 No.2 76-81 (June 2022)

XSSWEENFA T 3 [FIP(R A RIXSSTHY

MY BBHCHVTRET BRBUTT. ©CTRRMEXSSOREEEL TXSSHENRET ZRREFELTVEET.
15

By COLSBIA-FEDNBoLLLET,

COA-KEBVTHES1WebT 717 VIEUTOLSLHOKEDET,

URL: http://192.168.56.101/xss/web/1 /practice.php
#x

BRE-T7—F

CCOANMSHLBXFEANTHEL &5 Fl)abe
T3 LANMUCASI LTzabcr W5 XFh"keyword=abc" LURLEICRBINTUB Z LA BN D E T

URL: https://192.168.56.101 /xss/web/1 /practice php?keyword=abc.
-
BEF—7—K: abc
CORETRIC M><scriptalert("XSSERIN")</script) D& SBA—KEA VST o923V LTHELES: 1UPTI23VTREXSSHILE T S5— hHER
[ pata> s> ) ~ = AN
X 3 XSS#EFHEMDa T fl

Fig. 3 A content example for learning XSS overview.
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Fig. 4 A content example for learning XSS vulnerability de-
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Fig. 5 An example of pre-test.
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Fig. 6 An example of post-test.
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Table 1 Evaluation results.
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