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Traffic replication system with Linux TC (Traffic Control)

Abstract: Accumulating and analyzing monitoring data output from servers, network devices and security
equipments is important for network operators and system administrators to ensure stable system operation
and identify the causes of problems. Operators are generally used logs, flows, and SNMP as a monitor-
ing data and these mechanisms are defined and standardized in protocols such as Syslog, NetFlow, IPFIX,
sFlow and SNMP. Many network and security devices are not equipped with high-performance CPUs like
server devices, and thus usually have a limitation to set multiple destination to avoid increasing system
loads. Therefore, we use a method to duplicate and transfer the monitoring data required for the analysis
infrastructure by a dedicated aggregation system. In this study, we propose to use TC, a traffic function of
the Linux kernel, to aggregate the monitoring data from network and security equipments and replicate and

transfer the monitoring data to multiple monitoring platforms and data analysis platforms.
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Table 3 Syslog message counts

H#2 | Syslog Message # | H#2 | Syslog Message £(
4/2 16,131 4/10 172,526,140
4/3 493,475 4/11 230,187,569
4/4 1,153,175 4/12 149,412,196
4/5 15,287,717 4/13 160,628,712
4/6 8,902,871 4/14 196,523,872
4/7 34,416,993 4/15 183,863,935
4/8 112,360,864 4/16 141,905,840
4/9 217,507,130
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Fig. 6 CPU LoadAvarage for the entire period of ShowNet2021
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