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Development of a vulnerability assessment system considering the

importance

Abstract: Vulnerability assessment is attacking to Web contents, computer, network, and so on to find
vulnerability, and it’ s necessary for many organizations. In general, the risk of vulnerabilities is separated
to some levels, but it’ s used for urgency to solution. In this paper, we developed “Vulnerability Assessment
System” to assess urgency for solution from vulnerabilities can lead to security incidents. Vulnerability
Assessment System assesses vulnerabilities by using CVE and Database such as NVD and JVN. Moreover,

we present some examples using the diagnosis that assessed in Hiroshima University.
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Plugin 1D CVE CVSS|Risk
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Synopsis

84923 CVE-2019-0196 5.5

MediumHOST A tep

80 Apache 2.4.x < 2.4.38 Multiple The remote

Description  Solution

See Also

Plugin Outpu STIG Severit CVSS v3.0 Be

According to Upgrade to Apache version 2.4.3 http://www.r Source : Server: Ape 7.8
5 Nessus ® CSV ERO7—& ) ($&H)
Plugin 1D CVE Host Name Solution

84923 CVE-2019-0196 HOST A Apache 2.4.x < 2.4.39 Multiple Vulnerabilities

Upgrade to Apache version 2
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