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A countermeasure against ransomware and their implementation
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Abstract: In recent years, malware called ransomware, which encrypts data on your PC, company’s server,
and so on until ransom is paid. In this paper, we introduce a technique to facilitate the decryption of
ransomware by intentionally replacing the encryption key with an arbitrary secret key by hooking for the
encryption function. We present the implementation and evaluation of the aforementioned functions.
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