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Distributed Management for Abnormal Flow in Mobile Network

TOSHIAKI SUZUKI}®  TAKATOSHI KAJIWARAZ TOMOKO MOTOHASHI® KAZUSHI KOMURAZ

Received: March 8, 2019, Accepted: September 11, 2019

Abstract: Lately, a variety of mobile objects such as cars have been connected to a communications network.
In addition, a diversity of services that are provided by way of a communications network have been popular.
On the other hand, number of cyber-attack that causes lack of bandwidth in the communications network
by sending many abnormal data flows from a remote terminal to a server providing application services has
been increasing. Conventionally, cyber-attack was mainly made from/to fixed terminal. The cyber-security
involving mobile objects is expected in future. In this paper, a novel scheme to dicard abnormal flows sent
by a mobile object moving between base stations is proposed. In the proposed scheme, multiple base station
areas are managed as a region. In each region, a gateway that connects all base stations discards abnormal
flows. Specifically, configurations to discard abnormal flows are set in all base station areas in the region
where a mobile object sends abnormal flows. These configurations are shared with neighbor regions by ex-
changing information between region management servers. Therefore, abnormal flows are timely dicarded
even if a mobile objet sending them moves between base station areas.
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Table 1 Comparison of discarding methods for abnormal flow.

Port type Region type
Discard granularity Network port Region
Moving prediction Use No use
Discard request 1 1
Discard area 1 Number of areas
Miss-configuration Large Small
potential
Overall judgment Promising
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Table 2 Comparison of management methods for configura-

tion of abnormal flow discarding.
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Fig. 4 Distributed management for abnormal flow.
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Fig. 5 Abnormal flow management on a slice gateway.
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Fig. 6 Discard management based on moving history.
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Fig. 7 Discard management between local slice management

servers.
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Fig. 8 Evaluation system image.
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Table 3 Specifications of a server.
# Item Specification
1 CPU 2.6GHz, 28cores
2 Memory 48GByte
3 Storage 1TByte
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Fig. 9 Abnormal flow discarding according to mobility.
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Fig. 10 Slice management server processing load comparison

between centralized and distributed management.
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Fig. 11 Slice gateway processing load comparison between

centralized and distributed management.
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Fig. 12 Processing load of a local slice management server for

ratio of abnormal flow.
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Fig. 13 Processing load of a slice gateway for ratio of abnoraml
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Fig. 14 Processing load of a local slice management server for

velocity and the size of region.
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Fig. 15 Processing load of a slice gateway for velocity and the

size of region.
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Fig. 16 Processing load of a local slice management server for

product of object density and the velocity.
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Fig. 17 Processing load of a slice gateway for product of object

density and the velocity.
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