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MWmessage: An Extension of Mimblewimble for Unlinkable Messaging

TAKESHI M1yAMAED2®)  KANTA MATSUURAZ

Abstract: In Bitcoin, which has been the representative cryptocurrency until today, unlinkability is being
reduced because of the various current technologies for transaction analysis. In this situation, Mimblewimble,
an anonymous cryptocurrency protocol which is designed to achieve unlinkability and scalability at the same
time, is attracting public attention. However, Mimblewimble has several problems in its messaging at this
moment. Therefore, we propose MWmessage, a novel blockchain-based unlinkable messaging system to solve
Mimblewimble’s messaging problems by extending Mimblewimble itself.

In this paper, we first summarize Mimblewimble’s architecture, features, and problems in messaging. We
next show MWmessage’s architecture, which solves the problems. Especially, we focus on the mechanism of
message hash to keep the message payload tamper-resistant and the mechanism introducing message expira-
tion time to realize unlinkable messaging without sacrificing Mimblewimble’s scalability. Finally, we evaluate
MWmessage logically as a general private messaging system.
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+Double Ratchet+3DH AKE+Prekeys'” TextSecure 000 000 06 -0 0 -0 00 ocoe - -
Key Directory+Static DH+Key Transport™  Kikuchi et al. e - -00 O0- - - -0 o - o0 - - - - - 00
+Authenticated EDH+Group MACT GROK @00 -00 00 - - -0 O - o000 - - - - - ee
GKA+Signed Messages+Parent IDs" OldBlue 00 0600 OO0 6 - - - - 00 - O e - - -
Authenticated MP DH+Causal Blocks'" KleeQ @00 000 000 0O - 00 00 - 0O o0 - - o
OTR Network+Star Topology" GOTR (2007) e - - -0 06- - - -0 00 000 -0 -- - 00
+Pairwise Topology 000 000 060 - - -0 00 000 -0 o006 00
+Pairwise Axolotl+Multicast Encryption” TextSecure 00 -00 06 -0 0 -0 00 00 - - o060 00
DGKE+Shutdown Consistency Check’ mpOTR 00 0600 000 - - - 00O e - - O o0 - - -
Circle Keys+Message Consistency Check?  GOTR (2013) 000 000 000 000 00O ® - - -0 o0 - 00
Blockchain MWmessage 00 00 o0 000 0O [ ] [ N ]
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Scheme Example Privacy Usability Adoption
@ \‘v& > §*&&é’e$

ST Foe T SR eSS

T Sr IFIFEY KT ESS L

SEIFS S NE SIS IFC Y

@e"&‘\\ 0\3\5@ §e o @ﬂe‘é Q°°V§§§§ %O‘?‘v
R R RGO
Store-and-Forward ™ Emai/XMPP - - - - - L BON N N ®- - 000 00O
+DHT Lookup'”* Kademlia. © © - - - 00 00 00 000 00
Onion Routing+Message Padding’™ Tor -0 o - -00 00 0 - 0600 - 0O
+Hidden Services™ Ricochet 000 O -00 00 ® 0 o000 - o
+Inbox Servers' - -0 o - -00 060 O - - 000 00
+Random Delayst* Mixminion ® - ® @ © - -0 00 - - 000 00
+Hidden Services+Delays+Inboxes+ZKGP* Pond ® -0 00 - -0 00 ® -0 000 00
DC-NetsT™ - o0 - - o - -0 00 -0 - 000 - -
+Silent Rounds’ Anonycaster @ @ - - @ - -0 00 -0 000 - -
+Shuffle-Based DC-Net+Leader! Dissent e - - o - -0 00 - 00 000 - -
+Shuffle-Based DC-Net+Anytrust Servers  Verdict o0 - - O - -0 00 - -0 000 -0
Message Broadcast? - - 00 060 o060 00 e® - - -0 - -
+Blockchain - 000 00 ® - - O - o006 - - - O -
MWmessage @O 0@ @ @ === (- -0 - - - -
PIR" Pynchon Gate - € @ ©® @ ® -0 o0 ® - - -00 00
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