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How to secure transparency

for random number generation using blockchain

Yuto EHARA! MITSURU TADAZ

Abstract: Nowadays, random numbers become to have various use applications such as games and on-line
lots, and become so related to our lives. However, we are often unconvinced with some results by random
numbers, since we have no means knowing whether they are indeed the results derived by random numbers.
It is important that users can verify that the results shown have come via random numbers correctly gen-
erated with legitimate processes and without servers’ intentions. Then, this paper presents how to generate
random numbers with transparency using transparent management functions being one of the properties of
blockchains.
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NBTATYRIT, EOA® CADS Ay —Y%3ZITH
Zrildahiza—-REETT 5.

YAF—IZEk o T CARBFEITEING. CAE2FEITTHE
SV T AU EOA X~ F—izxt L, [Gasl &I
ENBEGFFERE A VYT 7 LTEHILS. XS
FETFHERNE, ROBERTRET .

Gas Fee: I— NEFRIZL>THES, I— NEFITH
B3 gas DE. HALIT gas.

Gas Price : 1Gas &7z b OAffits. HALIE wei/gas (1 ether
= 1018wei).

FIDEITFEENE, Zho =22 EbEZETHS.

av h 72 boa— Foilikid Solidity[4] &IPS 2
70T N EREN N HEH I NS, KT T Solidity
EEEAL, EEETo7.

3. BIEMR

AETI, 70y 2rFz—rE2RAWELBERGEIZD
WTC, ZNEFTIZHRINTVWS 9], BXY, Kk
PWNIZHEZSNTWVWDS [10] IZD2WTHRRS.

3.1 #VI4 U5 —L DA

SCIS2017 izBWTHEEi 6 [Tay sF -2 A0
oA Y T A 2 — AR MGEE A RE AR ELECREE ) [9) &
WO ERELT WS, HR[9]) TIX, Ny r2F¥rEY
EWVWI KT VT =B BEEIZOWT, By b3
A TRy 7Fz— BIZilHETH I & Ta—VITHE
L7z DTG AERIABIIEIDEDTH B Z & %l
LTbo5Z, %757, LHL, ZOWRIXDFATI
TFT=REEET—NENLUTIToTWEZD, =12
57V —Y—LHEEtd B L RIEMTONTU £ 5 ageEds
HB. TDH, bITADLVARRNTEIEY 2FLECER
EUTARAREZRET 3.

3.2 Ethereum %#BW/EEERIV FZ 7 b
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EhEETEL Y
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INSIZMAT, AHTHNEI—TOEIENETH L Z

EMEF L.
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$5. 4, B Hash [3#EY LNy v al{E T 5,
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W3, EBED Ethereum DAL, BEIEY 15 Brhsd L5
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A b%Zreq (= (a,1,7)) &5 5, v I IXRBINRIEHRT
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[step 3] Gen i%, V27 T A req 2%} 725, —RENE
HAEFES sn BFKATL, TDHE, sn % UKL, ¥—
C2RMEE S ITHBMAES sn BERZoNTNWS Y Y
ITANDYKEZZ BT S, (K4DD) £72, Gen
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[step 5] Gen & p 23} El > 725, AskNonce() % FEIFL
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ZOTHY DIV AnEk ENSAFL (M400),
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(2R TIZAR WO ERE L TR,
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RETIE, RXOMEFRNOR S - Rit, BFzEe
DR, EEEFUMIZ D NWTHRAR S,
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Z e DHREIC AN, RARTIEAEERE TRV &I
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H LU, AUEZERTIZENTERZELTHEHNDEINS
%z FPHT 222 TERVOTHFHIRENE - WS AT
RiEIL W, fiZd, Gen DWETT 27V T VU XLNS
IVTF 4TIl o TWS, 20, SLBEkDaI—- %
I-VHHERTEDLILNAETHD I P, hhEhd
EIZHDDANT BEPEFEL T VD Z 05, 2—Hik
MR ZEPTVWEREDLNS, EHEIZBEWTIX Ethereum
ZHWTWSA, Ethereum TEITEINE 707 T 4137
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FERHINTOWRW TRy Z70F VA (RETIETE Y
Iy v afi) #FATEIET, Y- ARHEHES N
THEE P - BET 2 Z AR >TWE., TD7
b, XER 9] BT - RARMEEML D B -
FERtL T, ES> 21—V 2Nd Z AW TH DN, Az
FHATIEZENEZSZ LA TES. SR [10] & DZEIZB
LTIE, a—¥, - aftEichihInsiicils
TEHHTHD. -V BIOY - AREENEEL T
HLaKTH, Ny vaBEBEETNGESRZ EITED, ©
HENDFERITHT 2B OME LR B0, -5
NHIEICES T2k, EREFEONEZ N
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TIELATD@ED THB. r,p,snidKI 256 D b, 7
ATV ET RV AaldEI 160 DY MITHD, 1%
SThsd., £7-, Ny aE Hash 1 SHA256 TH 5.

a4 VOHEKE 100 7L OHEEZEEL T, M8k ALIC
B35V —A3— NIZHI) % MaxNumber DfE% 2 B &
U100 & U, ENZENDHEIZDWTHAITEIEZE 10000 [
& UTCHRLEAEN 24T - 7.

- Y- AREENEES T HELEICE LTI,
JavaScript DX T Math] 4+ 7Y =2 b® lrandom()]
AV REMHAL, fEiK 1~100000 OO E T > X L
TABE UL, BREENZENH S DL ITR>T VS,
Eb 5B M NI EL TWE Z LD
RTE5D.

X2 MEZET\, plizkd7zE Z 5, MaxNumber=2 @
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D, EHHEEEKEDHE0.05 LD HARE WD, HIMHE
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pragma solidity ~0.4.8;
contract RNG{

address Owner;

uint MaxNumber;

uint NumberedTicket;

struct Information{
uint BlockNumber;
address QueryAddress;
bytes32 Seed;
bytes32 0Seed;

mapping (uint => Information) Query;

modifier onlyOwner () {

if (msg.sender != Owner) throw;

-

function RNG(uint _max){

Owner = msg.sender;
MaxNumber =

NumberedTicket = 0;

_max;

function draw(bytes32 _seed) returns(uint,

bytes32){
Query [NumberedTicket].QueryAddress =

msg.sender;

Query [NumberedTicket].Seed = _seed;
uint _box = NumberedTicket;
NumberedTicket = NumberedTicket + 1;

return (_box, _seed);

(© 2017 Information Processing Society of Japan

—921 —

function give(uint _index, bytes32 _oseed)
onlyOwner returns(int status, uint
index, bytes32 seed2){
if (_index >= NumberedTicket){
return(-2, _index, 0);
}elsed{
if (Query[_index].0Seed != 0){

return(-1, _index, 0);
}elsed
Query[_index].BlockNumber =
block.number;
Query[_index].0Seed = _oseed;

return(0, _index, _oseed);

function refer (uint _Index) constant

returns (int status, address ad, uint

index, bytes32 seedl, bytes32 seed2,
bytes32 blockhash, bytes32 grn, uint
dn){

uint _i = _Index;

if (_i >= NumberedTicket){

return (-3,

i, 0, 0, 0, 0, 0);

Query[_i].QueryAddress,

}elsed

if (Query[_i].0Seed == 0){
return (-2, Query[_il].
QueryAddress, _i, 0, 0, O,
0, 0);

}else{
uint _next = Query[_il.
BlockNumber + 1;

if (_next > block.number){
return(-1, Query[_i].

QueryAddress, _i, O,
0, 0, 0, 0);

}else{

bytes32 _blockhash = block
.blockhash(_next);
bytes32 sha256 (

_blockhash,

_grn =
Query[_i].
QueryAddress,
].Seed,
0Seed,

Query[_i

Query[_i].

D

uint _dn = uint(_grn) %
MaxNumber ;

return (0, Query[_i].

QueryAddress, _i,

Query[_i].Seed, Queryl[

_i].0Seed, _blockhash,

_grn, _dn);
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