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Abstract: Introducing HTTPS to a large number of the hosts supervised under highly-integrated multi-
tenant Web servers is critical to meet the security demand of the individual and corporate users, and to
comply with the HT'TP /2, an RFC to solve the HTTPS performance issues. Preloading the massive number
of certificates for managing a large number of hosts under the single server process results in increasing the
required memory usage due to the respective page table entry manipulation, which may be poor resource
efficiency and reduced capacity. To solve this issue, we propose a method to dynamically load the certificates
bound to the hostnames found during the SSL/TLS handshake sequences without preloading, provided the
Server Name Indication (SNI) extension is available. We implement the function of choosing the respective
certificates with ngx_mruby module, which we developed to extend Web server functions using mruby with
small memory footprint while maintaining the execution speed. We also introduced the proposed method to
the Web hosting services of GMO Pepabo, Inc., authors’ employer, and evaluated the relationship between
the numbers of certificates and the server resource usage, and the performance.
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server {
listen 443 ssl;

server_name s
TLSv1l TLSv1.1 TLSv1.2;
HIGH:!aNULL: !MD5;

ssl_protocols
ssl_ciphers
ssl_certificate /path/to/dummy.crt;

ssl_certificate_key /path/to/dummy.key;

mruby_ssl_handshake_handler_code ’
ssl = Nginx::SSL.new
host = ssl.servername
ssl.certificate = "/path/to/#{host}.crt"
ssl.certificate_key = "/path/to/#{host}.key"

> .

}

N v

B 1 By — NEEHETARAADREN] (7 7 4 VR—2R)
Fig. 1 File-based Configuration Example of Dynamic Server

Certificate Management.

~

server {
listen 443 ssl;

server_name -

TLSvl TLSv1.1 TLSv1.2;

HIGH:!aNULL: !MD5;

/path/to/dummy.crt;

ssl_protocols
ssl_ciphers
ssl_certificate

ssl_certificate_key /path/to/dummy.key;

mruby_ssl_handshake_handler_code ’
ssl = Nginx::SSL.new
host = ssl.servername
redis = Redis.new "127.0.0.1", 6379
ssl.certificate_data = redis["#{host}.crt"]

ssl.certificate_key_data = redis["#{host}.key"]

}

N /

B2 B — NEHEERARDBEN (KVS ~—2)
Fig. 2 KVS-based Configuration Example of Dynamic Server

Certificate Management.

client

1. sent server_name

v

2. fetch crt/key pair from cache or db
ngx_mruby [« ———  cache
2-a. set cache if missing
3. proxy
application > db

B 3 By — NEHHEGAAAD S X T LY
Fig. 3 System Example of Dynamic Server Certificate Man-

agement.

DT —FRBEHEETIEICLD, SSL/TLS Ny Py oA
I RRICEIICHEAATL Z E X TE B,

© 2017 Information Processing Society of Japan

Vol.2017-10T-39 No.13
Vol.2017-SPT-25 No.13

2017/9/29
&1 FEERBRE
Table 1 Experimental Environment.
RS
CPU Intel Xeon E5-2620 v3 2.40GHz 24thread
Memory | 32GBytes
Server NEC Express5800/R120f-2E

FHERICE T 3REFIE LTIE, RI3DLkIHic, =
AHEPMERD T =5 I T = R—RIHEFELTEE,
nginx 23 HTTPS VY 7 L A b % %Z(35 L 7<f%, ngx_mruby #%
BT SSL/TLS ¥ F¥ z A ZIRHIZ T — & RXR— 2 6 s
L 7% — Nk L AR E 2 IS L € SSL/TLS £ v & =
VEMENLT S, ZFOBRIZ, VI ZAMEIZT—F R— A
BT 222 2EET240, HMETEZTFT—FIVAR
AR wbon, EHIZT—7OMH H L 2172 % Redis
DEIBRKVS ZH-oTHxFr vt LTRNICT—%
ERELTEL. £, 7= R—AKTF vy ay—
NETCP #kiziry 2 ik, WHAESHED-DIC
= NEHREZHEPLTYH, fRIC— NEEHF BT 2
T8 2HTEL, HEED Web ¥ — 3T HTTPS i@
BOBAMTHREITIGEIC, Web =" oF vy a
F—RNANDH2y b T =T LA T VPRI CREE 72 %
BE, 7 R—ARF vy at—NIMAA Vv AE
VX vy PaZ2H0is AT LAHFOTHRTH 3,

4. REREER

AFEOANEZHERT 572012, 2 B THRRZHERKD
HREICE T, Web =70k ZREFFICTOT =5
Z i ARIAATE CHERD T (preload) @, FEB)IRFE] & X
EYVMEHRICET 208z, EEPSWoIZT 5, #it
W, Redis ISV —NEEWIE EMEH T - 2RELTE
&, SSL/TLSANY Py xA BT =827 74 L%
Redis 7° 5 39 2 #2%ETH (dynamic load) &, fiERDTT
3 (preload) OYEREZ LT 2. ' 1 ICHEBBRE 2 /R 7,

4.1 FERFEDXATY EHE &ERFFEDIRE

2 HETHRARZFEIZOWT, £ 1 DBEEICE\WT, nginx
DN—= 2 11113 Z R L THIES %. openssl 2%
Y RIZ X o TERL 72 10 T A A F 57D 4096bits DFER D
B — NEEASE & A% ngink DB A P EEBICERL,
nginx DY — 70 & 2 DARERFTZ FHI L 72, nginx &,
BRANZHEEN T % master 70 & A3 — NGEHED T — ¥ 72
ERETiAAR, ZOMHERETHICY 7 T A ML %
Y9 2 worker 70 & AD fork() Y AT L a—IT LD
BwHxND, REFEBE T, worker 7Bt XX CPU O
WAL T ORI TEH IS L) ICHREL, 24D worker
7uk AWEEIZ 5T 9 % £ TORE%, Linux @ time 2
vV FIck D, FEWE, AT L CPU AR, 8 X0,
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£ 2 ERTIED 70 & 2 QBRI & MRk 5
Table 2 Result of Startup Time by Existing Method.

HH fill

7'a & AE) 0 FERER] 42.662 sec
7t AREO 22— CPU fii Rz 37.280 sec
7t ZEE DT 257 L CPU iR | 5.387 sec

2— CPU R % FHI L 7.

=2 KR AR T,  GEHEE DG AIABIIERANIC
H—@ master 7’2 AT 5729, CPU 22— )
LFIHTES, a7dH ) DERBICKRET S, 207%d
CPU DAL a 7HTRO T L RRIZE W T
C OB 2 KIEICEN T2 2 LW CH 5, 22—
CPU ¥ A7 & CPU OfFARHEIC DWW TIRRFFETRE R
T YR Ao

4.2 REFEOMEETE

Web H—/37"0 & Z IR AT — A E S 2 B
HrtiNIc kB, X® V) HHE LTINS 5 [
EE R T 52720 DIREFHEICOWT, iz T-7%2. FF
fiitc ik, Web ¥%— Y 7 7w =7 & L T ngx_mruby % #
BIAATZ nginx 2 V72, B 4 12 ngx_mruby OFEZE R
¢, A — I 58085 T Listen 9" 2 ¢ (%, #RETHICX
TSSL/TLS ~¥ Py = A 7z, V7T A I A
M % F—IC Y — NGEAE R ER AT AATRETH
%, ¥7z, B—1 58086 I Web ¥ — 371 & Rk IC

Y — NFEHHZEE & FHNICFEAAA TE (IERFRORE
ThHbH, MFDOFEZ, Y — YITD cipher suites % FE
L, SSL/TLS "v F¥ = A 7IRDFEZRAILT 57-0
IZ, SSL/TLS 2y v avrFryvaPEUhwvriicl
7o, WERTEDORE & RETHEDRERTT Thi A Leiti]
HEZ—=2I LTV 2D1F, HEDIWEHETH> THHEKT
B nginxk DTy T2 b L Tbn 3205 HEIT
O(1) THH, KVS»5 FAAL vi&F—ICiHEZISET
2 O(1) TH S 7, —DODFHFICET 7 —%
THHIC IZDET T TH S EHEL 72720 TDH 5.

MR % MR T 5 72 D12, wrk[24] £\ HTTPS DRV F
~—7Y 7 727z, R 2 Z LSR5k
V7 IZAFTH00 /Y 7R MEEL, 1 BHEICUIETE %
U7 IAFDEEFML 72, —fRIITRY F <=7 TIEL
b4z ab[20] 2= Fi&, ¥ v VALY FTEIfET 5
7z, HTTPS DRV Fv—7 24T ) B&E, ="V 7
TxT7 LD bRV F =T avy FHSSL/TLS v
¥z A 71D CPU AKEIC X > T—2D CPU a7 %
R LTLES). 22 CIOMERRMMET 2729, 2L
FAL Y FCEES 2 wk Z8RHI L7z, TLS D= a v
¥ TLSv1.2 ZHIH L, cipher suites I, BifEt ¥ 2 7«
Z R T % 7- 1T Mozilla 23E5E L TV 5 cipher suites[8]

© 2017 Information Processing Society of Japan

Vol.2017-10T-39 No.13
Vol.2017-SPT-25 No.13

2017/9/29
# dynamic certificate
server {
listen 58085 ssl;

server_name -

TLSv1l TLSv1i.1 TLSv1.2;
HIGH:!'aNULL: !MD5;
/path/to/dummy.crt;

ssl_protocols
ssl_ciphers
ssl_certificate

ssl_certificate_key /path/to//dummy.key;

ssl_prefer_server_ciphers on;

ssl_session_cache off;

mruby_ssl_handshake_handler_code ’
ssl = Nginx::SSL.new
redis = Userdata.new.redis
domain = ssl.servername
ssl.certificate_data = redis["#{domain}.crt"]

ssl.certificate_key_data = redis["#{domain}.key"]

location / {
root /path/to/html/;
}
}

# preload certificate
server {

listen 58086 ssl;
server_name -
TLSvl TLSvi.1 TLSv1.2;
HIGH:!'aNULL: !MD5;

/path/to/dummy.crt;

ssl_protocols
ssl_ciphers
ssl_certificate

ssl_certificate_key /path/to/dummy.key;

ssl_prefer_server_ciphers on;

ssl_session_cache off;

location / {
root /path/to/html/;
}

}
\_ /

B 4 BiiiiAs L HERTGAIALDHRE
Fig. 4 Configuration of Dynamic Loadding and Preloading.

&® 3 FRR
Table 3 Experimental Result of Proposed Method.
AT eI A
[FAIRFEEHE2L | dynamic load(req/sec)  preload(req/sec)
10 171456.60 171914.98
100 172383.84 172758.28
500 172714.81 173631.06
1000 171872.24 173272.53

DHi/p 5 ECDHE-RSA-AES128-GCM-SHA256 % FIH] L
7o, VX ARTEav 7V Yidnginx ICHEBEINTL3
612Bytes @ index.html ZFJH L 7z,

|/ 3K 2R T, FEERIR T, FRTIC Y —VEEW
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;

cert

cert

Load Blancer Reverse Proxy Web Server

...... » Keepa[ived T S

]| oov | G

HTTPS request certificate process

5  BIYAEEEE S A0A A DRERIX
Fig. 5 System of Dynamic Server Certificate Management.

FHrGAAUHERT A L SRR L 727N ORI e~ &
1FEAERWZ E2BIMIL 72, S RIERH L 72 cipher suites
\%, SSL/TLS ¥ F¥ = A 7 IGOFLMRICFIH I 1 5
b7 L) XA ELTRSA ZFHLTE D, K5l
& A DOUBEDSEEIHE & B SEAA D DI IS B AA A
AT ) GEED S ST B DMBE & I LTI & A LI
RCEIHEOUMTH LR EEZoNDS, £z, [H
IRFBEREELDY 1000 DEA ISk R & R ki % D
BPHILL T2, ZOERS 1%RITH 5 7O~
DHFEPHPE LT L 72,
fEkRDENICTEARAL AT, SERYLFTF Vb
HRITE LTI, A MUCHHIL TAE Y FHEIAE

(R B[RS 2. U L TRETIETH 2 Bivii~
ABTTHIZ Web Y — N7 0 & 2939 — NEIFHEZLED 7 —
8 % WEIRFIC X BV ICEREE L TE S BED BV, EH)
R A Y HHRIZIEFE AR, TI7XADH -7 FX
A Y DIAHFEL T ZiaA L -0, $IRNTH S, FHEEIC
FEM E, AR M ROMINICE> T, AEVHHERED
BEGRLENE IOV TIE, 5 ETHRRS,

B DM STEIZOWTIE, Redis D&k I BF vy a
P—N\% TCP TEHTES LT, HITP LI L T%
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Table 4 Production server specifications.
Ak
CPU Intel Xeon CPU E5-2430 v2 2.50GHz 12thread
Memory | 32GBytes
Server NEC Express5800/E120e-M
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Fig. 6 The number of certificates in a month.
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Fig. 7 Request per second in a month.

L, F5#EM Lol T o7z, UEAAT 4 V7 —E R
T, RETHEMATIZ Apache % FIH L CHEEBEIF I
H G AALENEEAIA A TT (preload) ZEH L T 7z,
IR E LT, BERD preload 2 FRA L T 7 IRiA
THDH2017THEIHAA»S 4 H4 HD 1 7 AR O
DR, PRy 7 2 MMUEE, CPU A%, X<
VEHE, 2 Z 0B ZiL, REFE (dynamic
load) Z#H L 72 DFE T H22 H25 8 H22 HD 1 7
HAMNCHIE L RO ME E 0BB 2T 5 2 Lic Lk,
B 51, EFEZBRHALLZC AT AMRNZRT, %
7z, preload TR & dynamic load 77ZCTERH L 72 ¥ —N1%
f—2ARy 7 TH5b. RAIZ, F—NARy 7 ZRT,

B’ 61z, —» AMDIEHELRDEY, B 712 1#HEDY
7 T A MU DB, B 82— D CPU HHKDE
%, B9y —Dxe) ifROERE T
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CPU usage in a mouth
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Fig. 8 CPU usage in a month.
Memory usage in a mouth
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Fig. 9 Memory usage in a month.
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AL 720, 9 TIFEUT LB L T X € V) & 238 I
W<THh, # 1GBytes EBML T3, —J7, 6 D
dynamic load 23739 & 912, #RETFHED dynamic load /7
A%, 1 7 ARICIHEHZF O 1 AU B ZTwas, I
1%, R SSL A 7Y a vy —E A2 2B LA TH
%. dynamic load /7ZU G L T\ 2 ¥ — NOEEHEFE
13 preload 77D 10 {5225 15 {5 >TE D, BEDY
IR MDD, TPL 66U ETHEI LR S,

L2L, CPUfHE® XV {HHEDERIL, 8 L
9 XD, preload FATUHL Ty — "k h b4k
(%> T3, preload AT L 72> Tz, FERAZE
BT L TX Y IR 2 HED, 9 D3R
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*2 https://lolipop.jp/info/news/5759/
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& D graceful restart FERE IX P CUIETTRECTH % D3, fE
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&, B 5 IR AA A IR D30 02 5 7-
®, graceful restart &1FWVWZ, V7 ZA T A L7 7T MIC
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