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Abstract: Anonymity in the Internet has attracted attention from the viewpoint of privacy protection and
so on in recent years. The Onion Router (Tor) is one of the most popular software that can anonymize the
Internet connection paths. Tor can provide Hidden Service that keeps the anonymity for both of users and
servers. A server that uses this function is called a hidden server. This paper analyzes the communication
characteristics of hidden servers. Based on the results of the analysis, this paper also proposes a method to
collect IP addresses of hidden servers. Furthermore, the effectiveness of the proposed method is shown by

experiment.

Keywords: Tor, Hidden Service,Communication analysis

1. FU®IC

WA, TIANY —EFOBED» S, {1 V¥ =% b
FMAICB T 22— oBEAMICOVTHELYIEE > TE
7o, dEE, £ vZ—3%v FEAMLERF I —ICE
T AL RIERPAET 220, f v ¥ —%y =¥
A7 aNAF (ISP) D 1d3dh U, G %2 7oz —v
DREDHRETH 5. 2D L) IRV, A vF—Fv b
I—FDTFTAN—IPMREIN TV EIEF 2\, B
e, A% —%v FodEREzEALTE S, ROEK
U RSB LA R

Graduate school of Science and engineering.
Saitama University

(© 2017 Information Processing Society of Japan

LTw3Y 77 x7 &L T Tor(The Onion Router) 23
ZiIFons, Tor ik Tor 2— (client / — F) 2 53%(E
SNy b %, relay / — R EWEIZN D PC 3k
T5ZLickD, Tor a—VFOEAMZFHL w5, X
512 Tor I 2 —HFDHRTIERL, Y—HooELER
PROHEIIFE Y —E A L LT, Hidden Service 23F7EY
%. Hidden Service &3, Z—Hflld 3 — fllHEAMEZE
RE2D, HTTP ¥ — NEO RS — N2 t95 2 &
DTELY AT LTH S, Hidden Service TIE” PSS
716 #f.onion” DFfEEZE 7 FL AZH W CHEELZT). %
7z, Hidden Service ZFIH L 74— %" BEHH—N" L
WSS, ASK, Tor IXMEMEI~ONFIEE LTHHIN S



BRNIBZRARRE
IPSJ SIG Technical Report

17
8 15
6
4 9 8 8 7
zI' 4 4 5 4 4 4
0 E NS NN NENEN ool ol B
< <~ 0N 9 €9 LA LA
%% %% % %% %08 %% %38 %%
R R R Y L B AR B
% % ¢, 2 3 e % @ © Tz %
cH % % P £ N
% %, 2 2
%

1 Hidden Service IZ & % web R—Y DN
Fig. 1 Content of web pages by Hidden Services
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Fig. 3 Anonymous communication circuit in Tor
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